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1
Decision/action requested

This contribution proposes to add evaluation to TR 33.740 solution#12 
2
References

[1]
3GPP TR 33.740 V0.4.1 

3
Rationale

This contribution proposes to add evaluation and remove the following Editor's Note:

Editor's Note: the need for updating UE identifiers is FFS.
The need for updating the UE identifiers is already justified in the existing preceding text:

As described in clause 6.12.2.1, an end-to-end (E2E) PC5 unicast link is established with an E2E peer UE via the 2 per-hop links, i.e., between source UE and the Relay and between the Relay and target UE. The E2E PC5 packets are using an adaptation header containing information identifying the source UE and/or destination UE, enabling the forwarding of packets E2E between peer UEs. PC5 packets also carry E2E session key identifiers, as for regular non-relayed PC5 communication, in the headers (e.g., PDCP header).


Considering the new adaptation layer and that all identifiers sent as cleartext must be updated at the same time, the Link Identifier Update procedure, designed in the context of direct communication only, is enhanced to support the periodic change of the source/destination UEs identity information carried into the adaptation header, at the same time as the per-hop identifiers (i.e., L2 IDs) and the end-to-end session key identifiers. In other words, all identifiers carried together, in cleartext, and that may be associated must be changed at the same time.
In summary, all identifiers transmitted as cleartext (e.g., L2 IDs, identifiers in adaptation and PDCP headers) during communication via the U2U Relay need to be changed at the same time to avoid linkability and trackability attacks (i.e., similar to the direct communications scenario). 
4
Proposal

It is proposed to approve the following changes for inclusion in TR 33.740 [1]. 

***
BEGIN OF CHANGES
***

6.12
Solution #12: Security of Layer-2 UE-to-UE Relay and Adaptation Layer

6.12.1
Introduction

This contribution proposes a solution to address KI #2: Security of UE-to-UE Relay and Key Issue #4: Privacy of information over the UE-to-UE Relay. Most specifically, this contribution provides a solution for E2E security establishment during E2E PC5 unicast link establishment via a Layer-2 UE-to-UE Relay and privacy when using such E2E PC5 unicast link. The solution uses the new Adaptation Layer on the Control Plane and User Plane protocol stacks as specified in TR 23.700-33 [2], Annex A2 as a baseline. 

A PC5 unicast link (also called per-hop link or management link), is established with the UE-to-UE Relay by source/target UEs to send E2E messages such as DSMC messages via the Relay. The management link is secured between the source/target UEs and the UE-to-UE Relay using existing procedures and doesn't use an adaptation layer.
6.12.2
Solution details

6.12.2.1
End-to-End PC5 unicast link establishment and data forwarding
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Figure 6.12.2.1-1: End-to-End PC5 unicast link establishment and data forwarding using Relay-specific identifiers.

0. UE-to-UE Relay registers with the network and specifies its relay capabilities. UE-to-UE Relay is provisioned with relay security policy parameters from the network based on existing procedures as described in TS 23.304 [8], TS 33.503 [6].

1. UE1 establishes a secure per-hop PC5 unicast link with the UE-to-UE Relay using existing procedures.

2. UE1 sends a DCR message which includes security parameters (i.e., UE1 MSB of KNRP-sess ID, KNRP ID, nonce1, etc.) as specified in TS 33.536 [9], clause 5.3.3.1.4 to establish an E2E PC5 unicast link via the UE-to-UE Relay. 

3. The UE-to-UE Relay retransmits the DCR message if it is authorized to relay for this application based on provisioned relay policy/parameters. The UE-to-UE Relay adds an adaptation header containing info identifying UE1 and includes its unique Relay ID and relay-specific MSB of KNRP-sess ID in the DCR. The UE-to-UE Relay keeps the association of its relay-specific MSB of KNRP-sess ID and MSB of KNRP-sess ID received from UE1.  Any subsequent E2E messages (i.e. PC5-S and data) are forwarded based on UE identifier info specified in the adaptation header.

Editor's Note: the details of handling of messaging via L2 UE-to-UE Relay (i.e., with adaptation layer) need to be coordinated with SA2/RAN2

4. Interested Target UE (i.e. UE3) receives the DCR message via the UE-to-UE Relay, establishes a PC5 unicast link establishment with the UE-to-UE Relay, if such link does not already exist.

5. Authentication between UE1 and UE3 via the Relay is performed to establish KNRP/KNRP ID pair if UE3 does not have a KNRP and KNRP ID pair as indicated in DCR from UE1. Authentication and KNRP/KNRP ID establishment via the relay is done according to the same principles as described in TS 33.536 [9], clause 5.3.3.1.3 (i.e., using E2E exchange of Key_Est_Info).

6. UE3 sends a Direct Security Mode Command message to UE1 via the Relay (i.e. over the direct PC5 unicast link to the UE-to-UE Relay). UE3 generates and includes its LSB of KNRP-sess ID. UE3 forms the KNRP-sess ID from the MSB of KNRP-sess ID received from the Relay in step 4, and its LSB of KNRP-sess ID. UE3 derives KNRP-sess from KNRP to create the e2e security context used with UE1 and NRPEK/ NRPIK as described in TS 33.536 [9]. UE3 adds an adaptation header including its LSB of KNRP-sess ID, and the info identifying UE1 as received with the DCR message. UE3 includes the Relay ID in the adaptation header when sending the first message to UE1 (i.e., Direct Link Authentication Request or Direct Security Mode Command).

The UE-to-UE Relay retransmits the DSMC message to UE1 (over PC5 unicast link with UE1) including info identifying UE3 in the adaptation header. The UE-to-UE Relay also includes in the adaptation header a relay-specific LSB of KNRP-sess ID associated with the E2E link between UE3 and UE1 (i.e., associated to MSB of KNRP-sess ID as received in step 3). UE-to-UE Relay puts its Layer-2 ID as the source and UE1 Layer-2 ID as the destination. The UE-to-UE Relay keeps the association of UE3 LSB of KNRP-sess ID and its relay-specific LSB of KNRP-sess ID associated with UE3. When receiving a DSMC message from the Relay, UE1 extracts the Relay ID. UE1 forms KNRP-sess ID using LSB of KNRP-sess ID specified in the adaptation header and its MSB of KNRP-sess ID sent in step 2. UE1 derives KNRP-sess from KNRP to create the e2e security context used with UE3 and NRPEK/ NRPIK as described in TS 33.536 [9]. 
7. UE1 sends a Direct Security Mode Complete message to UE3 via the Relay (i.e. over the direct PC5 unicast link to the UE-to-UE Relay) protected using the established e2e security context. UE3 processes the security of the DSM Complete message which completes the E2E link security establishment procedure between UE1 and UE3.
8. UE3 sends a DCA message to UE1 via the Relay to complete the secure e2e link establishment between UE1 and UE3. 
9. UE1 and UE3 exchange E2E data via the UE-to-UE Relay. UE-to-UE Relay replaces the fields specified in the PDCP header with relay-specific identifiers, based on the mapping established in steps 2 and 5, before forwarding the E2E messages.
6.12.2.2
Privacy of identifiers for End-to-End PC5 unicast link 
As described in clause 6.12.2.1, an end-to-end (E2E) PC5 unicast link is established with an E2E peer UE via the 2 per-hop links, i.e., between source UE and the Relay and between the Relay and target UE. The E2E PC5 packets are using an adaptation header containing information identifying the source UE and/or destination UE, enabling the forwarding of packets E2E between peer UEs. PC5 packets also carry E2E session key identifiers, as for regular non-relayed PC5 communication, in the headers (e.g., PDCP header).
Considering the new adaptation layer and that all identifiers sent as cleartext must be updated at the same time, the Link Identifier Update procedure, designed in the context of direct communication only, is enhanced to support the periodic change of the source/destination UEs identity information carried into the adaptation header, at the same time as the per-hop identifiers (i.e., L2 IDs) and the end-to-end session key identifiers. In other words, all identifiers carried together, in cleartext, and that may be associated must be changed at the same time.

Furthermore, multiple end-to-end unicast links may be used via a shared single per-hop link which means that source/destination UEs identity information carried in the adaptation header, of all end-to-end unicast links, may be associated (i.e., bound) to the same per-hop identifiers since they are sent in the clear when end-to-end peer UEs exchange messages via the UE-to-UE Relay. This implies that the source UE and all its peer UEs communicating over the same per-hop link/ UE-to-UE Relay would need to change their identifiers (i.e., per-hop identifiers, end-to-end identifiers in the adaptation layer and session key identifiers for related to per-hop and end-to-end communication) at the same time. Using conventional per-hop LIU procedure could therefore lead to a signalling storm of PC5-S message exchanges.

To overcome this problem, the UE-to-UE Relay replaces the received source UE identifiers with mapped relay-specific identifiers (as defined in 6.12.2.1) before forwarding a message to a peer UE via another per-hop link. This limits the scope of identifiers sent in cleartext (i.e., in the headers) to the per-hop link, allowing reuse of per-hop LIU procedure while preserving the privacy of the E2E identifiers and without the need the change the latter at the same time. 
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Figure 6.12.2.2-1: Privacy of Identifiers for End-to-End PC5 unicast link 

0.
UE1 and UE2 establish and end-to-end PC5 unicast link via the UE-to-UE Relay. Security is established E2E between UE1 and UE2. Both UEs have a PC5 unicast link (also called per-hop link or management link) established with the UE-to-UE Relay. The PC5 unicast link established with the UE-to-UE Relay is used for the transport of E2E messages, and also for the management of these E2E links when the UE-to-UE Relay needs to be involved.

1.
UE1 receives a trigger to change its identifiers e.g. privacy timer expiry. UE1 sends a Link Identifier Update (LIU) Request message to the UE-to-UE Relay via the management link. The LIU Request message includes a new L2 ID and new security parameters (i.e., UE1 MSB of KNRP-sess ID) for the management link. In addition, new E2E security parameters (i.e., UE1 E2E MSB of KNRP-sess ID) for the E2E link with UE2 and a new E2E identifier used in the adaptation header are included. 

2.
The UE-to-UE Relay receives the message and generates a new L2 ID and new security parameter (i.e. LSB of KNRP-sess ID) for the management link. In addition, a new relay-specific E2E security parameter (i.e. E2E LSB of KNRP-sess ID) and a new relay-specific E2E identifier associated with UE2 and used in the adaptation header are included. The UE-to-UE Relay sends a LIU Response message to UE1 which includes its new L2 ID and security parameter for the management link, the new relay-specific E2E identifier, and the new relay-specific E2E security parameter. 

3.
[optional] If UE1 has triggered the LIU procedure because a new Application layer ID and/or a new IP address/prefix has been received from the upper layer, UE1 sends a Link Modification Request to UE2 including its new Application layer ID and new IP address/prefix. 

4.
[optional] UE2 sends a Link Modification Accept to acknowledge the new IDs from UE1. 

5.
UE1 completes the LIU procedure by sending a LIU Ack message to the Relay. 
6.12.3
Evaluation 


For security, this solution proposes that a PC5 unicast link (also called per-hop link or management link), is established with the L2 UE-to-UE Relay by source/target UEs using unicast mode security mechanism defined in clause 5.3 of TS 33.503 [6] before establishing E2E security via the L2 UE-to-UE Relay. 
Editor's Note: Further evaluation on end-to-end link establishment is FFS.

For privacy, this solution proposes a mechanim so that the LIU procedure between a UE and the L2 UE-to-UE Relay does not impact the E2E peer UEs, using TR 23.700-33 [2], sol#32 as baseline.
This solution fully addresses the following KI for the L2 UE-to-UE Relay scenario: 

· Key Issue #2: Security of UE-to-UE Relay. 

· Key issue #4: Privacy of information over the UE-to-UE Relay.
***
END OF CHANGES
***
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