3GPP TSG-SA3 Meeting #109AdHoc-e 
S3-230141
Electronic meeting, 16 - 20 January 2023
Source:
Nokia, Nokia Shanghai Bell, BSI
Title:
KI10 Hosted SEPP solution
Document for:
Approval

Agenda Item:
5.24
1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TR 33.875
3
Rationale

This solution addresses key issue #12.  
4
Detailed proposal

***** START OF CHANGES
6.X
Solution X: Dedicated N32 connections per PLMN in hosted SEPP deployment 

6.X.1
Introduction

This solution addresses key issue #12. This solution describes the requirements for allowing several PLMNs to be customer of a SEPP provider and use the hosted SEPP functionality. 

6.X.2
Solution details


The connection between the customer PLMN and the Hosted SEPP provider is protected in terms of confidentiality, integrity, and against replays by means of a secure channel. Several options exist for this secure channel, for example NDSIP (TLS, IPsec).

To fulfil the isolation requirement, the Hosted SEPP provider operates a dedicated SEPP instance for each PLMN it serves. This includes the usage, for each customer PLMN, of at least one separate N32c (and N32f) connection(s) towards the roaming partners. That is, it is prohibited to mix the signalling of multiple customer PLMNs over a single N32 connection due to the isolation requirement. Moreover, the 

TLS certificates used for N32 connections contain both the PLMN ID(s) of the customer PLMN and the own unique identifier of the hosted SEPP operator. 

NOTE: The details of identifying the subject in the TLS certificate should be defined by GSMA.
It is further required that the secure channel endpoint (e.g. NDSIP endpoint) at the PLMN acts as a firewall that drops SEPP traffic that does not conform to configured filtering rules.
6.X.3
Evaluation

As the N32-c connections of a customer PLMN terminates at the hosted SEPP, the hosted SEPP represents the endpoint of the security relation with that PLMN’s roaming partners. 

Compared to the setting with a local, i.e. non-hosted SEPP, the attack surface in the setting of a hosted SEPP is increased because

· the Hosted SEPP provider is put into a position where it can inject signalling associated with one of its customers into a connection associated with another, and

· the source of unwanted traffic cannot be immediately and uniquely attributed as being injected by the Hosted SEPP provider or one of its customers' PLMNs (such attribution works only in a mediated way, i.e. requiring the hosted SEPP operator to cooperate in tracing back the source of signalling)
It is not possible to fully eliminate these shortcomings, because the operator of the hosted SEPP is explicitly trusted to represent the PLMN on the N32 interface as its network edge. These shortcomings can, however, be addressed by a robust gonvernance framework which 
· specifies a strict naming scheme that uniquely identifies the operator of the hosted SEPP

· defines conditions under which the hosted SEPP operators are granted the necessary TLS certificates
· intalls monitoring mechanisms with rapid reaction, e.g. TLS certificate revocation
· makes use of the isolation requirement to enable roaming partners to selectively disable N32 connections mediated by the hosted SEPP provider without risking a situation of “overblocking”.
The above mitigations fall within the realm of GSMA.
***** END OF CHANGES
�This note repeats the previous sentence, therefore propose to delete.





