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1
Decision/action requested

This contribution proposes to add evaluation for solution#1 and resolve the first EN.
2
References

3
Rationale

The contribution proposes to add evaluation for solution#1 and resolve the first EN.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

6.1
Solution #1: Authorization of AI/ML model retrieving

6.1.1
Introduction

This solution is addressing KI#3. It explains how to use NFProfile->NFServiceList-> allowedOperationsPerNfType and/or NFProfile->NFServiceList-> allowedOperationsPerNfInstance attributes defined in TS 29.510 to authorize a specific NF type and/or a specific instance ID of the NF Service Consumer to retrieve AI/ML models.


6.1.2
Solution details

6.1.2.1
Authorization of AI/ML model retrieving from NWDAF

According to TS 23.288, Nnwdaf_MLModelProvision service enables the consumer to receive a notification when an ML model matching the subscription parameters becomes available, and Nnwdaf_MLModelInfo service enables the consumer to request and get from NWDAF containing MTLF ML Model Information.

An NWDAF can add Nnwdaf_MLModelProvision_Subscribe service operation in "allowedOperationsPerNfType" and/or "allowedOperationsPerNfInstance" for specific NF type and/or specific instance ID of the Consumer, and register its NF profile to NRF. When a NF Service Consumer requests an access token for the Nnwdaf_MLModelProvision_Subscribe to retrieve AI/ML models, the NRF will only grant the access token if Nnwdaf_MLModelProvision_Subscribe is present in either "allowedOperationsPerNfType", for the NF type of the NF Service Consumer, or in "allowedOperationsPerNfInstance", for the instance ID of the NF Service Consumer. This procedure also applies to Nnwdaf_MLModelInfo_Request service operation.

6.1.2.2
Authorization of AI/ML model retrieving from ADRF

It is assumed that a service is defined to enable the consumer to retrieve AI/ML model from an ADRF, e.g. Nadrf_MLModelManagement and the service operation is Nadrf_MLModelManagement_request.

An ADRF can add Nadrf_MLModelManagement_request service operation in "allowedOperationsPerNfType" and/or "allowedOperationsPerNfInstance" for specific NF type and/or specific instance ID of the Consumer, and register its NF profile to NRF. When a NF Service Consumer requests an access token for the Nadrf_MLModelManagement_request to retrieve AI/ML models, the NRF will only grant the access token if Nadrf_MLModelManagement_request is present in either "allowedOperationsPerNfType", for the NF type of the NF Service Consumer, or in "allowedOperationsPerNfInstance", for the instance ID of the NF Service Consumer.

Editor’s Note: The procedure needs to be updated as per the SA2 conclusion.
6.1.3
Evaluation


This solution addresses the AI/ML model retrieving authorization requirement of KI#3.

This solution uses the existing security mechanisms in SBA, "allowedOperationsPerNfType" and/or "allowedOperationsPerNfInstance" attributes, to specify NF Service Consumer that is authorized to access AI/ML models from ADRF and NWDAF.

This solution grants access to AI/ML models in general. It cannot grant access to particular AI/ML models respectively.
As NF consumer(s) (MTLF or AnLF) retrieves the ML model or URL (where the model is stored) from ADRF by using ADRF ML model retrieval service, when URL is retrieved, this solution only addresses access to the URLs, not to the models.
*************** End of the change ****************

