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1	Decision/action requested
The contribution proposes the PKCE flow to authorize UE invoked APIs
2	References

3	Rationale
For the case the UE application can't securely store a client credential, IETF defined the PKCE flow. This pCR adds the PKCE flow as a potential solution.
4	Detailed proposal
++++++++++++++++++ Start Changes +++++++++++++++++
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[bookmark: _Toc1169460931][bookmark: _Toc1169456881]6.Y	Solution #Y: Authorizing UE originated API invocation with PKCE flow
[bookmark: _Toc1060921741][bookmark: _Toc1169456891][bookmark: _Toc1169460941]6.Y.1	Introduction 
In case the API invocation can be initiated by an application on the UE without making use of a unique CAPIF client agent per UE, the UE application might not be able to securely store a client credential. For this case, there is the Authorization Code Flow with Proof Key for Code Exchange defined in RFC 7636 [xx].
[bookmark: _Toc1169460951][bookmark: _Toc1060921751][bookmark: _Toc1169456901]6.Y.2	Solution details
The solution uses the PKCE protocol flow with the following mapping: the client in RFC 7636 is the application on the UE. The authorization server in RFC 7636 is the authorization function in the network.
Editor's note: whether a separate onboarding process is necessary for UE originated API invocation is FFS.

[bookmark: _Toc1169460961][bookmark: _Toc1060921761][bookmark: _Toc1169456911]6.Y.3	Evaluation
Editor's note: whether the user interaction required for PKCE flow is acceptable for SA6 is FFS.
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