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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
	
	Feature

	
	Building Block

	
	Work Task

	x
	Study Item



2.2	Parent Work Item
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	{optional free text} 



Dependency on non-3GPP (draft) specification: N/A
3	Justification
Zero Trust enables a transition from network defense towards a more proactive in-advance security to be in place to combat the security threats if occur due to any malicious operations or compromised network functionalities. The core principle of Zero Trust [1] includes continuous trust validation (i.e., monitoring the state) and minimizing impacts if any security breach occurs due to external factors (example., botnets opportunities from end-devices) or by an insider (example., compromised or malicious NF). The existing 5G system security is built on certain key principles that include authentication, authorization, and secure connection establishment, but the current system does not evaluate the trust of the involved communication endpoints. But due to the heterogeneity and varied NF deployment options, the NF(s) may run into configuration issues, get exposed to insider threats, or face cyberattacks. So, the trust over NF or AF cannot be assumed static and intact throughout its lifetime. despite all security pre-configurations. Moreover, if any NF gets compromised in its lifetime, it may impact a large set of UEs services and may impact other connected NFs as well (i.e., through the lateral movement of attack). Also, a mere termination of the NF may still impact the ongoing service. The following articles consider and discuss threat vectors, monitoring, and detection [2, 3]. Therefore adaptation of Zero Trust approach in addition to the current security mechanisms can allow trust evaluation, advanced threat detection, prevent the lateral movement of the threat and further compromises, thereby limiting the threat’s impact and reach while ensuring the service continuity. The adaption of ‘Zero Trust’ approach for 5GS security can facilitate the realization of potential benefits for vertical service customers and business and also ensure service reliability and safety and safety of end-users. Therefore, it is proposed to analyse the existing 5G system to see if it can be benefitted withmeet the principles of  Zero Trust security,. During the course of study, whenre required, the study will recommend the potential way(s) to evaluate and ensure trust in the 5G system. The study may analyse the implications of NFs getting exposed to threats, methods to identify the NFs under such threats, and potential ways to ensure seamless service while also ensuring security for the ongoing services served by the impacted NF.
[1] NIST Special Publication 800-207, ‘Zero Trust Architecture’, August 2020.
[2] ETSI GS NFV-SEC 003, Network Functions Virtualisation (NFV); NFV Security; Security and Trust Guidance, December 2014.
[3] ETSI GS NFV-SEC 024, Network Functions Virtualisation (NFV); Security; Security Management, April 2021.
4	Objective
Analyse the 3GPP 5G security scenarios that may benefit from a Zero Trust approach by introducing dynamic trust evaluation and identifying the associated threats.
Analyse the suitable Zero Trust security approach to address the threats identified where potential security risk exists
Provide recommendations for a Zero Trust 5G security architecture, where such recommendations may include but are not limited to 3GPP 5G security requirements, technical enhancements, architectural enhancements, and procedural fixesenhancements in 5G Core Network..	Comment by Lenovo_r5: Can we add text instead ‘of 5G core network’  ‘related to the scope of SA3 (i.e., interfaces such as user plane, control plane and SBA as applicable)’.

Based on consensus, we can refine the last line of the objective.
The scope of the study is limited to adapt zero trust in the core network for the current release.
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.xxx
	Study on Zero Trust Security
	TSG#98
	TSG#99
	Sheeba Backia Mary B, Lenovo, Motorola Mobility, smary@lenovo.com

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	N/A
	N/A
	N/A
	N/A
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Sheeba Backia Mary B, Lenovo, Motorola Mobility, smary@lenovo.com
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