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1	Decision/action requested
This contribution proposes the texts for discovery message protection mechanisms in TS 33.503.
2	References
[1]	TS 33.503: “Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)”
[2]	TS 33.303: “Proximity-based Services (ProSe); Security aspects”
[3]	TS 24.554: “Proximity-services (ProSe) in 5G System (5GS) protocol aspects”
[4]	TS 33.501: “Security architecture and procedures for 5G system”
[5]	TS 24.334: “Proximity-services (ProSe) User Equipment (UE) to ProSe function protocol aspects”
3	Rationale
Based on the discussion on protection mechanisms for discovery messages in S3-220325, this contribution proposes to update the TS 33.503 [1] as in Section 4.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the ProSe TS.

***** START OF 1st CHANGES *****
[bookmark: _Toc88556932][bookmark: _Toc88560020][bookmark: _Toc88814981][bookmark: _Toc88556937][bookmark: _Toc88560025][bookmark: _Toc88814986][bookmark: _Hlk85468358][bookmark: _Toc3801080][bookmark: _Toc3801180][bookmark: _Toc3801281][bookmark: _Toc8390211][bookmark: _Toc8587950][bookmark: _Toc12624264][bookmark: _Toc12624413][bookmark: _Toc18164280]6.1.3.2 	Restricted discovery
[bookmark: _Toc88556933][bookmark: _Toc88560021][bookmark: _Toc88814982]6.1.3.2.1	General
The security for both models of restricted discovery is similar to that of open discovery described in subclause 6.1.3.1. Both models also use a UTC-based counter (see step 9 in clause 6.1.3.1) to provide freshness for the protection of the restricted discovery message on the PC5 interface. The parameters CURRENT_TIME and MAX_OFFSET are also provided to the UE from the 5G DDNMF in its HPLMN to ensure that the obtained UTC-based counter is sufficiently close to real time to protect against replays. 
The major differences are that restricted discovery requires confidentiality protection of the discovery messages (e.g. to ensure a UE is not discovered by unauthorized parties or tracked due to constantly sending the same ProSe Restricted/Response Code in the clear) and that the MIC checking may be performed by the receiving UE (if allowed by the 5G DDNMF).
The security parameters needed by a sending UE to protect a discovery message (i.e., in model A the announcing UE and in model B the Discoverer UE sending the ProSe Query Code and the Discoveree UE sending the ProSe Response Code) are provided in the Code-Sending Security Parameters. Similarly, the security parameters needed by a UE receiving a discovery message (i.e., in model A the monitoring UE and in model B the Discoverer UE receiving a ProSe Response Code and the Discoveree receiving a ProSe Query Code) are provided in the Code-Receiving Security Parameters.
In addition to clause 6.1.3.4.1 in TS 33.303 [4], 5G Prose introduced a new feature: 
-	During the discovery request procedure, 5G DDNMF may optionally provide the PC5 security policies to the UEs.
-	A ciphering algorithm for message-specific confidentiality is configured at the UE during the Discovery Request procedure.

***** END OF 1st CHANGES *****
***** START OF 2nd CHANGES *****
[bookmark: _Toc88556934][bookmark: _Toc88560022][bookmark: _Toc88814983]6.1.3.2.2	Security flows
[bookmark: _Toc72850679][bookmark: _Toc72920099][bookmark: _Toc80720356][bookmark: _Toc80721098][bookmark: _Toc80721400][bookmark: _Toc81210155][bookmark: _Toc88556935][bookmark: _Toc88560023][bookmark: _Toc88814984]6.1.3.2.2.1 	Model A restricted discovery
The security procedure for Model A restricted discovery is described as follows:



Figure 6.1.3.2.2.1-1: Model A restricted discovery security procedure
Steps 1-4 refer to an Announcing UE.
1.	Announcing UE sends a Discovery Request message containing the RPAUID to the 5G DDNMF in its HPLMN in order to get the ProSe Code to announce and to get the associated security material. In addition, the Announcing UE shall include its PC5 UE security capability that contains the list of supported ciphering algorithms by the UE, in the Discovery Request message.
2.	The 5G DDNMF may check for the announce authorization with the ProSe Application Server.
3.	If the Announcing UE is roaming, the 5G DDNMFs in the HPLMN and VPLMN of the Announcing UE exchange Announce Auth.
4.	The 5G DDNMF in the HPLMN of the Announcing UE returns the ProSe Code and the corresponding Code-Sending Security Parameters, along with the CURRENT_TIME and MAX_OFFSET parameters. The Code-Sending Security Parameters provide the necessary information for the Announcing UE to protect the transmission of the ProSe Code and are stored with the ProSe Code. The Announcing UE takes the same actions with CURRENT_TIME and MAX_OFFSET as described for the Announcing UE in step 4 of subclause 6.1.3.1 of the current specification. The 5G DDNMF in the HPLMN of the Announcing UE shall include the chosen PC5 ciphering algorithm in the Discovery Response message. The 5GDDNMF determines the chosen PC5 ciphering algorithm based on the ProSe Code and the received PC5 UE security capability in step 1. The UE stores the chosen PC5 ciphering algorithm together with the ProSe Code.
	In addition, Tthe 5G DDNMF in the HPLMN of the Announcing UE may include the PC5 security policies in the Discovery Response message.
NOTE 1:	5G DDNMF may get the PC5 security policies in different ways (e.g., from PCF, from ProSe Application server, or based on local configuration).
Steps 5-10 refer to a Monitoring UE.
5.	The Monitoring UE sends a Discovery Request message containing the RPAUID and its PC5 UE security capability to the 5G DDNMF in its HPLMN in order to be allowed to monitor for one or more Restricted ProSe Application User IDs.
6.	The 5G DDNMF in the HPLMN of the Monitoring UE sends an authorization request to the ProSe Application Server. If, based on the permission settings, the RPAUID is allowed to discover at least one of the Target RPAUIDs contained in the Application Level Container, the ProSe Application Server returns an authorization response.
7.	If the Discovery Request is authorized, and the PLMN ID in the Target RPAUID indicates a different PLMN, the 5G DDNMF in the HPLMN of the Monitoring UE contacts the indicated PLMN’s 5G DDNMF i.e. the 5G DDNMF in the HPLMN of the Announcing UE, by sending a Monitor Request message, including the PC5 UE security capability received in step 5.
8.	The 5G DDNMF in the HPLMN of the Monitoring UE may exchange authorization messages with the ProSe Application Server.
9.	If the PC5 UE security capability in step 5 includes the chosen PC5 ciphering algorithm, theThe 5G DDNMF in the HPLMN of the Announcing UE responds to the 5G DDNMF in the HPLMN of the Monitoring UE with a Monitor Response message including the ProSe Code, the corresponding Code-Receiving Security Parameters, and an optional Discovery User Integrity Key (DUIK), and the chosen PC5 ciphering algorithm. The Code-Receiving Security Parameters provide the information needed by the Monitoring UE to undo the protection applied by the announcing UE. The DUIK shall be included as a separate parameter if the Code-Receiving Security Parameters indicate that the Monitoring UE use Match Reports for MIC checking. The 5G DDNMF in the HPLMN of the Monitoring UE stores the ProSe Code and the Discovery User Integrity Key (if it received one outside of the Code-Receiving Security Parameters).
	The 5G DDNMF in the HPLMN of the Announcing UE may send the PC5 security policies  to the 5G DDNMF in the HPLMN of the Monitoring UE.
NOTE 2:	There are two configurations possible for integrity checking, namely, MIC checked by the 5G DDNMF, and MIC checked at the UE side. Which of the configuration is used is decided by the 5G DDNMF that assigned the ProSe Code being monitored, and signalled to the Monitoring UE in the Code-Receiving Security Parameters.
NOTE 3: The chosen PC5 ciphering algorithm is associated with the ProSe Code.
10.	The 5G DDNMF in the HPLMN of the Monitoring UE returns the Discovery Filter and the Code-Receiving Security Parameters, along with the CURRENT_TIME and MAX_OFFSET parameters and the chosen PC5 ciphering algorithm. The Monitoring UE takes the same actions with CURRENT_TIME and MAX_OFFSET as described for the Monitoring UE in step 9 of subclause 6.1.3.1 of the current specification. The UE stores the Discovery Filter, and Code-Receiving Security Parameters, and the chosen PC5 ciphering algorithm together with the ProSe Code.
	If the 5G DDNMF in the HPLMN of the Monitoring UE receives the PC5 security policies in step 9, the Monitoring UE’s 5G DDNMF forwards the PC5 security policies to the Monitoring UE.
***** END OF 2nd CHANGES *****
***** START OF 3rd CHANGES *****
[bookmark: _Toc72850680][bookmark: _Toc72920100][bookmark: _Toc80720357][bookmark: _Toc80721099][bookmark: _Toc80721401][bookmark: _Toc81210156][bookmark: _Toc88556936][bookmark: _Toc88560024][bookmark: _Toc88814985]6.1.3.2.2.2 	Model B restricted discovery
The security procedure for Model B restricted discovery is described as follows:



Figure 6.1.3.2.2.2-1: Model B restricted discovery security procedure
Steps 1-4 refer to a Discoveree UE.
1.	Discoveree UE sends a Discovery Request message containing the RPAUID to the 5G DDNMF in its HPLMN in order to get Discovery Query Filter(s) to monitor a query, the ProSe Response Code to announce and associated security materials. The command indicates that this is for ProSe Response (Model B) operation, i.e. for a Discoveree UE. In addition, the Discoveree UE shall include its PC5 UE security capability that contains the list of supported ciphering algorithms by the UE, in the Discovery Request message.
2.	The 5G DDNMF may check for the announce authorization with the ProSe Application Server depending on 5G DDNMF configuration.
3.	The 5G DDNMFs in the HPLMN and VPLMN of the Discoveree UE exchange Announce Auth. Messages. If the Discoveree UE is not roaming, these steps do not take place.
4.	The 5G DDNMF in the HPLMN of the Discoveree UE returns the ProSe Response Code and the Code-Sending Security Parameters, Discovery Query Filter(s) and, their Code-Receiving Security Parameters corresponding to each discovery filter along with the CURRENT_TIME and MAX_OFFSET parameters and the chosen PC5 ciphering algorithm. The Code-Sending Security Parameters provide the necessary information for the Discoveree UE to protect the transmission of the ProSe Response Code and are stored with the ProSe Response Code. The Code-Receiving Security Parameters provide the information needed by the Discoveree UE to undo the protection applied to the ProSe Query Code by the Discoverer UE. The Code-Receiving Security Parameters indicate a Match Report will not be used for MIC checking. The UE stores each Discovery Filter with its associated Code-Receiving Security Parameters. The Discoveree UE takes the same actions with CURRENT_TIME and MAX_OFFSET as described for the Announcing UE in step 4 of subclause 6.1.3.1 of the current specification. The 5G DDNMF in the HPLMN of the Discoveree UE shall include the chosen PC5 ciphering algorithm in the Discovery Response message. The 5GDDNMF determines the chosen PC5 ciphering algorithm based on the ProSe Code and the received PC5 UE security capability in step 1. The UE stores the chosen PC5 ciphering algorithm together with the ProSe Code.
	In addition, Tthe 5G DDNMF in the HPLMN of the Discoveree UE may include the PC5 security policies in the Discovery Response message.
NOTE 1:	5G DDNMF may get the PC5 security policies in different ways (e.g., from PCF, from ProSe Application server, or based on local configuration).
Steps 5-10 refer to a Discoverer UE.
5.	The Discoverer UE sends a Discovery Request message containing the RPAUID and its PC5 UE security capability to the 5G DDNMF in its HPLMN in order to be allowed to discover one or more Restricted ProSe Application User IDs.
6.	The 5G DDNMF in the HPLMN of the Discoverer UE sends an authorization request to the ProSe Application Server. If the RPAUID is allowed to discover at least one of the Target RPAUIDs contained in the Application Level Container, the ProSe Application Server returns an authorization response.
7.	If the Discovery Request is authorized, and the PLMN ID in the Target RPAUID indicates a different PLMN, the 5G DDNMF in the HPLMN of the Discoverer UE contacts the indicated PLMN’s 5G DDNMF i.e. the 5G DDNMF in the HPLMN of the Discoveree UE, by sending a Discovery Request message, including the PC5 UE security capability in step 5.
8.	The 5G DDNMF in the HPLMN of the Discoveree UE may exchange authorization messages with the ProSe Application Server.
9.	If the PC5 UE security capability in step 5 includes the chosen PC5 ciphering algorithm,,tThe 5G DDNMF in the HPLMN of the Discoveree UE responds to the 5G DDNMF in the HPLMN of the Discoverer UE with a Discovery Response message including the ProSe Query Code(s) and their associated Code-Sending Security Parameters, ProSe Response Code and its associated Code-Receiving Security Parameters, and an optional Discovery User Integrity Key (DUIK) for the ProSe Response Code, and a chosen PC5 ciphering algorithm. The Code-Receiving Security Parameters provide the information needed by the Discoverer UE to undo the protection applied by the Discoveree UE. The DUIK shall be included as a separate parameter if the Code-Receiving Security Parameters indicate that the Discoverer UE use Match Reports for MIC checking. The 5G DDNMF in the HPLMN of the Discoverer UE stores the ProSe Response Code and the Discovery User Integrity Key (if it received one outside of the Code-Receiving Security Parameters). The Code-Sending Security Parameters provide the information needed by the Discoverer UE to protect the ProSe Query Code.
	The 5G DDNMF in the HPLMN of the Discoveree UE may send the PC5 security policies to the 5G DDNMF in the HPLMN of the Discoverer UE.
NOTE 2:	There are two configurations possible for integrity checking, namely, MIC checked by the 5G DDNMF, and MIC checked at the UE side; this is decided by the 5G DDNMF that assigned the ProSe Code being monitored, and signalled to the Monitoring UE in the Code-Receiving Security Parameters.
NOTE 3: The chosen PC5 ciphering algorithm is associated with the ProSe Code.
10.	The 5G DDNMFs in the HPLMN and VPLMN of the Discoverer UE exchange Announce Auth. messages. If the Discoverer UE is not roaming, these steps do not take place.
11.	The 5G DDNMF in the HPLMN of the Discoverer UE returns the Discovery Response Filter and the Code-Receiving Security Parameters, the ProSe Query Code, and the Code-Sending Security Parameters along with the CURRENT_TIME and MAX_OFFSET parameters and the chosen PC5 ciphering algorithm. The Discoverer UE takes the same actions with CURRENT_TIME and MAX_OFFSET as described for the Monitoring UE in step 9 of subclause 6.1.3.1 of the current specification. The UE stores the Discovery Response Filter and its Code-Receiving Security Parameters and the ProSe Query Code and its Code-Sending Security Parameters, and the chosen PC5 ciphering algorithm together with the ProSe Code.
	If the 5G DDNMF in the HPLMN of the Discoverer UE receives the PC5 security policies in step 9, the Discoverer UE’s 5G DDNMF forwards the PC5 security policies to the Discoverer UE.
***** END OF 3rd CHANGES *****
***** START OF 4th CHANGES *****
6.1.3.2.3 Protection of the discovery messages over the PC5 interface
[bookmark: _Toc454462919]There are three types of security that are used to protect the restricted discovery messages over the PC5 interface: integrity protection, scrambling protection, and message-specific confidentiality which are defined in clause 6.1.3.4.3 in TS 33.303 [4]. The protection mechanisms specified in TS 33.303 are reused with the following changes:
· Message-specific confidentiality mechanisms as specified in A.yy in the current specification.
· In A.5 of TS 33.303, the time-hash-bitsequence keystream is set to L least significant bits of the output of the KDF, where L is the bit length of the discovery message to be scrambled and set to Min (the length of discovery message – 16, 256).
NOTE 1: 16 is the size of Message Type and UTC-based counter LSB in bit length.
NOTE 2: The maximum length of the discovery message to be scrambled is limited to 256 bits.
· Step 2 of clause 6.1.3.4.3.2 of TS 33.303 is replaced by “Calculate MIC if a DUIK was provided, otherwise set MIC to a 32-bit random string. Then, set the MIC IE to the MIC. 
· Step 4 of clause 6.1.3.4.3.2 of TS 33.303 is not processed.
 
Editor’s Note: it is for ffs whether security algorithms and/or process in clause 6.1.3.4.3 TS 33.303 [4] can be applied without modification given the potentially different size of the discovery message in 5G ProSe.
***** END OF 4th CHANGES *****
***** START OF 5th CHANGES *****
[bookmark: _Toc454463025]A.yy	Message-specific confidentiality mechanisms for discovery
Message-specific confidentiality protection is provided by ProSe layer between ProSe UEs.
The use and mode of operation of the ciphering algorithms are specified in Annex D in TS 33.501 [3].
The input parameters to the ciphering algorithms as described in Annex D in TS 33.501 are:
· KEY				: 128 least significant bits of the output of the KDF (DUCK, UTC-based counter, MIC)
· COUNT			: UTC-based counter
· BEARER		: 0x00
· DIRECTION	: 0x00
· LENGTH		: 
· LEN(discovery message) – (LEN(Message Type) + LEN(UTC-based counter LSB) + LEN(MIC)), where LEN(x) is the length of x in number of bits.
· 
KEY is set to as such to generate message-specific keystream as in TS 33.303 [4].  
The output keystream of the ciphering algorithm (output_keystream) is then masked with the Encrytped_bits_mask to produce the final keystream for the message-specific confidentiality protection (KEYSTREAM):
· KEYSTREAM = output_keystream AND (Encrypted_bits_mask || 0xFF..FF)

The KEYSTREAM is XORed with the discovery message for message-specific confidentiality protection. 


***** END OF 5th CHANGES *****
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