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*****Start of change*****


[bookmark: _Toc90901659]8.6	MCData message store security
[bookmark: _Toc90901660]8.6.0	Functional model
The functional model for the MCData message store is shown in figure 8.6.0-1.


Figure 8.6.0-1: MCData message store functional model
In the functional model shown in figure 8.6.0-1, the reference points MCData-7 and MCData-8 provide direct communications with the MCData message store from the MCData UE message store client and the MCData server capabilities function, respectively.  Reference point(s) MCData-cap-n provide MCData message store functionality between the MCData client capabilities function and the MCData message store via the MCData server capabilities function.  Security for the MCData message store reference points are described in clause 8.6.1.
[bookmark: _Hlk93859487]HTTP requests from the MCData message store client to the MCData message store shall include an appropriately scoped access token for MCData.  If the access token cannot be validated by the MCData message store, the HTTP request shall be rejected.  To validate access tokens, the MCData message store shall validate the signature of the access token.  The method used to provision the MCData message store with the IdMS signature validation credentials is out of scope of this document.
Based on the local policy, the MCData message store shall be configured with an authorized MCData server list for the MCData Client. The configured list shall contain allowed public service identities of MCData servers of the MC service provider for the MCData Client.
NOTE: Handling (creating and revocation) of the list is out of scope of this document and left to implementation.

HTTP requests from the MCData capabilities function client to the MCData server capabilities function shall include an appropriately scoped access token for MCData.  If the access token cannot be validated by the MCData server, the HTTP request shall be rejected.
If required by the MC domain operator, data and information stored at the MCData message store related to the SDS, FS or DS services shall be stored protected.  The mechanism used to protect the data and information while not actively in use is out of scope of this document.

*****End of change*****

image1.emf
MCData server 

MCData client

MCData UE

Capability 

functions 

(SDS, FD, DS)

Capability 

functions 

(SDS, FD, DS)

MCData-cap-n

MCData

message store

Message 

store 

client

MCData-7

MCData-8


Microsoft_Visio_Drawing.vsdx
MCData server
MCData client
MCData UE
Capability functions (SDS, FD, DS)
Capability functions (SDS, FD, DS)
MCData-cap-n
MCData
message store
Message store 
client
MCData-7
MCData-8



