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	Reason for change:
	This contribution proposes to resolve the following Editor’s Note:
Editor's Note: Further clarification on usage of GPSI or SUPI for authorization in MSGin5G services is FFS.
Below are the observations and proposal as discussed in S3-220299:
Observation 1: From the given definitions in TS 23.554 (in clause 6.1.2), it is understood that UE service ID is used to authenticate and authorize the associated UE to the MSGin5G Service at the application layer.
Observation 2: From clause 8.1.1 and clause 8.1.2 of TS 23.554, it is understood that UE service ID is assigned by MSGin5G server via VAL UE configuration data.
Observation 3: From clause 6.4, it is understood that MSGin5G UE ID is equivalent to device identifier. As per the Table 8.2.1-1 and Table 8.2.1-2 in TS 23.554, UE identifier (i.e. MSGin5G UE ID) could be MSISDN, external identifier. 
Observation 4: MSGin5G UE sends UE service ID mandatory in the registration request, MSGin5G UE ID is part of MSGin5G Client Profile which is optional.
Observation 5: As per the normative text for MSGin5G client authentication and authorization, TLS with AKMA is proposed for client authentication. The AKMA procedure defines authorization of UE, however it is not service specific.
Proposal: The 5G system shall support service specific authorization for authorizing an MSGin5G client.

	
	

	Summary of change:
	It is proposed to have a token based authorization mechannaism to authorize the UE by the MSGin5G server for MSGin5G services.

	
	

	Consequences if not approved:
	Without specifying service specific authorization, any UE will be able to obtain services, which they are not authorized for.
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[bookmark: _Toc19635001][bookmark: _Toc26876068][bookmark: _Toc35528836][bookmark: _Toc35533597][bookmark: _Toc45028985][bookmark: _Toc45274650][bookmark: _Toc45275238][bookmark: _Toc51168496][bookmark: _Toc67389406]X.2	Authentication and authorization between MSGin5G client and MSGin5G Server 
[bookmark: OLE_LINK5][bookmark: OLE_LINK6]The Authentication and authorization between MSGin5G Client and MSGin5G Server shall be based on AKMA, which is specified in TS 33.535 [91]. Before initiating communication with MSGin5G Server, the UE needs to have performed primary authentication and registered with the 5GC, resulting in the successful generation of KAKMA and A-KID at both MSGin5G Client and the 5GC as specified in clause 6.1, TS 33.535 [91]. 
Once the UE is registered in 5GC, the MSGin5G Client in the UE and the MSGin5G Server may use TLS for authentication as specified in Annex B of TS 33.535 [91] with the MSGin5G Server taking the role of AKMA AF. 
[bookmark: OLE_LINK7][bookmark: OLE_LINK8]Editor's Note: Further clarification on usage of GPSI or SUPI for authorization in MSGin5G services is FFS.
Methods other than TLS with AKMA may be used for authentication between the MSGin5G Client and MSGin5G Server, depending on the Ua* protocols.
[bookmark: _GoBack]A secure connection shall be established between MSGin5G Client and MSGin5G Server before client authorization. The MSGin5G UE sends an MSGin5G UE registration request to the MSGin5G Server. The request shall include a UE service ID. The MSGin5G server shall authorize the MSGin5G UE, by validating the association between the UE service ID and UE Identifier (SUPI/GPSI). The Configuration Management server or MSGin5G Configuration Function maintains association of the assigned UE service ID with the UE ID. The MSGin5G server retrieves the association from the Configuration Management server or MSGin5G Configuration Function using the UE ID received from the AAnF and verifies whether the UE service ID received in the request message is associated with the UE ID in the retrieved association information.
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