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1
Decision/action requested

SA3 is kindly requested to approve the proposed changes to TR 33.809.
2
References

[1]
TR 33.809
3
Rationale

The following editor’s notes are addressed in this contribution:

Editor’s Note: it is FFS to analyse the impact of including a signature of 64 bytes in each SIB1.

4
Detailed proposal

***
END OF 1st CHANGE
***
6.27.2.1.6 Delivering signatures and short-lived public keys

With an entity certificate configured as the trust anchor, the digital signature (along with some other data, e.g., a timestamp) of System Information (SI) and a short-lived public key needed to be delivered to UEs for them to verify the SI. We consider three options for delivering a digital signature and a short-lived raw public key. 

First, both the digital signature (e.g., of 64 bytes) and the short-lived raw public key (e.g., about 150 bytes) are included in a SIB. Although the combined size is about 214 bytes, which can fit into SIB (up to 372 bytes), it would reduce its capacity by more than half (e.g., to about 160 bytes). This does not appear ideal. Further, while a signature is based the content of a particular SIB, the short-lived raw public key cam be valid for many instances of different SIBs. Thus, neither is it necessary nor desirable to transmit the short-lived raw public key within each SIB. 

Second, a new SIB (namely SIB_x) is defined to carry both the digital signature and the short-lived raw public key. This option has the advantage of leaving other SIBs untouched. However, it may create a new problem in the scheduling of the new SIB_x. Since the digital signature is computed based on the content of a particular SIB, the new SIB_x carrying the digital signature may need to be scheduled precisely according to the schedule of existing SIBs to ensure that the SIBs and the digital signature acquired in two separate messages match each other. This is of particular challenge for SIB1, since it is repeated several times within a periodicity of 160ms. Although the repeated SIB1 may not change in content, timing related attribute associated with a repeated SIB1 may change. Thus, separating the digital signature from SIB1 would require precise scheduling of the new SIB_x, which does not appear desirable. 

Third, the short-lived raw public key is carried in a new SIB, but the digital signature of SIB is carried within the SIB. As on-demand information is specified in SIB1, the length of SIB1 is dynamic based on configuration. Considering the maximum SIB1 size is 376 bytes, 64 bytes of digital signature included in SIB1 would occupy about 17% of its capacity assuming that there is space left. This option adds reasonable amount of message overheads to a SIB, but avoids the complexity of scheduling the new SIB_x. Thus, we select this option. 


Editor’s Note: The periodicity of the SIB broadcast carrying the short-lived certificate needs to be further clarified to analyse the impact of this solution.  
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