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Introduction
RAN2 are discussing small data transmission (SDT) in RRC_INACTIVE [1]. Similar to EDT for 5GC, SDT allows small data packets to be exchanged between UE and gNB whilst the UE remains in INACTIVE state. The current RAN2 framework assumes that for SDT, data exchange can happen over radio bearers (RBs) that are configured for SDT. Hence, there are some RBs that are allowed for SDT (referred to as SDT RBs) and others that are not allowed for SDT (non-SDT RBs). In the past RAN2 has asked two questions in their LS to SA3 [2]:

Q1: Can a CCCH message reusing the I-RNTI and resumeMAC-I be transmitted again in the same cell after SDT initiation, e.g. similar to legacy RRC Reject case (but without having received RRC Reject at the UE)?

Q2: Can NCC and I-RNTI from a former cell in which an SDT procedure was initiated be re-used to initiate a new SDT procedure in a new cell?

SA3 has responded (see S3-213034) as follows: 

SA3 would like to state its preference for not reusing the same I-RNTI/resumeMAC-I for same cell and NCC/I-RNTI for new SDT in different cell. 

Further to this, RAN2 has sent another LS (R2-2201983/S3-220051) asking for further feedback from SA3 regarding the security framework for CCCH based solution that relies on autonomous horizontal key derviation. In this document we analyse the impacts on SA3 from this new solution and propose a reply to RAN2. 
Background for SDT
The basic SDT procedure as explained in the RAN2 LS is as shown in Figure 1 below: 
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Figure 1: Basic SDT procedure

The following points are worth noting. 

SDT is only allowed for certain radio bearers SDT-RBs

As noted in step 1 above, UE reestablishes and resumes the SDT-RBs upon initiating SDT

This means, the UE will derive the KgNB key for the target cell based on the current KgNB key or the NH, using the stored NCC value

UE will then compute the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key
Configures the PDCP layer for the SDT-RBs to apply the new keys derived above
Further exchange of data happens over the SDT-RBs
The SDT session is terminated by reception of RRCRelease message which contains the NCC to be used in the next resume procedure – same as today - (RRCRelease is sent on SRB1 – i.e. encrypted and integrity protected)
It should be noted that RAN2 agreed that the state transition decisions are up to the network. So, during an SDT session, the network may move the UE to connected state at any point in time by sending RRCResume message to the UE. As an example, this may happen if during the SDT session, there is new data at the UE and this new data is mapped non-SDT RBs. This is depicted in Figure 2 below. 
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Figure 2: Termination of SDT session by moving to RRC_CONNECTED

Analysis of the new solution mentioned in RAN2 LS
SA3 specification impacts

The new solution for indicating non-SDT data arrival relies on a second CCCH message. It is a bit unclear whether the target gNB or the anchor gNB should perform the UE verification for the second RRCResumeReq. However, according to the solution on the table in RAN2, it should be the anchor gNB that should perform this and RAN3 are also investigating this further. So, the solution mentioned in RAN2 LS is analysed here. 

The overall solution is summarised in figure below: 
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Figure 3: Analysis of the solution for non-SDT data arrivial mentioned in RAN2 LS

The following observations are made: 

Currently, the last serving gNB (i.e. the anchor gNB) stores the security keys and the I-RNTI of the UE in the gNBs database as the corresponding UE’s AS security context. 

When a RRCResumeRequest is received, the anchor gNB retrieves the security keys from the database and verifies the UE based on these stored keys

The new solution mentioned in the RAN2 LS however, uses a new key (i.e. KRRCInt1) for deriving the reseumeMAC-I. Today the anchor gNB does not derive KRRCInt1- This key is only derived in the target gNB based on KgNB1 transferred from Anchor gNB to the target. Thus, the gNB side verification procedure, which is specified in 33.501, needs to be updated to capture the new mechanism. 

Based on the above analysis, the updates required to capture the basic procedure at the gNB is as follows: 

Option 1: Updates required to support only UE sending second resume request after the network has acknowledged the previous resumeRequest

Upon receiving a RRCResume request, the gNB shall: 

Check the I-RNTI to first verify if the UE has an ongoing resume procedure

If the UE has an ongoing resume procedure

Retreive the KgNB stored in the UE AS context

Derive the KgNB1 using the retrieved KgNB from the UE AS context and using the target cell PCI, target ARFCN-DL/EARFCN-DL and the KgNB/NH in the current UE 5G AS security context based on either a horizontal key derivation or a vertical key derivation according to whether the source gNB/ng-eNB has an unused pair of {NCC, NH} – Note that today, KgNB1 is not stored in the anchor gNB after first resume request is received. If we change this behaviour, the anchor gNB need not derive the key second time (but changes are needed eitherway). 
Derive the AS security key which would have been used in the target gNB (i.e. the KRRCIint1 ) 

Use the derived KRRCIint1 to verify the UE. If the verification succeeds, derive KgNB2 using horizontal key derivation. The new derived key is sent to the target gNB and the target gNB sends the success message (e.g. RRCResume) to the UE. 

If the UE has no ongoing resume procedure

Retrieve the KRRCIint in the stored AS context in the gNB’s data base and use this to verify the UE (i.e. the legacy procedure)

Option 2: support UE sending second resume request even if the network has not yet acknowledged the previous resumeRequest

Then, as mentioned in LS the RAN2 solution also considers the case that the UE may send the second RRCResumeRequest even if the first one is not received by the network. This would mean that the network may not unambiguously identify based on the I-RNTI whether or not the UE has previously sent the first resume request (i.e. the check in step 1 above may not unambiguously identify the UE). As the network is still expected to verify the UE in this scenario, the overall solution that SA3 needs to specify would look something like below: 

Upon receiving a RRCResume request, the gNB shall: 

Check the I-RNTI to first verify if the UE has an ongoing resume procedure

If the UE has an ongoing resume procedure

Retreive the KgNB stored in the UE AS context

Derive the KgNB1 using the retrieved KgNB from the UE AS context and using the target cell PCI, target ARFCN-DL/EARFCN-DL and the KgNB/NH in the current UE 5G AS security context based on either a horizontal key derivation or a vertical key derivation according to whether the source gNB/ng-eNB has an unused pair of {NCC, NH}. 
Derive the AS security key which would have been used in the target gNB (i.e. the KRRCIint1) 

Use the derived KRRCIint1 to verify the UE. If the verification succeeds, derive KgNB2 using horizontal key derivation. The new derived key is sent to the target gNB and the target gNB sends the success message (e.g. RRCResume) to the UE. 

If the UE has no ongoing resume procedure

Retrieve the KRRCIint in the stored AS context in the gNB’s data base (i.e. the legacy procedure)

Try and verify the UE using the retrieved KRRCIint in the stored AS context. If the verification succeeds, success messag (e.g. RRCResume) may be sent and the procedure ends. 

if the verification fails (the failure may be because the network didn’t know that the UE has an ongoing resume procedure, so that also needs to be checked then):

Derive the KgNB1 using the retrieved KgNB from the UE AS context and using the target cell PCI, target ARFCN-DL/EARFCN-DL and the KgNB/NH in the current UE 5G AS security context based on either a horizontal key derivation or a vertical key derivation according to whether the source gNB/ng-eNB has an unused pair of {NCC, NH}. 
Derive the AS security key which would have been used in the target gNB (i.e. the KRRCIint1) 

Use the derived KRRCIint1 to verify the UE. If the verification succeeds, derive KgNB2 using horizontal key derivation. The new derived key is sent to the target gNB and the target gNB sends the success message (e.g. RRCResume) to the UE. 

As can be seen, option 1 and option 2 have different implications on the SA3 specs. In the above procedure, everything highlighted in Red will result in changes to SA3 specs. 

Note that option 2 is much more complex than option 1. Further, specification of option 2 would also need to be investigated from securitive perspective, because the gNB now will accept two different resumeMAC-Is (i.e. one calculated with old key and one calculated with the second horizontally derived key). Even if we accept this, SA3 still needs to discuss how and which option to specify after RAN2 eventually decides on the solutions.  

Observation 1: SA3 would need to discuss the gNB side verification procedure for the solution mentioned in RAN2 LS. There are two possible options both requiring different degree of specification work and discussion is needed on deciding which way to. 

Based on the above, for now, we propose to reply to RAN2 LS as follows. 

Proposal 1: SA3 should inform RAN2 that the gNB side verification procedure for the resumeMAC-I specified in 33.501 is impacted by the solution proposed in RAN2 LS. More discussion is needed in SA3 to decide on the details of the specification. 

Security implications of the solution mentioned in RAN2 LS

Key reuse in two different network nodes

From security perspective, the integrity protection keys are used to integrity protect the messages exchanged between the UE and a given network node. The same integrity protection key is not used between the same UE and two different network nodes. However, This security principle is broken with the proposed solution since the KRRCInt1 key is used both for integrity protection of RRC messages between the Target gNB and the UE and the same is also used for integrity protection of the resumeMAC-I_1. This problem is depicted in figure below. It should be noted that the target gNB and the anchor gNB may be from different vendors and in general reusing the same key in such scenarios between different network nodes is not preferable. 
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Figure 4: Integrity protection key reuse between network nodes

Proposal 2: SA3 should reply as follows: The same security key used for integrity protection of RRC messages between the target gNB and the UE shall not be reused for the integrity protection of the second ressumeMAC-I

It should be noted that the target gNB may also be able to verify the UE and derive the new key locally. However, this solution has not yet been analysed in RAN groups and is currently being checked by RAN3 for its feasibility. It should however be noted that even in this case, there will be impacts to SA3 that need to be analysed further in any case. 
Issues with forward security

The proposed solution in the RAN2 LS relies on autonomous horizontal key derivation. It should be noted that the horizontal key derivation happens even if there was a pathswitch. Thus, even if the the new target gNB has a fresh pair of NH/NCC pair, it is forced to not use this new NH/NCC pair in the next key derivation step and just rely on the horizontally derived key which is calculated by the old anchor gNB (which has an outdated set of {NH, NCC}pair. This is depicted in the figure below. 
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Figure 5: Forward security issues with the solution in RAN2 LS

As can be seen from the above, even if a fresh pair of {NH and NCC} are available at the target gNB, when the second RRCResumeRequest is received, the target gNB would be forced to use the keys derived by the old anchor gNB (which are derived using the outdated NH, NCC values). This will lead to the situation where the {NH, NCC} value that the AMF has stored and is expected to be used at the next key derviation not to be used and also forces the horizontal key derviation at the target gNB. As noted in S3-182355, this would introduce a 3-hop forward security with respect to the original key which is used to derive KgNB1. It should be kept in mind that KgNB1 may already be horizontally derived key at the Anchor gNB. Then, if the second key is also derived horizontally and this horizontally derived key is used in encryption and integrity protection of the RRCRelease message at the target gNB, basically a 3-hop forward security is forced with respect to the base key which is used to derive KgNB1. This is not aligned with the current principles. Further, it introduces a 2-hop forward security instead of 1-hop forward security for path switch (i.e. N2-HO). This is because the target gNB cannot use the fresh {NH, NCC} pair given by the AMF and instead is forced to use the KgNB2 which is horizontally derived from KgNB1 (i.e. the old key rather than NH).
 It should be noted that this is an issue that SA3 has analysed in the past and as a result a reply was sent to RAN2 informating that such autonomous horizontal key derivation is not aligned with the forward security requirements – see S3-182541: (RAN2 RRC Re-establishment security proposal using horizontal key derivation (denoted as alternative proposal in R2-1810965) violates SA3 security requirement for forward security). 

Based on the above analysis, the following proposal is made: 

Proposal 3: SA3 should reply as follows: The security solution proposed in the RAN2 LS violates SA3 security requirement for forward security

Repetition of the resumeRequest with same I-RNTI

SA3 has informed RAN2 (see S3-213034) that reusing the same I-RNTI/resumeMAC-I for same cell is not preferrable. It should also be noted that today there is a requirement that the UE is provided with a fresh I-RNTI across two successive RRCResumeRequests – see section 6.8.2.1.2. With the proposed solution the same I-RNTI will be reused for the second RRCResumeRequest. This is problematic because a a malicious entity can obtain the valid I-RNTI that is currently in use for the SDT procedure and may send a second RRCResumeRequest to impact the ongoing SDT procedure. It should be noted that in this case the target gNB cannot simply ignore the second RRCResumeRequest since it is also possible that this is a genuine UE trying the second RRCResumeRequest (i.e. the first RRCResumeRequest may have been lost or not yet received at the Target gNB). This issue is depicted in figure below. 
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Figure 6: Termination of SDT session by a malicious UE repeating the ResumeRequest using the known I-RNTI

As can be seen from above, the problem is with the repetition of the I-RNTI (even if the resumeMAC-I is recalculated). This is the reason why SA3 already recommended not to allow either the I-RNTI or the resumeMAC-I to be repeated in the same cell case (in S3-213034). Unfortunately, although the resumeMAC-I is not repeated (because of the new key being used), I-RNTI itself will be reused (since the network is not able refresh the I-RNTI). Thus, any malicious UE can repeat this I-RNTI. It should be noted that under normal circumstances, the malicious UE will not have access to valid I-RNTIs that are currently in use (since the I-RNTI is sent in the encrypted RRCRelease message and it is only used once – in the RRCResumeRequest and is never repeated). But now since the new procedure allows the I-RNTI to be repeated over the airinterface, any malicious UE can do the same. When this happens the SDT session of the genuine UE will be terminated and this is not acceptable. 

Proposal 4: SA3 should reply as follows: Repetition of I-RNTI is not preferable according to the existing SA3 requirements for RRCResume security

Other solutions

The RAN2 LS asks SA3 if there are other preferences with regards to the non-SDT data indication. As noted above, the solution reported in the RAN2 LS needs a number of changes in SA3 specs and also poses a number of security risks that need further analysis. 

As such a simple solution would be to reuse the restored security context between the gNB and the UE (note that the both SRBs and DRBs use the restored security context). This solution is depicted in figure below. 
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Figure 7: Alternative solution

As can be seen from the above solution, the following can be observed:

The above solution relies on the security context that is restored between the gNB and the UE

It minimies the extra signalling required between the network nodes

It doesn’t require any new keys to be generated and can be supported with the existing SA3 framework

Based on the above, the following proposal is made: 

Proposal 5: SA3 should reply as follows: When the security context is restored between the network and the UE, all data over SRBs should be integrity protected and encrypted and such SRB can be used for non-SDT data arrival indication

Conclusion and proposals
The security aspects of the solution for non-SDT data arrival depicted in the RAN2 LS have been analysed in this contribution and the following observations and proposals are made: 

Observation: SA3 would need to discuss the gNB side verification procedure for the solution mentioned in RAN2 LS. There are two possible options both requiring different degree of specification work and discussion is needed on deciding which way to. 

Proposal: 

SA3 should respond to RAN2 as follows:  

The gNB side verification procedure for the resumeMAC-I specified in 33.501 is impacted by the solution proposed in RAN2 LS. More discussion is needed in SA3 to decide on the details of the specification. 

The same security key used for integrity protection of RRC messages between the target gNB and the UE shall not be reused for the integrity protection of the second ressumeMAC-I

The security solution proposed in the RAN2 LS violates SA3 security requirement for forward security

Repetition of I-RNTI is not preferable according to the existing SA3 requirements for RRCResume security

When the security context is restored between the network and the UE, all data over SRBs should be integrity protected and encrypted and such SRB can be used for non-SDT data arrival indication
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