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Decision/action requested

It is requested to accept this pCR on the provisioning and refresh of 5G ProSe long-term credentials
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Rationale

Currently it is not clear, how provisioning into the UE(s) of the 5G ProSe long-term credentials for unicast direct communication is achieved. Additionally, it is not clear how to handle the refresh of these credentials. Detailed background about these issues is given in the companion discussion papert S3-220074 [2].
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Detailed proposal

FIRST CHANGE

6.2
Security for Unicast mode 5G ProSe Direct Communication
Editor’s Notes: This clause contains the description of the security for Unicast mode (one-to-one) 5G ProSe Direct Communication.
6.2.1
General

The unicast mode 5G ProSe Direct communication procedures are described in TS 23.304 [2]. Unicast ProSe Direct Communication is used by two UEs that directly exchange traffic for the ProSe applications running between the peer UEs.

PC5 direct communication security for relay services is specified in clause 6.3. PC5 security policy provisioning and negotiation during 5G ProSe Restricted Discovery with 5G DDNMF scenario for unicast mode Prose direct communication is specified in clause 6.1.
6.2.2
Security requirements
The initiating UE shall establish a different security context for each peer UE during the PC5 unicast establishment if the security is activated. It shall be possible to establish security context also when either one or both the ProSe UEs are out of coverage.
The mutual authentication between two ProSe-enabled UEs during PC5 unicast shall be supported.

The PC5 unicast signalling shall support confidentiality protection, integrity protection and anti-replay protection.

The PC5 unicast user plane shall support confidentiality protection, integrity protection and anti-replay protection.

The PCF shall be able to provision the PC5 security policies to the UE per ProSe application, during service authorization and information provisioning procedure as defined in TS 23.304 [2]. 

The system shall support means for a secure refresh of the UE security context.

NOTE:
The security context refresh may be triggered based on various options (e.g. validity time etc.)
6.2.3
Security procedures
The unicast mode security mechanism defined in clause 5.3 of TS 33.536 [6] is reused in 5G ProSe to provide unicast mode 5G ProSe Direct communication security. 

The long-term credentials specified in clause 5.3.3.1.2.1 of TS 33.536 [6] form the root of the security for unicast mode 5G ProSe direct communication. These long-term credentials shall be part of the policy/parameters that are provisioned as specified in 3GPP TS 23.304, clause 5.1.3.1, where policy/parameter provisioning for 5G ProSe Direct Communication is specified.
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