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	Reason for change:
	Current requirement on GUTI allocation ensures only the confidentiality of subscriber identities, but subscribers may not be safe from privacy leakage.

Recent studies have shown that the absence of a more detailed standard guideline for GUTI allocation has resulted in the problem of an easily predictable allocation logic. By that the GUTI allocation becomes predictable in certain scenarios, what brings an attacker, who could predict the GUTI of a victim, in the position to track that subscriber - what violates subscriber privacy eventually.

Thus, from subscriber's privacy point of view it is important that each new GUTI is a new random, unpredictable value that does not allow correlation with previously used GUTIs or any other temporary subscriber identity.



	
	

	Summary of change:
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	An attacker can track a subscriber over the radio if the new GUTI can be correlated with the previously used GUTI.
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***	BEGINNING OF CHANGES ***


[bookmark: _Toc11226312][bookmark: _Toc26800006][bookmark: _Toc35438814][bookmark: _Toc35439145][bookmark: _Toc91001324]7.1	Mechanism for user identity confidentiality
The MME shall allocate a GUTI to a UE in order to support the subscriber identity confidentiality. The GUTI is defined in TS 23.003 [3].
S-TMSI, the shortened form of the GUTI, is used to support the subscriber identity confidentiality with more efficient radio signalling procedures (e.g. paging and Service Request). 
A new GUTI shall be sent to the UE only after a successful activation of NAS security.
From subscriber's privacy point of view, a new GUTI shall be a new unpredictable value that does not allow correlation with previously used GUTIs 

M-TMSI generation should be following the best practices of unpredictable identifier generation, and GUTI should be frequently reallocated.	Comment by Mohsin Khan A: M-TMSI is the subscriber identifier


***	END OF CHANGES ***



