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1
Decision/action requested

It is proposed to approve this pCR to update KI#9 in TR 33.875 [1].
2
References

[1]
TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)"
[2]
TS 33.501 "Security architecture and procedures for 5G System"

[3]
TS 29.510 "5G System; Network function repository services; Stage 3"

[4]
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3
Rationale

This pCR proposes to update KI#9 with further key issue details, security threat and potential security requirement.
4
Detailed proposal
****** START OF CHANGES ******
5.9
Key issue #9: Authorization for Inter-Slice Access
5.9.1
Key issue details

GSMA LS S3-211383 on “Prevention of attacks on sliced core networks” identifies a number of issues related to SBA authorization framework. 
This Key Issue studies SBA related aspects of the attack papers mentioned in the GSMA LS.
In the current SBA authorization framework, the mechanisms specified to validate the S-NSSAI of NF Consumer are not fully specified and therefore, sometimes an NF Service Producer and/or NRF is dependent on local configuration or proprietary mechanisms to verify if the NF Service Consumer really belongs to the S-NSSAI it is claiming to belong to. While an NRF could validate the S-NSSAI by comparing the S-NSSAI provided in, e.g., Access-Token-Get request with the S-NSSAI registered in the NF-Profile; this is not always possible, as it is not necessary that every NF registers its profile with NRF, unless the information is available to NRF by other means (e.g. local configuration). This results in a NF Service Consumer gaining access to slices it should not have been allowed to access.
Additionally, currently there is no mechanisms specified whereby an NRF could validate if an NF Service Consumer is allowed to access resources belonging to a different S-NSSAI in the NF Service Producer. While an NRF could specify, in the Access Token Grant, the S-NSSAIs an NF Service Consumer is allowed to access in the NF Service producer, it is assumed that NRF uses local configurations while providing such information.
This Key Issue will study how to prevent any malicious entity (for instance a NF Service Consumer) from accessing a slice it is not authorized to access, or from requesting a service from a slice which it is not authorized to access.
NOTE: In the GSMA LS to SA3 (S3-211383), it is assumed that an NF within a 3GPP network can be fully compromised, which is a rather strong assumption. This Key Issue only aims to strengthen the authorization mechanism for granting access to an NF within SBA.

5.9.2
Security threats


A malicious entity (for instance a NF Service Consumer) can request an access token for the slice it is not authorized to access.

A malicious entity (for instance a NF Service Consumer) can request a service request for the slice which it is not authorized to access. 
5.9.3
Potential security requirements


The 5GS should provide a mechanism that allows the NF Service Producer not to provide service to NF consumers which are not authorized to access a slice. 
The 5GS should provide a mechanism that allows NRF not to provide access tokens to NF consumers which are not authorized to access a slice. 
****** End OF CHANGES ******
