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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a …  
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	850016
	Security for 5G_eSBA
	Rel-16 WID

	920022
	Study on Standardising Automated Certificate Management in SBA 
	Rel-17 Study 

	900020
	Study on enhanced Security Aspects of the 5G Service Based Architecture 
	Rel-17 Study


3
Justification

3GPP Release 15 introduced a service-based representation of the 5G core network for the very first time. This so-called Service Based Architecture (SBA) has fundamental impacts on the way new services are created and how the individual Network Functions (NF) communicate. A more open and adaptable system design necessitated to study different approaches to enforce the security requirements of 3GPP systems, whilst not impeding flexible service creation and future innovations. Along with these architectural challenges, SBA further introduced changes to the protocol stack and serialization format of the 5G core network.

Rel-15 was set on providing solutions for authentication and authorization in direct communication scenarios as well as the N32 security using cross-certification between operators. 
Rel-16 focus was set on indirect communication scenarios and introduced the concept of Client Credential Assertion to allow NRF/NF Service Producer to directly authenticate a NF consumer. While Rel-16 SBA provides a good level of security, several aspects have been identified for further study in. 
Therefore, it is proposed to study and document the following aspects:
· Authentication of NRF and NF producer in indirect communication. When SCP is present, the TLS between an NF Service Consumer and NRF/NF Service Producer is split into at least two segments (NFc-SCP, SCP-NRF or SCP-NFp). Therefore, the NF Service Consumer and NRF/NF Service Producer do not directly authenticate each other via TLS. In release 16, Client Credentials Assertion (CCA) has been specified to allow NRF or another NF to authenticate an NF Service Consumer, but authentication of the NRF/NF Service Producer by the NF Service Consumer has not been addressed so far. Whether a similar solution as CCA is also needed from NRF/NF Service Producer side versus the complexity in the system such solution will create needs to be evaluated.
· Roaming case: With the introduction of CCA in Rel-16 this study will further investigate, if an End-to-End authentication mechanism is needed in case of indirect communication in roaming. If yes, further study is needed on how client credentials assertion or other mechanisms can be used in the roaming case, as the NF Service Producer in the home PLMN will not be able to verify the signature of the NF Service Producer in the visited PLMN unless cross-certification process is established.
· SCP deployment models: While PLMN-wide trust between NFs and SCPs is an option, more restrictions could be desirable in complex networks with SCP domains as addressed in SA2 study, e.g. if SCPs are operated in different regions/provinces. There can be several technical domains within a PLMN, where equipment with different capabilities is deployed and signaling also varies in some aspects, e.g., if equipment upgrade is performed in a stepwise manner. Such technical domains can be defined based on compute center boundaries, based on operators of subnetworks, based on regions/provinces, etc. Trust relationships may need additional security consideration for connections between SCPs in different SCP domains and from NFs to SCPs in SCP domains. The study will explore the need for trust and policing of communication within or among such domains should be introduced.

· Verification of URI in subscription/notification:  If URI is changed or malicious tampered, the notification message will be forwarded to a wrong place. Solution is needed for verification of URI. 
· Dynamic authorization between SCPs or NF and SCP: Static authorization is described in 33.501 clause 13.3.0, which implies by local policy that the authorization is implicit. It does not address how SCP is authorized by the NF Service Consumer to request services on its behalf and how this authorization is verified by the NRF/NF Service Producer. Dynamic mechanisms for establishing authorization between the SCPs or SCP and NFs is to be studied. 
· End-to-End Critical HTTP headers/body parts integrity protection: In rel-16 CCA is digitally signed, but SCP needs to modify HTTP headers and bodies. Critical HTTP headers/body parts that require end to end integrity protection shall not be modified by the SCP.  Thus, further study in cooperation with CT4 is needed to identify critical HTTP headers/body parts and protect them end to end. 
· Security of NRF service management: In Rel-16, there is no security solution defined for NRF service management such as registration, discovery, etc. Whether and how to secure the NRF service management is to be studied. 
This study will finalize above discussions and address SBA related roaming security aspects. 
Reasoning: 
· Several new key issues were only proposed recently, therefore it is decided to continue the study in Rel-18. 
· Some key issues and solutions still need refinement, others miss conclusions. Further, decisions need to be taken whether the security threats identified justify the impact on ongoing implementation efforts. The aim is that conclusions will not only announce but explain the decisions taken by 3GPP. 
· 
· GSMA 5GS Roaming Hubbing (5GMRR) has contacted SA3 (LS S3-213806) to address two business cases that do not appear supported by the current 3GPP 5GS roaming security specifications. TS 33.501 is currently only providing N32 security solution for IPX. In this LS business cases for roaming are mentioned, for which TS 33.501 does not provide explanation so far. In a related key issue SA3 can study if the current security mechanisms over N32 are sufficient to cover roaming hub and operator group roaming hub scenarios or additions are needed. 
· 
· 
4
Objective

The objective of this study item is to analyse potential threats, study necessary security enhancements, and document decisions of solutions to be adopted or not adopted after evaluating the risks versus the complexity. In particular, the following topics are addressed:
· Need and mechanism of enabling end to end authentication in roaming case if no cross-certification between operators is enabled
· Need and mechanism of enabling NF Service Consumer authentication of NRF and the NF Service Producer 
· Need for addressing potential security impact of different deployment scenarios including the several SCPs 
· Verification of URI in subscription/notification  
· Dynamic authorization between SCPs or NF and SCP
· End-to-End Critical HTTP headers/body parts integrity protection
· Security of NRF service management
· Cooperation with GSMA NG 5GMRR to address the operator roaming hub use case

As continuation of the eSBA this study is aimed to finalize the analysis, clean up editorial notes in solutions, to provide updates due to inconsistencies in documented solutions and to complete the conclusion part.

Further the study aims to work on SBA and N32 security related key issues.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR
	33.875
	Study on enhanced security aspects of the 5G Service Based Architecture (eSBA_SEC)
	TSG#96
	TSG#97
	Jerichow, Anja, Nokia, anja.jerichow@nokia.com
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Work item Rapporteur(s)
anja.jerichow@nokia.com
7
Work item leadership

SA WG3
8
Aspects that involve other WGs
CT4 for stage 3 work.
9
Supporting Individual Members
	Supporting IM name

	Nokia

	Nokia Shanghai Bell


	Verizon

	Mavenir

	Docomo

	China Mobile

	CableLabs

	

	

	

	

	

	


�Cooperation with GSMA should be mentioned and should also be somehow part of the objectives, as they have requested our help. Cn you add a bullet for this? 


�Supporter of Rel-17 eSBA study


Continuous support to be confirmed 
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