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1
Decision/action requested

SA3 is kindly asked to approve the proposed text for the security of L3 U2N relay communication in TS 33.503.
2
References

[1]
3GPP TS 33.503 v0.1.0

Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)

[2]
3GPP TR 33.847 v0.8.0

Study on security aspects of enhancement for proximity based services in the 5G System (5GS)
3
Rationale

This pCR proposes to add the requirements to clause 6.4 in TS 33.503 [1] for L3 U2N relay security based on the conclusions in TR 33.847 [2]. 
4
Detailed proposal

*************** Start of the Change ****************

6.4
Security for 5G ProSe UE-to-Network Relay Communication
Editor’s Notes: This clause contains the description of the security for 5G ProSe UE-to-Network Relay Communication.
6.4.1
General

This clause describes the security requirements and the procedures that are specifically applied to 5G ProSe UE-to-Network relay communication defined in TS 23.304 [2]. The security requirements for Layer-3 UE-to-Network relay and Layer-2 UE-to-Network relay are different and are defined in 6.4.x and 6.4.y respectively.
The functionality in this clause is supported by both ProSe-enabled UEs for commercial services and public safety.

6.4.2
Security requirements
The following security requirements apply to both Layer-3 UE-to-Network relay and Layer-2 UE-to-Network relay:
-
The 5G system shall support the authorisation of the UE as a UE-to-Network relay in the UE-to-Network relay scenario.

-
The 5G system shall support the authorisation of the UE as a Remote UE in the UE-to-Network relay scenario.
-
For the discovery, the security requirements in subclause 6.1.2 apply.
-
The 5G system shall support a secure means to establish a PC5 link between the remote UE and the UE-to-Network relay.

-
The 5G system shall support confidentiality protection, integrity protection and replay protection for secure communication between the remote UE and the 3GPP network via UE-to-Network relays.

6.4.3
Security for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay
6.4.3.1
Security Requirements
Both user-plane (UP) based and control-plane (CP) based the procedure can be used for 5G ProSe Layer-3 UE-to-Network Relay authorization and security establishment. The UP based procedure uses a UP connection to the 5G PKMF, while the CP based procedure uses the primary authentication for PC5 key establishment.
The following are the security requirements for 5G ProSe L3 U2N relay communication:




-
For L3 relay security established over control plane, the PCF shall be able to provision the PC5 security policies to the UE per ProSe relay service, during service authorization and information provisioning procedure as defined in TS 23.304 [2]. 
-
For L3 relay security established over user plane, the 5G PKMF shall be able to provision the PC5 security policies to the UE per ProSe relay service. 
Editor’s Note: How the PC5 security policies are provisioned by the 5G PKMF is to be clarified.
-
The PC5 UP security policies for protecting 5G ProSe relay communication shall be configured per ProSe relay service based on the security requirements of the specific relay service.

-
The activation of PC5 signalling security is based on PC5 CP security policies of the specific ProSe relay service. PC5 signaling integrity shall always be activated. PC5 signaling encryption is a configuration option.

-
The activation of PC5 user plane security is based on PC5 UP security policies of the specific ProSe relay service.

-
The remote UE shall establish a different PC5 security context with each different relay UE and for each different Relay Service Code. It shall also be possible to establish a security context when the remote UE is out of coverage.
6.4.3.2
Security procedure over User Plane
Editor’s Notes: This clause describes the security procedure that uses ProSe Key Management Function to authenticate/authorize UE during 5G ProSe UE-to-Network Relay Communication.
6.4.3.3
Security procedure over Control Plane
Editor’s Notes: This clause describes the security procedure that relies on primary authentication procedure to authenticate/authorize UE during 5G ProSe UE-to-Network Relay Communication.
*************** End of the Change ****************
