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1
Decision/action requested

This contribution proposes to update Solution#23 in TR 33.857.
2
References

[1]
3GPP TR 33.857, ‘Study on enhanced security support for Non-Public Networks; (NPN); (Release 17)’.
[2]
RFC 2903, ‘Generic AAA Architecture’.
3
Rationale

This contribution provides an update to Solution #23 to clarify the aspects related to the editor’s notes and provides few editorial corrections.

4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TS 33.857.

*****Start of Change*****
6.23
Solution #23: Solution to enable onboarding and secured UE access based on credentials owned by an external entity

6.23.1
Introduction

The solution address ‘Key issue #4: Securing initial access for UE onboarding between UE and SNPN’. In addition, the solution also takes into account the requirements from TS 22.261 clause 6.14.2 which is on enabling 5GS to support a secure mechanism to remotely provision 3GPP/non 3GPP identities and credentials of a uniquely identifiable and verifiably secure device. The proposed solution considers that a UE is configured with the default credentials including a default UE ID which allows to verify and securely identify the device to enable onboarding to an onboarding SNPN to provision SNPN credentials. It is assumed that the default identity is a secure identity by itself, it doesn’t leak any information by itself about the UE (i.e., privacy friendly by design) and it can be used to refer to a set of information about the UE stored in the DCS, but it is more important to prevent impersonation due to replay attack as part of the solution.

6.23.2
Solution details

The solution described in this section is to deal with onboarding of UEs to SNPN based on default credentials, where DCS (i.e., AAA server) is involved.  
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Figure 6.23.2-1: Secured Initial access for onboarding based on credentials owned by external entity

The steps shown in Figure 6.23.2-1 is described as follows.

0. In this solution, the UE and the DCS is assumed to be pre-configured with the default UE ID (i.e., onboarding ID associated with the default credentials) and the default credentials. The DCS in addition is pre-configured with the corresponding PS address for each onboarding default UE ID. The default UE ID can be a set of strings/digits (e.g.,123456789abcdefghi) which together with the DCS domain name can act as URI for the DCS to identify the right default credentials corresponding to the UE during the onboarding procedure. The default UE ID together with DCS domain name can take NAI format (e.g., 123456789abcdefghi@DCSdomain). 

NOTE 1: 
The method of assigning the default UE ID can be up to the DCS. The default credentials associated with the default UE ID can be any cryptographic material, such as public-private key pairs, DCS information (i.e., address), and cryptographic algorithms etc., and it is up to the DCS.

The default UE ID and the DCS domain information in NAI format can be used as SUPI for the onboarding phase by the UE and the network. The default UE ID and DCS domain name conveys no privacy sensitive information about the User or UE/device.   The UE constructs the onboarding SUPI in the NAI format using the Default UE ID and DCS address. Further the UE set the time stamp and generates a digital signature for the onboarding SUPI and Timestamp using it’s private key available as part of the default credentials.  As, the external entity DCS cannot be expected to support SIDF functionality specified in 33.501, the UE and DCS shall offer the authenticity of the default UE ID based on digital signature as described in this solution. Further the existing 5G systems depends on routing ID and HN ID to select the right AUSF instance in the network, whereas the UE that attempts onboarding registration, cannot provide any routing ID as well as HN ID to select the right AUSF instance in the O-SNPN. Therefore, this solution also takes care of selecting the right AUSF instance based on the onboarding SUPI. 

NOTE 2A: 
If an ongoing onboarding procedure fails due to any network issues, the UE still can use the same default UE ID for the onboarding with replay protection by adding a timestamp and digital signature to ensure the authenticity of the default UE ID. Digital signature prevents tampering and malicious replay of default UE ID. The UE can generate the digital signature of onboarding SUPI and the timestamp (i.e., by generating hash and encrypting that data) using its private key and send it along with the actual data such as onboarding SUPI and timestamp to the DCS via the 3GPP network during the onboarding registration procedure. The DCS on receiving the onboarding SUPI, fetches the default credentials corresponding to the default UE ID and uses the public key of the UE to verify the digital signature. If the DCS finds the verification as successful (i.e., if the message digest of the received data is identical to the decrypted digital signature then the digital signature verification is considered successful), then the DCS considers that the received default UE ID and timestamp are provided by the UE which has the actual default credentials related to it. AAA functions can support digital signature according to the security considerations discussed in RFC 2903 and so the DCS being the AAA server can support the default UE ID protection based on digital signature.


NOTE 2B: The primary aspect is that, if the attacker replays a UE ID with malicious intensions, the digital signature verification will help the DCS to identify the malicious behaviour right at the first step of identifier verification and this enables the DCS to skip any further unnecessary message exchanges with the malicious device and this also prevents unnecessary resource exhaustion. 
1.
The UE sends a registration request to the onboarding SNPN acting as onboarding network. The UE includes a Subscription unique onboarding identifier (SUOI) which consists of Onboarding SUPI, Timestamp and the digital signature.

NOTE 3: 
The UE selects an O-SNPN based on TS 23.501.

2.
AMF/SEAF forwards the registration request to the right onboarding AUSF (which can interact with DCS either directly or via a NSSAAF) based on the SUOI.

3-4.
The onboarding AUSF sends the authentication request with SUOI to the NSSAAF and the NSSAAF uses the realm part of the SUOI to route the request to the right DCS.

5.
The DCS based on the default UE ID in the SUOI, fetches the related default credentials data along with cryptographic information and verifies the digital signature as described in NOTE 1. 

6. If the verification is successful, based on the default configuration locally stored, the DCS selects an authentication method and performs authentication method specific message exchanges with the UE. If the authentication is successful, the DCS determines to provide the onboard root key along with authentication result to the onboarding AUSF.

7-8.
The DCS sends an authentication response to the AUSF via NSSAAF. It includes authentication result as ‘success’, onboarding root key (e.g., MSK) and a minimum data set (verified default UE ID, provisioning server address etc.,). The default UE ID will act as the onboarding SUPI/default SUPI in the onboarding SNPN. 

9.
The onboarding AUSF stores the authentication result and minimum data set in the UDM/UDR, and the provisioning server address information can be later used by the network (i.e., SMF) for restricted user plane connection to the provisioning server to provision the SNPN credentials which is out of the scope of this solution. The onboarding AUSF considers the key received from the DCS as AUSF key and derives an anchor key similar to the method specified in 33.501, but with an additional input of nonce to establish cryptographic separation and network binding specific to the SNPN. Further the onboarding AUSF sends a EAP success message to the AMF/SEAF including Kseaf, nonce and the SUPI. 



NOTE 4: The usage of nonce ensures cryptographic separation, and network binding, but not secrecy with the DCS.
NOTE 5: The nonce provided by the network to the UE is sent in NAS Security mode command message and so it is protected. Further on cryptographic generation, in the existing system home network derives Kausf and Kseaf which actually act as the main keys from which the NAS and AS security key will be derived. As Kausf is derived from a key (CK, IK or CK', IK') generated by home network, that offers sufficient home network bnding. Whereas in case of onboarding involving DCS, the Kausf is derived mainly based on a key provided by the DCS, and there is a lack of home network binding. So, if atleast the home network introduces a native freshness input parameter for the derivation of Kseaf, it will ensure sufficient cryptographic separation between the DCS and operator’s security anchor key while also binding the home network in the security context. 
NOTE 5: 
The minimum data set refers to the information such as UE and onboarding support information (example., UE information (verified default UE ID, PS address (if any), default credentials validity (if any)) which is expected to be provided by the DCS to the 3GPP network following a successful authentication of the UE.

10.
The EAP success and other information received from step 8 can be provided to the UE in  a NAS SMC similar to the 33.501. The AMF initiates NAS SMC with the UE as in 33.501.

11-12.
The UE derives its keys based on the configurations in the default credentials and the registration is complete.

NOTE 5: 
For the case that the default UE ID and credentials are preconfigured by a PLMN, the existing concealment mechanisms can be applied for the SUPI and the authentication method and key generation can be followed similar to the mechanisms specified in 33.501 (i.e., as in EAP-AKA’ and 5G AKA).

This solution describes initial access of the UE to the onboarding network based on the mutual authentication between the UE and the DCS. The onboarding network which does not have direct trust relationship with the UE allows the initial access based on the UE and DCS mutual authentication (i.e., based on any key generating EAP method, e.g., EAP-TLS) and their trust relationship and based on the onboarding network’s trust/business relationship with the DCS.  Further the solution details the issue of the Provisioning Server address to the onboarding SNPN, but the connection between UE and PS is not in scope of this solution. 

6.23.3
System impact

UE: Need to construct subscription unique onboarding identifier using onboarding SUPI (i.e., default UE ID), time stamp and digital signature. Anchor key generation includes nonce as additional input.

AMF/SEAF: Selects the right onboarding AUSF which can connect with NSSAAF for onboarding based on the onboarding SUPI.

AUSF: Need to support Anchor key generation using nonce as additional input: Need to store PS address in the UDM for the duration of the onboarding registration.

DCS:  Need to verify the default UE ID received in the SUOI by verifying the digital signature where the AAA function can support digital signature handling. Further DCS need to a key along with the verified default UE ID to 3GPP network. In case if any additional data about UE and PS address need to be provided, then it need to provide them as a data set to the SNPN.

6.23.4
Evaluation

This solution enables the UE and DCS to perform mutual authentication with credentials owned by DCS an entity separate from the SNPN to allow SNPN access for onboarding. Further the solution enables to set up secure connection in the onboarding network based on the credentials provided by the external entity DCS.

*****End of Change*****
