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	Reason for change:
	Unlike with the 5G Core and the EPS handling of the NR UE Security Capabilities (clause E.3.4.3 of TS 33.401), EPS does not provide the eNB with an update (in the path switch procedure) of the (LTE) UE security capabilities if a mis-match is detected by the MME.

This is a disadvantage for the future introduction of LTE algorithms.Unlike 5G, 4G does not provide confirmation of the UE security capabilities during the path switch procedure.

	
	

	Summary of change:
	The MME shall return its locally stored UE EPS security capabilities to the target eNB in the response to the path-switch message if the eNB had the incorrect set of algorithms. The eNB then performs an algorithm selection based on the returned UE EPS security capabilities to the target eNB and performs an intra-cell handover to change the in-use algorithms if these are different to the selected ones.
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**** START OF CHANGES ****
[bookmark: _Toc11226321][bookmark: _Toc26800015][bookmark: _Toc35438823][bookmark: _Toc35439154][bookmark: _Toc44945687]7.2.4.2.2	X2-handover
At handover from a source eNB over X2 to a target eNB, the source eNB shall include the UE EPS security capabilities and ciphering and integrity algorithms used in the source cell in the handover request message. The target eNB shall select the algorithm with highest priority from the UE EPS security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the handover command if the target eNB selects different algorithms compared to the source eNB. If the UE does not receive any selection of integrity and ciphering algorithms it continues to use the same algorithms as before the handover (see TS 36.331 [21]). In the path-switch message, the target eNB shall send the UE EPS security capabilities received from the source eNB to the MME. The MME shall verify that the UE EPS security capabilities received from the eNB are the same as the UE EPS security capabilities that the MME has stored. If there is a mismatch, the MME shall send its locally stored UE EPS security capabilities to the target eNB in the response to the path-switch message. In addition, the MME may log the event and may take additional measures, such as raising an alarm. If the target eNB receives UE EPS security capabilities from the MME, the target eNB shall update the AS security context of the UE with these UE EPS security capabilities. The target eNB shall select the algorithm with highest priority from these UE EPS security capabilities according to the locally configured prioritized list of algorithms (this applies for both integrity and ciphering algorithms). If the algorithms selected by the eNB are different from the algorithms currently used at the target eNB, then the target eNB may take the proper actions to change to the selected algorithms.
NOTE:	Transferring the ciphering and integrity algorithms used in the source cell to the target eNB in the handover request message is for the target eNB to decipher and integrity verify the RRCReestablishmentComplete message on SRB1 in the potential RRCConnectionRe-establishment procedure. The information is also used by the target eNB to decide if it is necessary to include a new selection of security algorithms in the handover command.
**** END OF CHANGES ****
