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**** START OF CHANGES ****
[bookmark: _Toc75189881]5.4.0.2	TLS 1.3
1.	When a UE contacts a NAF, it may indicate to the NAF that it supports TLS with PSK authentication in the ClientHello message. The UE shall indicate support of authentication methods other than PSK in the ClientHello message. The UE shall send the hostname of the NAF using the server_name extension to the ClientHello message according to TLS extensions.
The UE shall use a GBA-based shared secret for TLS with PSK authentication. If the UE does not have a valid GBA-based shared secret it shall obtain one by running the bootstrapping procedure with the BSF over the Ub reference point as specified in TS 33.220 [3].
The PSK identities in the ClientHello shall include prefixes indicating the PSK-identity name space (i.e. "3GPP-bootstrapping-uicc", "3GPP-bootstrapping", or "3GPP-bootstrapping-digest"), and the B-TID. In addition, for each of these included identifiers an additional PSK-identity namespace is included to enable the request of a fresh bootstrapping is desired, (i.e. if "3GPP-bootstrapping-uicc", then "3GPP-bootstrapping-uicc- bootstrappingrequired" is included and similarly for the other methods). The precise format of the PSK identity is specified in TS 24.109 [18]. The prefix "3GPP-bootstrapping" is used in the PSK-identity to indicate that the UE accepts that AKA-based Ks_(ext)_NAF is used establish the TLS session keys. The prefix "3GPP-bootstrapping-uicc" is used in the PSK-identity to indicate that the UE accepts that Ks_int_NAF is used to establish the TLS sessions keys. The prefix "3GPP-bootstrapping-digest" is used in the PSK-identity to indicate that the UE accepts that GBA_Digest-based Ks_NAF is used to establish the TLS sessions keys. One of these prefixes shall be present in the ClientHello message, and it shall indicate the GBA as the required authentication method. The ClientHello message shall include prefixes for the authentication methods the UE supports. Also, other PSK-identity prefixes may be supported, however, they are out of the scope of this specification. 
If the HTTPS client resides in the ME, Ks_(ext)_NAF shall be used as the GBA shared key. If the HTTPS client resides in the UICC, Ks_int_NAF shall be used as the GBA shared key. In the selection of the GBA mode by the UE, AKA-based modes shall take priority over GBA_Digest.
The UE derives the TLS external PSK from the NAF specific key (Ks_(ext)_NAF if the initiating HTTPS client resides on the ME or Ks_int_NAF if the initiating HTTP client resides on the UICC).
NOTE 1:	The ability to send the hostname of the NAF is particularly necessary if a NAF can be addressed using different hostnames, and the NAF cannot otherwise discover what is the hostname that the UE used to contact the NAF. The hostname is needed by the BSF during key derivation.
NOTE 2:	If the UE supports PSK authentication but not GBA-based authentication, the TLS handshake will fail if the NAF selected PSK authentication and suggested to use GBA (as described in step 2). In this case, the UE should attempt to establish the TLS tunnel with the NAF without including indicating support of PSK authentication in the CientHello message, according to the procedure specified in clause 5.3. This note does not limit the use of PSK authenticated TLS to HTTP-based services.
2.	If the NAF wants the UE to perform a new bootstrapping for a particular method, the NAF shall indicate the index of the bootstrapping required of the selected psk identity in the ServerHello message. The UE shall treat this ServerHello message as a HelloRetryRequest (see RFC 8446 [30]) and shall perform a new bootstrapping run for the indicated bootstrapping method. Once the bootstrapping is completed, the UE shall send a new ClientHello including only the PSK-identity name space of the chosen bootstrapping method and the new B-TID.
If the NAF is willing to establish a TLS tunnel using PSK authentication (in response to either the original ClientHello or the one sent after a fresh bootstrapping), it shall select one of the psk identities and indicate the index of the selected psk identity in the ServerHello message. 
If the NAF receives the "3GPP-bootstrapping" prefix and the B-TID in the ClientHello messages it fetches the NAF specific shared secret (Ks_(ext)_NAF) from the BSF using the B-TID, else if the NAF receives the "3GPP-bootstrapping-uicc" prefix and the B-TID in the ClientHello message it fetches the NAF specific shared secret (Ks_int_NAF) from the BSF using the B-TID. If the NAF receives the "3GPP-bootstrapping-digest" prefix and the B-TID in the ClientHello message it shall indicate to the BSF that GBA_Digest is acceptable.
If the NAF has requested a USS, and the USS indicates to the NAF that only the Ks_int_NAF shall be allowed, then the NAF shall only accept the Ks_int_NAF as the NAF specific key. If the Ks_(ext)_NAF was used as the NAF specific key, the NAF shall respond with the appropriate error code and terminate the TLS connection with the UE.
The NAF derives the TLS external PSK from the NAF specific key (Ks_(ext)_NAF or Ks_int_NAF). 
NOTE 3:	If the NAF does not wish to establish a TLS tunnel using a PSK-based authentication, it shall select non-PSK-based authentication and continue TLS tunnel establishment based on the procedure described either in clause 5.3 or clause 5.5.
After the UE has sent the Finished message and the NAF has received the Finished message from the UE, they may start to use the application level communication through this tunnel.

**** END OF CHANGES ****
