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1
Decision/action requested

SA3 is kindly requested to approve the proposed changes on clause user consent revocation.
2
References

[1]
TR 33.867 v0.6.0 “Study on User Consent for 3GPP services”

3
Rationale

TR 33.867[1] has concluded the generic requirement for the procedures about user consent revocation in clause 8.5.4. Therefore, the contribution proposes to specify the conclusion in the annex for user consent accordingly. 
4
Detailed proposal

*************** Start of 1st Change ****************
X.4

User consent revocation

Any NF that is deemed an enforcement point for user consent shall support subscription to the user consent parameter change notification provided by the UDM. NFs using or storing data subject to user consent shall subscribe to UDM for changes on the user consent status, except if a revocation service is deployed that is keeping a record of all NFs having received data subject to user consent and that is actively informing the NFs in case of user consent revocation.
Any NF that is deemed an enforcement point for user consent shall no longer accept any service request for data processing subject to a revoked user consent following a notification event. 
Any NF that is deemed an enforcement point for user consent may notify other NFs to halt the processing of the data subject to the revoked user consent.
Upon notification of consent revocation, NFs (possessing the data pertaining to the revoked consent) shall halt processing and collection of the data.

Upon notification of consent revocation, NFs (possessing the data pertaining to the revoked consent) shall delete the data.
*************** End of 1st Change ****************
*************** Start of 2nd Change ****************
Annex X (normative): Generic Requirements for adapting procedures related to user consent

X.1

General

X.1.1  Scope

User consent can be required for 3GPP features depending on local regulations. Therefore, this annex describes the generic security requirements and procedures to support user consent enforcement in 3GPP services. While the use cases can differ, the annex focuses on the common and generic aspects related to the storage, checking and revocation of the user consent. 

The user consent related requirements and mechanism in the present document are applicable only when it is required by regional regulations or operator’s local policy, not otherwise. 
The term data processing in this annex is used to convey the same meaning as in [XX].
X.1.2  Relationship between end-users and subscriber 
It is assumed that the user consent is obtained from the end-users. The end-user(s) is the subscriber itself or authorize the subscriber to provide consent on behalf of the end-users. Alternatively, the end-users are authorized by the subscriber to provide the consent. That means user consent is always tied to the subscription information. How authorization is provided between the subscriber and the end-users is out-of-scope of this specification.

NOTE: The term end-user is defined in TR 21.905 [1].

*************** End of 2nd Change ****************
*************** Start of 3rd Change ****************
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