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1. Overall Description:

SA3 has just started a corresponding study which will be documented in TR 33.857 to deal with the pending security work mentioned in TR 23.700-07. An example of pending security work as stated in the incoming LS S2-200438 is the security aspects related to KI#1 SNPNs using credentials owned by an entity separate from the SNPN documented in TR 23.700-07.
In the current 5GS architecture, the UE’s credentials used for primary authentication are stored and processed in the UDM/ARPF which provides the keying materials to the AUSF to derive the anchor key, called KSEAF. When UE’s credentials are owned by an entity separate from the SNPN, the keying materials for deriving the anchor key by the AUSF are received from the external entity, which could have impact on how the anchor key is derived by the UE.  


1) 

SA3 is currently developing solutions in TR 33.857 with good progress performing primary authentication towards an external entity. On a high level, two kinds of solutions have been introduced: 1) solutions that have impact on the anchor key derivation on the UE side without requiring  any change on the AAA-S side; and 2) solutions do not have any impact on the anchor key derivation on the UE side but requiring changes on the AAA-S side. 
2. Actions:

To SA2

ACTION: 
SA3 would like to kindly ask SA2 to take the above into account and proceed with their conclusions.
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