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1
Decision/action requested

SA3 is kindly requested to approve the new solution to the key issue#1 in 33.857.
2
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3
Rationale

This contribution proposes a new solution to the KI#1 which studies, among others, the authentication aspects based on the proposed architectures in TR 23.700-07 [1] for supporting SNPN along with credentials owned by external entity. The proposed architectures include credentials owned by a PLMN or by another SNPN.  The serving SNPN and the PLMN or SNPN owing the credentials may support different authentication methods. This solution proposes to solve how the PLMN or the SNPN owing the credentials selects the authentication methods to be used. 
For the case where the serving network is SNPN (say SNPN-1) and the credential is owned by another SNPN (say SNPN-2), the two SNPNs may support different authentication methods. According to TS 33.501 Rel-16 [2], a SNPN may support 5G AKA, EAP-AKA’, OR any other key-generating EAP authentication methods. (However, in order for the authentication to work, the two SNPNs need to support at least one common authentication method.) SNPN-2, when determining the authentication method to be used, needs to know the authentication methods supported by SNPN-1. 
For the case where the serving network is a SNPN and the credentials are owned by a PLMN, the PLMN supports both 5G AKA and EAP-AKA’ while the SNPN may support only 5G AKA, or only EAP-AKA’ or others. Similarly the PLMN, when determining the authentication methods to use, needs to know the authentication methods supported by the serving SNPN. 
In this solution, the PLMN or the SNPN owning the credentials are configured with the list of authentication methods supported by the serving SNPN, and selects an authentication method to be used based on the configured list.
4
Detailed proposal

All the texts below are new. SA3 is kindly requested to approve them.
************ Start of Change**********
6.Y
Solution #Y: Authentication method selection
6.Y.1
Introduction 

To support SNPN along with credentials owned by an external entity, the following architecture, as depicted in Figure 6.Y.1-1 is introduced in TR 23.700-07 [3].  The serving SNPN and the PLMN or SNPN with credentials may support different authentication methods. However, in order for the authentication to work, the serving SNPN and the PLMN or another SNPN owning the credentials need to support at least one common authentication method. 
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Figure 6.Y.1-1: SNPN with credentials provided by PLMN or SNPN
When determine the authentication to be used, the PLMN or SNPN owning the credentials need to know the authentication methods supported by the serving SNPN. 
This solution proposes that the PLMN or the SNPN owning the credentials is configured with a list of authentication methods supported by the serving SNPN, and selects an authentication method to be used based on the configured list. 
6.Y.2
Solution details
The list of authentication methods supported by the serving SNPN is configured at UDM.
When AMF decides to initiate authentication, AMF sends an authentication request to AUSF. The name of the serving SNPN, i.e. the combination of PLMN ID and NID, is included in the authentication request.  The AUSF then sends an authentication request including the received serving network name to UDM.

Based on the list of supported authentication methods supported by the SNPN, UDM selects an authentication method to be used. Then UDM sends an authentication response to AUSF. The selected authentication method may be included in the response. 


6.Y.3
System impact 

6.Y.4
Evaluation 

************ End of Change**********
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