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1
Decision/action requested

It is requested to approve this key issue for TR 33.847.
2
References

[1]
3GPP TR 33.847: "Study on security aspects of enhancement for proximity based services in the 5G System (5GS)".
3
Rationale

This key issue describes about the secure communication between UE and ProSe function (5GDDNMF). It is proposed to agree this key issue in TR 33.847.
4
Detailed proposal

*****Start of 1stchange*****
2
References

[1]
3GPP TS 33.303: " Proximity-based Services (ProSe); Security aspects ".
[2]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
*****Start of 2nd change*****
5.A
Key Issue #A: Key issue on secure data transfer between UE and 5GDDNMF
5.A.1
Key issue details
This key issue describes about the issue in secure communication between UE and ProSe function (5GDDNMF). 
The ProSe-enabled UEs have many interactions with the 5GDDNMF over the PC3 in the 5G ProSe solution currently described in SA2 study TR 23.754 [xx]. For example, configuration of ProSe Discovery and provision of authorization related security parameters.
If not secured an attacker may manipulate or modify the configuration data being transmitted between UE and 5GDDNMF, thus adversely affecting the ProSe communication.




5.A.2
Security Threats

-
An attacker may manipulate the configuration data being transmitted between the UE and 5GDDNMF, thus adversely affecting the ProSe configuration.;

-
An attacker may eavesdrop on transmitted configuration data and further utilize it for improper use.;

-
An attacker may replay an intercepted configuration data thus affecting an expected configuration state at the ProSe-enabled UE. .
5.A.3
Potential Requirements


The ProSe-enabled UE and 5GDDNMF shall mutually authenticate each other for secure ProSe communication.

The transmission of configuration data between 5GDDNMF and the ProSe-enabled UE shall be integrity protected. 

The transmission of configuration data between 5GDDNMF and the ProSe-enabled UE shall be confidentiality protected 
The transmission of configuration data between 5GDDNMF and the ProSe-enabled UE shall be protected from replay attacks.
*****End of changes*****

