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1
Decision/action requested

This contribution proposes a scope for the TR on UAS security
2
References

[1]
S3-201259 approved skeleton for TR 33.854 on UAS security
3
Rationale

This contribution propose to a scope for the TR on UAS security. It also includes in an Editor’s Note, the definitions from the SA2 TR. This is included as SA3 often has crossover with the definition and it was felt it might be useful to have these available. The aim would be to updates at every meeting until there is some more stability in the work and then they can be removed. Finally the specification has been allocated TR33.854 as its number. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****



**** NEXT CHANGE ****

1
Scope

The present document contains a study on the security aspects of Unmanned Aerial Systems (UAS).  TS 22.125 [aa] contains the service requirements for UAS while TR 23.754 [bb] is studying aspects like the UAS connectivity, identification and tracking and TR 23.755 [cc] studies UAV services and application layer features. The security study of the present document provides key issue including security threat and potential requirements related to the work in these other specifications and develops and analyses solutions to these key issues. Finally the study provides some conclusions for potential normative work. 
Editor’s note: It is FFS which of the communications in a UAS system are in the scope of SA3 and require a standardisation solution for protection.


2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[aa]
3GPP TS 22.125: "Unmanned Aerial System (UAS) support in 3GPP".
[bb] 
3GPP TS 22.754: " Study on supporting Unmanned Aerial Systems (UAS) connectivity, Identification and tracking".
[cc]
3GPP TR 23.755: "Study on application layer support for Unmanned Aerial Systems (UAS)".
**** NEXT CHANGE ****

3
Definitions of terms, symbols and abbreviations

3.1
Terms

For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
The following definitions are adopted from TS 22.125 [aa]:

Unmanned Aerial System (UAS)


Editor’s note: The following definitions are in TS 23.754 v0.2.0 and are included for information.
 Networked UAV Controller:  a UAV Controller connected to the 3GPP network and connected to the UAV via a 3GPP network.

Non Networked UAV Controller: a UAV Controller not connected to the 3GPP network and connected to UAV via a transport outside the scope of 3GPP, e.g. internet connectivity or direct wireless communication over a technology outside the scope of 3GPP.

Third Party Authorized Entity: is either a privileged Networked UAV Controller, or a privileged Non-Networked UAV Controller, or another entity which gets information on sets of UAV controllers and UAVs from the 3GPP network, and may be connected to the UAV via the Internet; it may be authorized by the UTM to interface with sets of UAV(s).

Command and Control (C2) Communication: the user plane link to deliver messages with information of command and control for UAV operation from a UAV controller or a UTM to a UAV or to report telemetry data from a UAV to its UAV controller or a UTM.

Networked Remote ID: The capability of providing Remote Identification and Tracking over 3GPP network.

Broadcast Remote ID: The capability of providing Remote Identification and Tracking over broadcast radio links.

NOTE:
In the scope of this release, the radio link for Broadcast Remote ID is assumed to utilize radio technologies outside the scope of 3GPP as identified in 'FAA Remote Identification of Unmanned Aircraft System' [2].

The following definitions are adopted from TS 22.125 [5]:

Above ground level (AGL)

Unmanned Aerial System (UAS)

The following definitions are adopted from TR 23.755 [6]:

Remote Identification (Remote ID) of UAS

UAS Service Supplier (USS)

UAS Traffic Management (UTM)

UAV controller
3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

Editor’s Note: Example needs to be deleted

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ABBREVIATION>
<Expansion>

Editor’s Note: Example needs to be deleted

**** END OF CHANGES ****

