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1
Decision/action requested

It is proposed to remove EN related to the possibility for the HSS to provide the ARPF functionality as described in UDICOM TS 23.632. 
2
References

[1]
S3-201245, Reply LS on ARPF in UDICOM 
[2]




3GPP TS 23.632: "User Data Interworking, Coexistence and Migration".
3
Rationale

SA3 provided an answer to a LS from CT4 in S3-201245 [1] where SA3 confirms that there is no security issue related to the deployment option where the UDM would request generation of 5G authentication vectors by the HSS as defined in UDICOM TS 23.632 [2]. 

In this scenario, the HSS would act as ARPF from the point of view of generation of AVs for primary authentication in 5G access while the UDM will still play the ARPF role from the point of view of securely storing the Home Network Private Key used by the SIDF.
TR 33.845 includes editor’s note related to this deployment option that can now be removed. 
The UDICOM reference points are also updated.
4
Detailed proposal

**** START OF CHANGES ****
A.3
ARPF deployment options in UDICOM

TS 23.632 [5], defines the Stage 2 architecture, procedures, flows and Network Function Services for User Data Interworking, Coexistence and Migration (UDICOM) between the 5G System and EPS (and IMS). 

In the context of UDICOM, HSS and UDM are defined as separate NFs interacting with each other using SBA based interactions over a new NU1 reference point. However, since the subscription credentials shall only be stored centralized in one single place within the system, the UDICOM TS 23.632 [5] defines various options for the generation of authentication vectors. 


Figure A.3-1 shows the ARPF deployment option in the context of UDICOM when the HSS and the UDM are deployed as stateful NFs and subscription credentials are stored within the UDM/ARPF.
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Figure A.3-1: Stateful ARPF+AuC deployment in UDM according to UDICOM (TS 23.632 [5]) 
Figure A.3-2 shows the ARPF deployment option in the context of UDICOM when the HSS and the UDM are deployed as stateless NFs and subscription credentials are stored within the 5GS-UDR.
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Figure A.3-2: Stateless ARPF+AuC deployment in UDM according to UDICOM (TS 23.632 [5])
In these cases (stateful and stateless ARPF+AuC deployment in UDM), the HSS requests authentication vectors for EPS/IMS/GBA-AKA to the UDM via the new UDICOM NU1 reference point using Nudm services. The UDM does not only support the ARPF functionality but also acts as AuC to generate authentication vectors as defined in 3GPP TS 33.401 [6], 3GPP TS 33.402 [7], 3GPP TS 33.203 [8] and 3GPP TS 33.220 [9].
Figure A.3-3 shows the ARPF deployment option in the context of UDICOM when the HSS and the UDM are deployed as stateful NFs and subscription credentials are stored within the HSS/AuC instead.
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Figure A.3-3: Stateful AuC+ARPF deployment in HSS according to UDICOM (TS 23.632 [5])
Figure A.3-4 shows the ARPF deployment option in the context of UDICOM when the HSS and the UDM are deployed as stateless NFs and subscription credentials are kept within the EPS-UDR.
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Figure A.3-4: Stateless AuC+ARPF deployment in HSS according to UDICOM (TS 23.632 [5])
In these cases (stateful and stateless AuC+ARPF deployment in HSS), the UDM requests authentication vectors for 5G-AKA or EAP-AKA’ to the HSS via the new UDICOM NU1 reference point using Nhss services. The HSS does not only support the AuC functionality but also acts as ARPF to generate authentication vectors as defined in 3GPP TS 33.501 [2]. In these cases, the ARPF functionality related to the storage of the Home Network Public Key Identifier(s) is always a function provided by the UDM.
Editor's Note: The collocation of ARPF within HSS/AuC conflicts with TS 33.501 which states that the ARPF is a function located within the UDM. SA3 needs to confirm if this ARPF deployment option can be allowed in Release 16 onwards. Dependencies with SIDF functionality in UDM when ARPF is not provided by the UDM need to be checked as well.

Finally, Figure A.3-5 shows the ARPF deployment option in the context of UDICOM when the HSS and the UDM are deployed as stateless NFs and subscription credentials are stored within a common EPS+5GS-UDR.
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Figure A.3-5: Stateless ARPF deployment in UDM according to UDICOM (TS 23.632 [5]
In this case, the ARPF is function provided by the UDM while the AuC remains as a function provided by the HSS. HSS/AuC and UDM/ARPF generates authentication vectors for their respective domains accessing to the subscription credentials stored in the common EPS+5GS UDR. The UDICOM NU1 reference point is not used for authentication vector retrieval but it is still required to fulfil HSS and UDM interworking related to other use cases (e.g. intersystem mobility).    

**** END OF CHANGES ****
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