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	Reason for change:
	Clause 6.1.2 of TS 33.501 requires that upon receiving and authentication request from the AMF, the AUSF shall check that the requesting SEAF in the serving network is entitled to use the serving network name in the Authentication Request by comparing the serving network name with the expected serving network name. 

While it is clearly specified how the AMF constructs the serving network name it is not defined at all which is the “expected serving network name” the AUSF shall use to compare it with. 


	
	

	Summary of change:
	It is specified how the AUSF can verify the serving network name provided by the AMF. 

The AUSF can consider one of the following information as the “expected serving network name”: 

· If the OAuth framework is supported, the AUSF can consider the PLMN ID of the consumer NF if included in the access token presented by the AMF as the expected serving network name.
 
· For the roaming case, the AUSF can use the remote PLMN ID asserted by the SEPP at the AUSF PLMN as the expected serving network name. This requires that before sending the authentication request to the AUSF, the SEPP includes the PLMN ID of the related N32-f context from which the authentication request was received within the authentication request.



· For the non-roaming case, the AUSF may perform the SNN verification  based on operator-specific methods within its own PLMN (e.g. by checking the PLMN ID included in the certificate of the serving AMF).     


	
	

	Consequences if not approved:
	AUSF is not able to verify the serving network name provided by the AMF. AMF may request authentication vectors for a serving network it does not belong to.
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[bookmark: _Toc38308886]*** 1st CHANGE***
[bookmark: _Toc44947000][bookmark: _Toc26867092][bookmark: _Toc19635271]13.2.4.7	Message verification by the receiving SEPP
The receiving SEPP shall decrypt the JWE ciphertext using the shared session key and the following parameters obtained from the JWE object – Initialization Vector, Additional Authenticated Data value (clearTextEncapsulatedMessage in  "aad") and JWE Authentication Tag ( "tag").
The receiving SEPP shall check the integrity and authenticity of the clearTextEncapsulatedMessage and the encrypted text by verifying the JWE Authentication Tag in the JWE object with the JWE AAD algorithm. The algorithm returns the decrypted plaintext (dataToIntegrityProtectAndCipher) only if the JWE Authentication Tag is correct.
The receiving SEPP shall apply the decrypted JSON patch in the dataToIntProtectAndCipher to the clearTextEncapsulatedMessage. The receiving SEPP shall use the NF API data type placement mapping and the encryption policy to verify that the correct information elements have been  encrypted.
The receiving SEPP shall next verify IPX provider updates, if included, by verifying the JWS signatures added by the intermediaries. The SEPP shall verify the JWS signature, using the corresponding raw public key or certificate that is contained in the IPX provider’s security information list obtained during parameter exchange in the related N32-c connection setup or, alternatively, has been configured for the particular peer SEPP. It shall then check that the raw public key or certificate of the JWS signature IPX's Identity in the modifiedDataToIntegrity block matches to the IPX provider referred to in the "authorizedIPX ID" field added by the sending SEPP, based on the information given in the IPX provider security information list.
The receiving SEPP shall check whether the modifications performed by the intermediaries were permitted by the respective modification policies. If this is the case, the receiving SEPP shall apply the patches in the  Operations field in order, perform plausibility checks, and create a new HTTP request according to the "patched" clearTextEncapsulatedMessage.
The receiving SEPP shall verify that the PLMN-ID contained in the incoming N32-f message matches the PLMN-ID in the related N32-f context.
Before sending the incoming N32-f message to the receiving NF, the receiving SEPP may include the PLMN ID of the related N32-f context from which the incoming N32-f message was received within the incoming N32-f message. This can be further used at the receiving NF as the remote PLMN ID asserted by the SEPP.
[bookmark: _GoBack]NOTE 1: If there is an SCP between the SEPP and the NF, the NF can trust the PLMN-ID if it trusts the SCP and SEPP. 
An SCP that receives a message with a PLMN-ID asserted by the SEPP shall forward the PLMN-ID to the next hop without changes.
*** END OF CHANGES***

