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1
Decision/action requested

This contribution proposes a new test case on bidding down on security association set-up.
2
References

[1]
3GPP TS 33.203
3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security;Access security for IP-based services
[2]

S3-201857
3
Rationale

As specified in TS 33.203 [1], clause 7.2, after receiving SM7 from the UE, the P-CSCF shall check whether the integrity and encryption algorithms list, SPI_P and Port_P received in SM7 is identical with the corresponding parameters sent in SM6. It further checks whether SPI_U and Port_U received in SM7 are identical with those received in SM1. Otherwise, the attacker can force the system to reduce the security level by tampering the integrity and encryption algorithms list or SPI. Then, weaker security algorithms may be selected, which will make the system easily attacked and/or compromised. Tampering the Port_P number by the attacker will cause unprotected messages to be sent to the UE or P-CSCF through the Tampered port.
The threats analysis can be found in the S3-201857 [2].
4
Detailed proposal

It is suggested to approve the following change.
*************** Start of the changes ****************

4.2.2.X
Security functional requirements on the P-CSCF deriving from 3GPP specifications and related test cases

4.2.2.X.1
Bidding down on security association set-up
Requirement Name: Bidding down on security association set-up
Requirement Reference: TS 33.203 [XX], clause 7.2
Requirement Description: 

"After receiving SM7 from the UE, the P‑CSCF shall check whether the integrity and encryption algorithms list, SPI_P and Port_P received in SM7 is identical with the corresponding parameters sent in SM6. It further checks whether SPI_U and Port_U received in SM7 are identical with those received in SM1. If these checks are not successful the registration procedure is aborted. The P‑CSCF shall include in SM8 information to the S‑CSCF that the received message from the UE was integrity protected as indicated in clause 6.1.5. The P‑CSCF shall add this information to all subsequent REGISTER messages received from the UE that have successfully passed the integrity check in the P‑CSCF. " 

as specified in TS 33.203 [XX], clause 7.2.

Threat References: TBD

Test case: 
Test Name: TC_BIDDING_DOWN_ON_SECURITY_ASSOCIATION_SET UP
Purpose:

Verify the P‑CSCF checks whether the integrity and encryption algorithms list, SPI_P and Port_P received in SM7 is identical with the corresponding parameters sent in SM6.
Verify the P‑CSCF checks whether SPI_U and Port_U received in SM7 are identical with those received in SM1.
Verify whether the P‑CSCF abort the registration procedure, if the above checks are not successful.
Procedure and execution steps:

Pre-Conditions:

-
P-CSCF under test is connected in simulated/real network environment.
-
The list of ordered integrity and encryption algorithms are configured on the P-CSCF under test.
-
The UE and the S-CSCF are simulated.
-
The UE supports a list of ordered integrity and encryption algorithms.
-
The tester has access to the Gm interface between the UE and P-CSCF.
-
The tester has access to the Mw interface between the P-CSCF and S-CSCF.
Execution Steps 
This test is performed in the registration procedure, the UE sends a Register message towards the S‑CSCF through the P-CSCF to register the location of the UE and to set-up the security mode.
1) The UE sends SM1 with the Security Parameter Index values (SPI_U) and the protected ports selected by the UE (Port_U) to the P-CSCF under test.

2) The P-CSCF under test receives the SM1 with the Security Parameter Index values (SPI_U) and the protected ports selected by the UE (Port_U). The P-CSCF under test store the SPI_U and the Port_U received in the SM1.
3) The P-CSCF under test contains the SPI_P, the ports assigned by the P CSCF (Port_P) and a list of integrity and encryption algorithms supported by the P-CSCF under test. The P-CSCF under test sends SM6 to the UE.
4) The UE receives the SM6 from the P-CSCF under test. 



Test case 1:

The UE contains the incorrect SPI_U and Port_U, which are different from SPI_U and Port_U sent in SM1, and SPI_P and Port_P received in SM6, and a list of integrity and encryption algorithms received in SM6 supported by the P-CSCF under test in the SM7. The UE sends SM7 to the P-CSCF under test.

Test case 2:

The UE contains the incorrect SPI_U and Port_U, which are different from SPI_U and Port_U sent in SM1, and incorrect SPI_P and Port_P, which are different from SPI_U and Port_U received in SM6, and a list of integrity and encryption algorithms received in SM6 supported by the P-CSCF under test in the SM7. The UE sends SM7 to the P-CSCF under test.

Test case 3:

The UE contains the SPI_U and Port_U sent in SM1, and incorrect SPI_P and Port_P, which are different from SPI_U and Port_U received in SM6, and a list of integrity and encryption algorithms supported by the P-CSCF under test in the SM7. The UE sends SM7 to the P-CSCF under test.
Test case 4:

The UE contains the SPI_U and Port_U sent in SM1, and SPI_P and Port_P received in SM6, and a list of integrity and encryption algorithms in the SM7 which are different from those sent by the P-CSCF under test in the SM6. The UE sends SM7 to the P-CSCF under test.

Expected Results:

For text 1-4, the P-CSCF under test 

aborts the registration procedure.
Editor’s note: How to test the procedure abortion by the P-CSCF is FFS. 
Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.
*************** End of the changes ****************

