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5.9
1 Decision/action requested 
This contribution proposes 
2 References
TR23.748 Study on enhancement of support for Edge Computing in 5G Core network (5GC)
3 Rational
In SA2 TR23.748, several discovery of Edge Application Server methods are discussed and defined.
Threat and requirements on EAS discovery procedure need to be analysed.
4 Detailed proposal
*************** Start of 1st Change ****************
X.Y 
Key Issue #X: Security of EAS discovery procedure

X.Y.1 Key issue details
In the solutions for EAS discovery procedure in TR 23.748 [x], the following DNS based solution is proposed. The solution requires a new Functionality, an enhanced DNS Forwarder here referred to as "LDNSR". LDNSR supports Edge AS Discovery using DNS using knowledge of the 5GC connectivity of the UE.
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Figure 1 Options for the EAS discovery using LDNSR for PDU session breakout
New function LDNSR is introduced for EAS discovery, and the interaction between SMF and LDNSR is also introduced. The SMF may provide knowledge of the 5GC connectivity of the UE to LDNSR, the information about the knowledge of the 5GC connectivity of the UE is sensitive material which should be security protected.
In above solution, DNS request is send for query the Edge Server's address. If the DNS destination address is modified by the attacker, DNS request will be send to compromised DNS server, then wrong Edge Server address may be allocated. This attack may make UE connected to a far Edge Server and ruin the advantage of the MEC, even worse, the compromised DNS server may lead UE to connect to a compromised Edge Server.
X.Y.2
 Security threats 
Without protection, an attacker may eavesdrop or manipulate or replay the communication on the new interface.
Without protection about the DNS message, an attacker may manipulate the DNS message which may cause the UE is not able to find a suitable EAS.
X.Y.3
 Potential Security requirements

The interaction message between the SMF and LDNSR shall be confidentiality, integrity, and replay protected. 
Security protection for the DNS message shall be supported.
*************** End of 1st Change ****************
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