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1 Decision/action requested 
This contribution proposes scope for FS_disagg_gNB_Sec
2 References
3 Rational
The contribution proposes scope of FS_disagg_gNB_Sec.
4 Detailed proposal
*************** Start of 1st Change ****************
1
Scope

As specified in TS 38.401 [xx], the NG-RAN Architecture supports separation of gNB-CU-CP and gNB-CU-UP. In Rel-16, TR 38.823 [yy] discussed some potential scenarios on how to support UE connecting to multiple gNB-CU-UPs. 

However, the study in TR 38.823 [yy] lack SA3’s input, which results in the absence of security relevant conclusion and working assumption conflicting with what is defined in TS 33.501 [zz]. This may have impact on current 5G AS security architecture and procedures. Therefore, from security perspective, it might be useful to study and evaluate whether there is a need to enhance the security mechanism when UE is connecting to multiple UPs in Rel-17.
The following aspects are in scope of the present document:

1.
Identify the scenarios and use cases for the security aspect of multiple gNB-CU-UPs.
2.
Study the potential security threats and security requirements when UE is connecting to multiple gNB-CU-UPs.
3.
Study whether there is a need to enhance the security mechanism to support the flexibility deployment for gNB-CU-UPs
4.
Study the potential security solutions to cover identified security requirements.
NOTE 1: 
Potential solutions shall not compromise the requirement that the NG-RAN internal architecture (i.e., CP/UP separation and DU/CU split) is invisible to the UE.

NOTE 2: 
The present document assumes that deviation from existing security mechanism shall be avoided as much as possible.
*************** End of 1st Change ****************
*************** Start of 2nd Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[xx]
3GPP TS 38.401: “NG-RAN; Architecture description”.

[yy]
3GPP TR 38.823: “Study of further enhancement for disaggregated gNB”.

[zz]
3GPP TS 33.501: “Security architecture and procedures for 5G system”.
*************** End of 2nd Change ****************
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