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1 Decision/action requested 
This contribution proposes a new key issue for FS_eNPN-SEC
2 References
3 Rational
The contribution proposes a new key issue on authentication and authorization between UE and SNPN.
4 Detailed proposal
*************** Start of 1st Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[XX]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[YY]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[ZZ]
3GPP TS 23.700-07: "Study on enhanced support of non-public networks”.
*************** End of 1st Change ****************
*************** Start of 2nd Change ****************
3.1
Terms

For the purposes of the present document, the terms given in TR 21.905 [XX] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [XX].

UE Onboarding: Provisioning of NPN non-USIM credentials, to a UE and an NPN, required for the UE to get authorized access and connectivity to an NPN.









*************** End of 2nd Change ****************
*************** Start of 3rd Change ****************
5.X
Key Issue #X: Authentication and Authorization for UE Onboarding between UE and SNPN
5.X.1
Introduction
The key issue addresses the authentication and authorization aspects of UE onboarding for SNPN in key issue #4 in TR 23.700-07 [ZZ].

TR 23.700-07 [ZZ] is studying UE identification, support of exposure API, network selection, authentication, and authorization procedure for UE and SNPN, security establishment between UE and Provisioning Server, subscription update and architecture enhancement to enable provisioning SNPN subscriptions (including NPN credentials for primary authentication and NPN configurations to enable SNPN access).

Especially, the procedure for UE onboarding between UE and SNPN before the UE's SNPN subscriptions are provisioned is to be studied in this specification. 
The assumption is that the UE has not been provisioned SNPN subscriptions and cannot select 
and been authenticated by the SNPN.
The following scenarios need to be considered:

-
UE has been provisioned PLMN subscription or not, i.e., the UE can register on the PLMN operator or not.
-
The trustworthiness of participants for onboarding, e.g. O-SNPN, SO-SNPN, 3rd part, etc.




-
The trust model
 of participants in the authentication, e.g. O-SNPN, SO-SNPN, 3rd part, etc..
5.X.2
Security Threats  

-
Unauthorized access by UEs to SNPN for On-boarding may cause the resource of SNPN to be misused or overloaded.
-
Unauthorized SNPN serving the UE may mislead the UE, e.g., deliver wrong information to the UE.


5.X.3
Potential security requirements
-
The UE and SNPN shall support a procedure to establish a secure connection between UE and SNPN for onboarding 
before the UE's SNPN credentials are provisioned.


Editor’s note: Other requirements are to be added to cover the threats
*************** End of 3rd Change ****************
�What is “cannot find” mean? This sentence needs to be rewritten.


�Move to S3-201642


�threat from 1643


�Need to be consistent either “on-boarding” or “onboarding”. Onboarding makes more sense :


�requirement from 1643
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