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1 Decision/action requested 
This contribution proposes a new key issue for FS_eNPN-SEC
2 References
3 Rational
The contribution proposes a new key issue on authentication and authorization between UE and PNI-NPN.
4 Detailed proposal






















*************** Start of 3rd Change ****************
5.X
Key Issue #X: Authentication and Authorization for UE Onboarding between UE and PNI-NPN
5.X.1
Introduction
The key issue addresses the authentication and authorization aspects of UE onboarding for PNI-NPN in key issue #4 in TR 23.700-07 [ZZ].

TR 23.700-07 [ZZ] is studying support of exposure API, slice/DN selection, authentication and authorization procedure for UE and PNI-NPN, security establishment between UE and Provisioning Server, subscription update and architecture enhancement in order to enable provisioning PNI-NPN subscriptions (including NPN credentials for slice/secondary authentication and NPN configurations to enable PNI-NPN access).

Especially, the procedure for UE onboarding between UE and PNI-NPN before the UE's PNI-NPN subscriptions are provisioned is to be studied in this specification. 
The assumption is that the UE has already been provisioned PLMN subscription, the UE can register to the PLMN, however, the UE has not been provisioned NPN subscriptions and cannot select and been authenticated by the PNI-NPN.


The following aspects need to be considered:

-
The trustworthiness of participants for onboarding, e.g. PLMN, PNI-NPN, 3rd party, etc..
5.X.2
Security Threats  

-
Unauthorized UEs may maliciously access the PNI-NPN, e.g. request services other than on-boarding services.
-
Unauthorized PNI-NPN serving the UE may mislead the UE, e.g. deliver wrong information to the UE.

5.X.3
Potential security requirements
-
The UE and PNI-NPN shall support procedure to establish a secure connectivity between UE and PNI-NPN for onboarding before the UE's NPN subscription are provisioned, but the UE has been provisioned PLMN subscription.

Editor’s note: Other requirements are to be added to cover the threats
*************** End of 3rd Change ****************
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