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1
Decision/action requested

This contribution proposes a new KI for TR 33.854.
2
References

[1]
3GPP TS 22.125: " Unmanned Aerial System (UAS) support in 3GPP; Stage 1".
[2]
3GPP TR 23.754: " Study on supporting Unmanned Aerial Systems (UAS) connectivity, Identification and tracking".
[3]
3GPP TS 23.755: " Study on application layer support for Unmanned Aerial Systems (UAS)".
[4]
SP-200352: Study on security aspects of Unmanned Aerial Systems (UAS) FS_UAS_SEC
3
Rationale

TS 22.125 [1] in Clause 5.4,
 Security, has the following requirement:

[R-5.4-004] The 3GPP system shall support the capability to provide different levels of integrity and privacy protection for the different connections between UAS and UTM as well as the data being transferred via those connections.
Differentiated and configurable level of security protection of the connections between UAV or UAV-C and USS/UTM enabled by the 3GPP system ensures the selection of the correct level of security protection for the information transmitted over those connections. In addition, the ablity to provide differentiated level of security protection of the UAS-UTM connectivity ensures that the 3GPP system is compliant with local regulations while not over-protecting the information via redundant means, e.g., when USS-UTM information exchanges are protected via application security.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in UAS SEC TR 33.854. Note that all text is new







***
BEGIN OF CHANGES
***

X
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
X.e
Key Issue #e: Differentiated and configurable level of security protection of the UAS-UTM connection
X.e.1
Key issue details 

TS 22.125 [zz] in Clause 5.4, Security, has the following requirement:

[R-5.4-004] The 3GPP system shall support the capability to provide different levels of integrity and privacy protection for the different connections between UAS and UTM as well as the data being transferred via those connections.
Differentiated and configurable level of security protection of the connections between UAV or UAV-C and USS/UTM enabled by the 3GPP system means ensures the selection of the correct level of security protection for the information transmitted over those connections. In addition, the ablity to provide differentiated level of security protection of the UAS connectivity when communicating with USS/UTM ensures that 3GPP system is compliant with local regulations while not over-protecting the information via redundant means, e.g., when USS-UTM information exchanges are protected via application security.

X.e.2
Security threats

When the 3GPP system provides connectivity with only one level of security protection for the information exchanged between UAV or UAV-C and USS/UTM it may either under-protect or over-protect such information. For example, UAV high data rate payload data may require only limited protection (e.g., based on availability criteria, UAV capabilities) whereas Remote Id may require integrity and confidentiality or only integrity protection (e.g. based on local regulation).
In the case of under-protection, various types of information might not receive adequate protection, leading to attacks on confidentiality or integrity of the information.
In the case of over-protection, application of security that is not required may lead to attacks on availability of the connection between UAV or UAV-C and USS/UTM.

Also, the various regulatory jurisdictions may require different level of protection (e.g., no confidentiality protection) potentially leading to non-compliance if differentiated level of security protection is not supported. 
X.e.3
Potential security requirements

3GPP system shall provide means to support configurable and differentiated confidentiality protection of the information (e.g., networked Remote ID, configuration updates, application data) exchanged between UAV or UAV-Cand USS/UTM.
3GPP system shall provide means to support configurable and differentiated integrity protection of the information (e.g., networked Remote ID, configuration updates, application data) exchanged between UAV or UAV-C and USS/UTM.

***
END OF CHANGES
***



