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1
Decision/action requested

This pCR proposes to update the description of solution#20 in section 6.20 of TR 33.809.
2

Rationale

Digital Signing network Function (DSnF), Solution #20 in Section 6.20 in TR 33.853 v0.9.0, is a proposal to address key issue #2 “Security Protection of system information”. DSnF is a core network functionality that allows signing the system information broadcasted by base stations. The solution requires that the UEs are in sync with the time owned by the DSnF. 

The current solution provides some methods to let a UE learn the DSnF time. The method described in 6.20.2.5.3 states the following: 

· “when the digital signature from each cell is valid but the Time Counters recently received from multiple cells fail verification, the UE checks the consistency of the Time Counters from those cells. If they are close to each other, it indicates the UE time is out of sync with the network. If the Timer Counters are inconsistent, it indicates the presence of attacker (e.g., by replaying old information). In either case, UE can select the cell with the highest time counter, since a relayed time counter will highly likely not be the latest.” 

· “If we choose to check the consistency of time counters received from multiple cells, we may not need to check the time counter against UE local time. This may allow to eliminate the need of time synchronization among all UEs and the network.”
Furthermore, the cell selection and reselection procedure outlined in 6.20.2.5.5 requires the UE to scan the cells in all supported frequencies, record the PCIs, and measure the signal strengths. Cells with conflicting PCIs are excluded from the selection process. The remaining cells are sorted according to the received signal strength. Next, the UE proceeds to acquire the MIBs and SIBs, check the signature and check the freshness.

A careful assessment of this method indicates that it can be prone to the following time synchronization attack:

· If the UEs remove base stations with duplicated PCIs, without further verification, an attacker can use this to synchronize UEs to an older time so that old messages can be replayed. The steps of the attack are as follows: i) an attacker creates multiple FBS with duplicated PCIs; ii) the UE removes all base stations with good time (because of the duplicated PCI; iii) the attacker create a few more FBSs with different PCIs broadcasting an old time; iv) the victim UEs synchronize to/trust the old time.
Further issues are:

· If UEs remove base stations with duplicated PCIs, without further verification, an attacker can use this to perform DoS attacks.

· This technique increases the cell acquisition time since it requires the UE to scan all frequencies to be able to detect whether there are duplicated PCIs. 
· Another issue is about deployments in which a UE might be in range of very few base stations. This might make the current solution less suitable in some deployments. 
We propose to update the cell selection/reselection procedure as follows: The UE scans the cells in all supported frequencies, records the PCIs, and measures the signal strengths. The cells are sorted according to the received signal strength and PCI. Next, the UE proceeds to acquire the MIBs and SIBs, checks the signature and checks the freshness. For base stations with the same PCI and valid signatures, the UE keeps the base station with the most recent system information/time and rejects the base station with older system information/time. The UE can now either synchronize its own time or perform more accurate checks by using the most recent broadcasted time out of all available and verified times. The main difference with the current text is that duplicated PCI entries are not removed, but they need to be verified, and then the most recent time is the one to be taken into account.

We also further propose to enhance the above process, which builds on the current text in 6.20 in TR 33.853 v0.9.0, with an additional protocol that allows UEs to obtain a direct time indication from the DSnF.
3
Detailed proposal
We propose a small improvement in the time verification procedure in the DSnF solution that solves the above attacks. We further propose a protocol that allows the UE to get the time from the DSnF and can make the overall solution more robust in multiple deployments. SA3 is kindly requested to consider this pCR to update sections 6.20 with the changes as indicated below.
**** START OF CHANGE 1 ****
6.20.2.5.2
Cell Scanning

UE scans all supported bands and frequencies for available cells. UE stores the Physical Cell Identifier (PCI) computed based on the Primary Synchronization Signal (PSS) and Second Synchronization Signal (SSS) of each scanned cell. UE compares a new scanned PCI with the existing ones to detect conflict. If there is a conflict, the UE should obtain a direct time indication from the DSnF (as described in Section 6.20.2.5.3), and use this to verify the consistency of received time counters (as described in Section 6.20.2.5.5).
Editor's Note: this procedure needs to be discussed with and defined by RAN.
6.20.2.5.2
Verification of Digital Signatures

The UE, if configured with a setting to verify the authenticity of system information, acquires the system information block carrying the digital signatures. UE uses the acquired system information block to determine which other system information blocks are digitally signed. With this information, UE can compute a hash over the protected system information along with supplement information elements in the acquired system information block.  UE then uses key identifier to retrieve the public key corresponding to the signing private key. With the computed hash, and the public key, a digital signature can be verified accordingly depending on the digital signing algorithm being used.  

Editor's Note: The exact format of the new SIB and signature verification procedure are FFS.
6.20.2.5.3
Verification of Time Counter
To mitigate replay attacks, the freshness of the message needs to be verified. This is usually done by comparing the timer counter in the message against UE local time. If the time difference is within a tolerant window, the message is considered fresh. Otherwise, the message is considered expired. 

Such verification is simple. However, it may result in denial of service if the UE time is manipulated (e.g., clock is set to a future time). Note that time variants (e.g., time counters) in the signed messages are generated by DSnF (not by gNBs), which can be trusted to be accurate. 

If a newly received time counter fails verification, either the message is replayed, or the UE time is inaccurate (e.g., manipulated). To mitigate the potential time attacks against UE, time counters received from multiple cells can be checked.

More specifically, when the digital signature from each cell is valid but the Time Counters recently received from multiple cells fail verification, the UE checks the consistency of the Time Counters from those cells. If they are close to each other, it indicates the UE time is out of sync with the network. If the Timer Counters are inconsistent, it indicates the presence of attacker (e.g., by replaying old information). In either case, UE can select the cell with the highest time counter, since a relayed time counter will highly likely not be the latest. 

If we choose to check the consistency of time counters received from multiple cells, we may not need to check the time counter against UE local time. This may allow to eliminate the need of time synchronization among all UEs and the network. 
In the following situations it would be beneficial for a UE to obtain a direct time indication from the DSnF. 

1) A UE has access to too few base stations, e.g. a single base station.
2) A UE detects multiple cells with the same PCI.
3) A UE observes time values broadcasted by multiple base stations, but those time values are not close to each other, indicating a possible attack.

4) A UE observes time values broadcasted by multiple base stations, the values are close to each other, but the freshness checks fail.

5) A UE requires high security level and it requires a 100% trusted time source, 

6) It is the first time a UE is started, or

7) The UE requires learning the DSnF time very quickly, i.e., without scanning all frequencies.
In the above situations, the UE should follow the subsequent (high-level) process: the UE scans looking for cells. As soon as it detects a base station with a high enough received signal strength, the UE acquires MIBs and SIBs and checks the signature. If the signature is valid, then, the following (high-level) protocol is triggered:

· UE computes a nonce, e.g., a randomly generated 128-bit long number and sends it to the DSnF as part of a request message to the DSnF for a reference time. At the time of sending, the UE starts a timer, denoted UE_timer. The DSnF signs the received nonce and its current DSnF time (Signed_DSnF_time), and possibly other information such as any known processing time at the DSnF (e.g., time required to compute the digital signature). The DSnF sends the signed information back to the UE.
NOTE: For requesting and receiving a signed reference time from the DSnF, existing protocols such as NTP could be re-used. Further details can be left to stage-3.
· The UE stops its timer upon reception of the message. The UE checks the validity of the signature and the presence of the nonce it included in the first message. If both checks are correct and the UE_timer does not reach a maximum time threshold, e.g., 40 msec., the UE uses the received reference time  for further processing (as described in 6.20.2.5.5). 
· 
If the protocol does not return a reference time, e.g., because no reply is received, the UE can then perform certain actions. As a first step, the UE can retry a number of times. If no message is received, the communication with the base station is aborted. 

This protocol should be triggered as soon as feasible before any UE related information is disclosed, for instance, the nonce could be sent together with the RRCSetupRequest or with the NAS identity response. DoS countermeasures can be incorporated to prevent an attacker from misusing this protocol to perform DoS attacks, e.g., against the DSnF.
Editor's Note: The exact format of the new SIB and signature verification procedure are FFS.
6.20.2.5.5
Cell Selection and Reselection
Currently, cell selection and reselection are based on signal strength, i.e., the cell with the strongest signal gets selected. To prevent false base station from being selected, cell selection and reselection procedures need to be improved. More specifically, in addition to signal strength, cell selection and reselection needs to take into consideration of the authenticity and freshness of system information. 

Changes to cell selection procedures need to be decided by RAN. But here is an example of how it may work: 

UE scans the cells in all supported frequencies, record their PCIs, and measure their signal strengths. In case a UE detects cells with conflicting PCIs, the UE should temporarily exclude these cells from the selection process and obtain a reference time indication directly from the DSnF and use this to verify the consistency of received time counters. Assume there are N cells with good signals, which are ordered based on signal strength. 

For each of the N cells: 

acquire MIB and SIBs; 

 If there is no digital signature, mark the cell as unprotected. 

If there is digital signature, verify the digital signature and time counter; 

if both digital signature and time counter are good, proceed with the cell and break; /* this is the usual case, i.e., in the absence of an attacker */
if either digital signatures or time counter is bad, mark the signature as bad and store the time counter;

go to the next cell; 

End of for loop;

By the end of the above procedure, an authentic cell should have been selected in normal scenario. If no cell has been selected, it could be one of the following scenarios: 

a) some digital signatures are good but their associated time counters are bad. In this case, assuming no duplicate PCIs were detected, select the cell with the good digital signature and the highest time counter. 

b) all digital signatures are bad. In this case, the time counters become irrelevant, since they can be forged. 
c) cells had conflicting PCIs and were temporarily excluded from the selection process. In this case, the UE may further analyse these cells and check if the signatures are valid. If so, the UE may keep the cell with the most recent system information/time and exclude the cell with older system information/time. If all remaining cells have the same PCI and the same time counter, the UE should ignore these cells.
By this stage, if no cell has been selected, it means all cells supporting digital signing have failed the signature verification or have conflicting PCIs and same time counter. The UE is left with three types of cells: 

a) cells supporting digital signing but with bad signatures

b) cells not support digital signing at all (no signatures)
c) cells that cannot be trusted because they have conflicting PCIs and same time counter.
Such situation is highly likely due to the tampering of the message by an attacker. From the security perspective, the UE should go temporarily out of service instead of risking the selection a faked cell. Such approach follows the security principle of failing securely, i.e., the integrity of a system shall remain even availability is lost. Note this principle is widely adopted in system security design in which a system upon the detection of attacks often aborts or reboots. 

Editor's Note: It is FFS to discuss with RAN about the cell selection and reselection taking into consideration of security related factors. 

6.20.2.6
Security Analysis

With the integrity protection of system information, an attacker cannot broadcast arbitrary system information and is forced to replay attacks or denial of service attacks. We also discuss potential downgrade attacks.

6.20.2.6.1
Mitigating Replay Attacks

We consider two types of replay attacks, local replay attacks (LPA) and remote replay attacks (RPA).

Local Replay Attack (LPA) is an attack in which a false base station receives a broadcast information and rebroadcasts the same information. This can ensure that Time Counter in the replayed messages is current. However, it will have to use the same PCI as the original cell. Otherwise, the digital signature verification will fail. When two same PCIs are received by UE, it will detect the conflict and obtain a direct time indication from the DSnF and use this to verify the consistency of received time counters. 

Depending on how the attack is performed, a local replay attack may result in the deselection of a legitimate cell. This would be equivalent to other types of attacks such as radio jamming or bit flipping of a legitimate cell. 

Remote Replay Attack (RPA) is an attack in which a false base station records all broadcasting information including signatures from a remote location, tunnel the messages to another location, and re-broadcast. This is often referred to as wormhole attack [2]. In such attack, the PCI used by the false base station may not result in a conflict. 

Wormhole attack requires the false base station to have Internet connectivity to receive the broadcasting information from a remote location. This requires the false base station to have a UE component to connect to the legitimate cell. However, the attacker’s UE may also connect to the false base station itself. To prevent the attacker’s UE from connecting to the false base station itself, the attacker usually needs to know in prior the PCI used by the false base station and statically configures the UE to not connect to the PCI used by the false base station. This is how the LTE relay used in aLTEr and IMP4AT attacks is implemented (confirmed by the author). Since in remote replay attacks, the false base station does not know which PCI will be successful, it becomes difficult, if not impossible, for the malicious UE to preconfigure itself. Thus, we consider RPA may not be practical to launch. 

Even if remote replay attack is possible, there will be noticeable delay in rebroadcasted messages, due to the transmission and process delay over the tunnel. In other words, the time window during which remote replay attack can be successful is limited. If we choose to check the consistency of time counters among multiple cells, remote replay attacks can also be detected and prevented, since the messages from authentic cells will be more recent than replayed messages. 

If needed, additional information such as the location information of each cell can be included and digitally signed in the broadcasting messages to counter the remote replay attack. 

**** END OF CHANGE 1 ****

