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1. Introduction
This pCR provides a new solution for CAPIF interconnection.
2. Reason for Change
This solution proposed improvements related to CAPIF interaction.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-22.


* * * First Change * * * *
[bookmark: _Toc160440302][bookmark: _Toc147904934][bookmark: _Toc113264267]6.1	Mapping of solutions to key issues
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* * * 2nd Change (all texts are new) * * * *
6.x	Solution #x: CAPIF interconnection
[bookmark: _Toc464463366][bookmark: _Toc475064960][bookmark: _Toc478400631][bookmark: _Toc7485786][bookmark: _Toc78314760][bookmark: _Toc147904935][bookmark: _Toc160440304]6.x.1	Solution description
6.x.1.1	General
This solution enables authorization for service API access in CAPIF interconnection for CCFs in different CAPIF provider domains. The proposed change is also applicable for CAPIF interconnection within a CAPIF provider domain where different CCFs of the same CAPIF provider are involved.
In addition, since the API invoker is onboarded in a different CCF when the AEF is trying to obtain information from its registered CCF, the inter-CCF interaction is needed to support authentication/authorization/policy information transfer.
6.x.1.3	Procedures to support CAPIF interconnection
6.x.1.3.1	API invoker obtaining authorization for service API access in CAPIF interconnection 
Pre-condition:
1.	The API invoker has discovered service APIs provided by an AEF via procedure defined in step 1 and 2 of clause 8.25.3.2 of 3GPP TS 23.222 [2].
2.	The API invoker and the CCF-B are in the same trusted domain. 
3.	The AEF and the CCF-A are in the same trusted domain.
4.	The CCF-A and the CCF-B are connected to each other, and they have business agreement for service API authorization. 
5.	The CCF-A is the authorization function for service API access on the AEF.


Figure 6.x.1.3.1-1: Procedure for the API invoker obtaining authorization for service API access
1.	The API invoker sends an obtain service API authorization request to the CCF-B for obtaining permission to access the service API by including the API invoker identity information and any information required for authentication of the API invoker.
2.	After successful authentication validation of the API invoker, if the CCF-B determines that the service API access authorization cannot be done by itself alone, then the CCF-B sends an obtain API authorization from the CCF-A. In the request, the CCF-B can also send information about the API invoker so that the CCF-A can execute the authorization.
3.	Based on the API invoker's subscription information, the authorization information to access the service APIs is sent to the API invoker in the obtain service API authorization response.
[bookmark: _Toc138238574]6.x.1.3.2	Procedure for CAPIF revoking API invoker authorization in CAPIF interconnection
Pre-conditions:
1.	The CCF-A is triggered to revoke API invoker authorization for service API access.


Figure 6.x.1.3.2-1: Procedure for revoking API invoker authorization in CAPIF interconnection
1.	If the CCF-B was delegated with service API authorization, the CCF-A sends revoke API invoker authorization request to the CCF-B with the details of the API invoker, the AEF and the service API.
2.	Upon receiving the information to revoke the API invoker's authorization for service API invocation, the CCF-B invalidates the API invoker authorization corresponding to the service API.
3.	The CCF-B sends a revoke API invoker authorization response to the CCF-A. 
4.	Instead of step 1 to 3, if the CCF-A performed service API authorization, the CCF-A sends a revoke API invoker authorization notify to the CCF-B. 
5.	The CCF-A invalidates the API invoker authorization corresponding to the service API. 
6.	The CCF-B sends a revoke API invoker authorization notify to the API invoker whose authorization to access the service API has been revoked.
6.x.1.3.3	Procedure for obtaining access control policy in CAPIF interconnection
Pre-condition:
1.	The AEF is hosting the service API but the policy to perform access control is not available with AEF. 
2.	The CCF-B has available access control policies corresponding to one or more service APIs. 
3.	The AEF and the CCF-A are in the same trusted domain.


Figure 6.x.1.3.3-1: Procedure for obtaining access control policy in CAPIF interconnection
1.	The AEF sends an obtain access control policy request to the CCF-A for obtaining the policy to perform the access control on service API invocations by including the details of the hosted service API.
2.	After successful authentication validation of the AEF, if the CCF-A determines that the service API access control policy authorization cannot be done by itself alone, then the CCF-A sends an obtain access control policy request to the CCF-B.
NOTE 1:	If the CCF-A has enough access control policy available, it executes the procedure defined in clause 8.12.3 of 3GPP TS 23.222 [2] without interaction with the CCF-B.
3-4.	The CCF-B determines appropriate access control policy for service APIs upon the request sent by the CCF-A. The access control policy information is sent to the AEF (via the CCF-A) in the obtain access control policy response.
NOTE 2:	To maintain synchronization between the AEF and the CCF for the policy cached at AEF, the AEF can subscribe to the policy update event at the CCF-A according to the procedure in clause 8.8.3 of 3GPP TS 23.222 [2] and receive notifications about any updated policy at the CCF-A according to the procedure in clause 8.8.4. Correspondingly, the CCF-A can subscribe to policy update event at the CCF-B if service API authorization is performed by the CCF-B.
6.x.1.3.4	Procedure for obtaining security information in CAPIF interconnection
Pre-condition:
1.	The AEF has no security information available for authentication and/or authorization
2.	The CCF-B has security information available for authentication and/or authorization corresponding to one or more service APIs. 
3.	The AEF and the CCF-A are in the same trusted domain.


Figure 6.x.1.3.4-1: Procedure for obtaining security information in CAPIF interconnection
1.	The AEF obtains the API invoker information required for authentication and/or authorization by the AEF from the CCF-A by including the details of the API invoker and hosted service API. After successful authentication validation of AEF, if the CCF-A determines that it has no security information, then the CCF-A obtains security information request from the CCF-B. Then the security information required for service API invocations is sent to the AEF.
NOTE 1:	If the CCF-A has security information available, it executes the procedure defined in clause 8.14.3, clause 8.15.3 or clause 8.16.3 of 3GPP TS 23.222 [2] without interaction with the CCF-B.
NOTE 2:	The CCF-A can subscribe to API invoker onboarding event at the CCF-B according to the procedure in clause 8.8.3 of 3GPP TS 23.222 [2] and receive notifications about any onboarded API invoker and its security related onboarding information at the CCF-B according to the procedure in clause 8.8.4 of 3GPP TS 23.222 [2].
[bookmark: _Toc147904936][bookmark: _Toc160440305]6.x.2	Architecture Impacts
[bookmark: _Toc147904937][bookmark: _Toc160440306]Existing CAPIF architecture in 3GPP TS 23.222 [2] is used to accommodate new interactions between CCFs in this solution.
6.x.3	Corresponding APIs
Editor's note:	This clause provides the corresponding APIs for supporting the solution.
[bookmark: _Toc532993748][bookmark: _Toc78314761][bookmark: _Toc147904938][bookmark: _Toc160440307]6.x.4	Solution evaluation
Editor's note:	This clause provides an evaluation of the solution. The evaluation should include the descriptions of the impacts to existing architectures.
* * * End of Changes * * * *
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