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1. Introduction
This paper proposes to introduce a solution related to Key Issue 1 on Managing resource owner consent. It also links to privacy aspects highlighted in the study, in particular with regards to user consent for exposing resource between different resource owners (users).  
In 3GPP TS 23.222 clause 6.2.3 Functional model description to support RNAA, it is stated that “The API exposing function (e.g. NEF, SCEF) acts as a resource owner consent enforcement point as specified in 3GPP TS 33.501 [8] and interacts with the authorization function in the CAPIF core function via CAPIF-3. The API exposing function can retrieve the resource owner consent parameters from the authorization function”.
In that same specification, in clause 8.32, support for reducing authorization information inquiry in a nested API invocation is specified, in which an (primary) API invoker can trigger a first API exposing function to invoke the services of a second API exposing function, i.e., the first API exposing function acts as an API invoker towards the second API exposing function. In relation to the initial request for authorization information made by the primary API invoker, there is a note in clause 8.32 to highlight that the associated procedure can involve the resource owner function when obtaining the authorization information. Although not specified, the benefit of the nested API invocation pattern is that the API invoker does not need to be directly involved in the procedure for the first API exposing function obtaining the authorization to invoke the services of a second API exposing function. Such a patten could be realised through "OAuth 2.0 Token Exchange" as described in IETF RFC 8693, through which a first OAuth 2.0 Resource Server (e.g., AEF-1) exchanges the access token it received from an OAuth 2.0 Client (e.g., API invoker) with the OAuth 2.0 Authorization Server for a new access token appropriate for accessing the resources of a second OAuth 2.0 Resource Server (e.g., AEF-2). 
Of note there is an outstanding editor’s note targeted towards SA3 in TS 23.558 clause 8.14.1 stating “How to ensure of user's authorization/consent as well as AC’s authorization in invoking functions exposed by EEC (to AC) which in turn relies on functions exposed by the network (e.g. Location) via EES/NEF is SA3’s responsibility”. 
In these scenarios, the consent relates to the API invoker (e.g., application client) being permitted access to resources offered through services provided by an API exposing function (e.g., EDGEAPP’s, EEC), which in turn may act as an API invoker towards another API exposing function (e.g., edge enabler layer entities in the case of the EEC). However, what is not highlighted is that the API invokers may need consent before sharing user sensitive information with an API exposing function. Specifically, user consent has focused on what information it is appropriate to share with an API invoker, but that does not cover information exposure by the API invoker itself. Given that nested API invocation is already in scope of 3GPP TS 23.222, it is considered particularly important this additional aspect is accounted for, i.e., having a solution in place to ensure an API exposing function acting as an API invoker doesn’t inadvertently forward information toward a secondary API exposing function for which appropriate user consent has not been granted.
2. Reason for Change
Although 3GPP TS 23.222 already states that the AEF acts a as a resource owner consent enforcement point, it is proposed that behaviour is more explicilty specified in the case of nested API invocation. This also addresses the case that the primary API invoker and first API exposing function are UE hosted, e.g., VAL client and SEAL client, or EDGEAPP application client (AC) and edge enabler client (EEC).
3. Proposal
In relation to Key Issue 1 on Managing resource owner consent it is proposed to add a solution to TR 23.700-22 V0.1.0.
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* * * Second Change * * *

6.x	Solution #x: User consent for nested API invocation<title>
[bookmark: _Toc464463366]Editor's Note:	Please provide a suitable title for the solution.
[bookmark: _Toc475064960][bookmark: _Toc478400631][bookmark: _Toc7485786][bookmark: _Toc78314760][bookmark: _Toc147904935][bookmark: _Toc160824449]6.x.1	Solution description
Editor's Note:	This clause will describe the solution. Each solution should clearly describe which of the key issues it covers and how.
6.x.1.1	General
This solution proposes to extend the existing text in clause 8.32 of 3GPP TS 23.222 [2] on reducing authorization information inquiry in a nested API invocation, specifically the procedure described in clause 8.32.3.
The existing procedure focuses on ensuring the (primary) API invoker and secondary API invoker (API exposure function 1 (AEF-1)) have the necessary authorization to invoke the service APIs of their respective API exposure functions, AEF-1 & AEF-2 respectively. Such authorization may include a specific scope to provide course-grained access to resources exposed by the service API, for example limiting access to only certain attributes.
In this solution it is proposed that the secondary API invoker (AEF-1) performs an additional check to ensure suitable user consent has been provided before making service API invocation requests towards a secondary API exposing function (AEF-2). This enables the AEF-1 to check before inadvertently exposing user sensitive information for which appropriate user consent has not been obtained.
Editor’s note:	The solution is described in relation to nested API invocation, where it is for further study whether it would be appropriate to consider it for the general case of single API invoker performing service invocation towards an API exposure function.
6.x.1.2	Enhancement to 3GPP TS 23.222 8.32.3
With this solution the procedure to reducing authorization information inquiry in a nested API invocation in clause 8.32.3 is enhanced with the following:
New pre-condition added: 
Optionally, AEF-1 is configured with policy for user consent checking before making nested API service invocation requests.
New descriptive text is added after the existing text of Step 3 (“Based on the service API invocation request, the API exposing function 1 decides to invoke another service API exposed by the API exposing function 2”): 
Before making the request, if the AEF is configured with policy regarding user consent checking, the AEF will check that the service API invocation request is not in breach of those requirements.
Examples for the user consent check could involve checking associated attributes in the request itself (e.g., a signed token relating to user consent) or the AEF may have to further interact with the resource owner function to gain the necessary permissions (possibly via the CCF / authorization function). 
If the AEF doesn’t obtain the necessary user consent permissions, the (primary) API invoker’s service invocation request will be rejected with an appropriate failure result.
The additions are highlighted (in bold) in Figure 6.x.1.2-1.
[image: ]
Figure 6.x.1.2-1: Enhancements to Figure 8.32.3-1 of 3GPP TS 23.222.
Editor’s note: The mechanism to ascertain appropriate user consent at the AEF is in scope of SA3.
[bookmark: _Toc147904936][bookmark: _Toc160824450]6.x.2	Architecture Impacts
Editor's note:	This clause provides the architecture impacts of the solution and possible new SA6 capabilities and interfaces.
[bookmark: _Toc147904937][bookmark: _Toc160824451]None. 
6.x.3	Corresponding APIs
Editor's note:	This clause provides the corresponding APIs for supporting the solution.
[bookmark: _Toc532993748][bookmark: _Toc78314761][bookmark: _Toc147904938][bookmark: _Toc160824452]Editor's note:	Whether new or enhanced APIs are required in support of this solution is in scope of SA3.
6.x.4	Solution evaluation
Editor's note:	This clause provides an evaluation of the solution. The evaluation should include the descriptions of the impacts to existing architectures.
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