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[bookmark: _Hlk520730635]1. Introduction
This pCR proposes Key Issue update for FS_CAPIF_Ph3 (3GPP TR 23.700-22 v0.1.0).
2. Reason for Change
Single Sign-On (SSO) allows a user to access multiple resources with a single set of credentials. 
In order to implement Single Sign-On (SSO) in RNAA, a Resource Owner needs to determine in advance which API invokers can be authorized with the authentication information for Single Sign-On (SSO), and then they provide to API invokers this Single Sign-On (SSO) information.
Therefore, how to manage and provide information on API invokers subject to Single sign-on (SSO) authentication for the Resource Owner should be considered.
3. Proposal
It is proposed to agree the description of key issue #2 update for 3GPP TR 23.700-22 V0.1.0.


* * * First Change * * * *
[bookmark: _Toc160824428]5.2	Key issue #2: Supporting Single Sign-On
[bookmark: _Toc160824429]5.2.1	Description
For the Authorization code flow in RNAA, CAPIF-8 reference point (between User Agent/ROC and Authorization Server/CCF) is used to support end-user interactions with the resource owner e.g., obtaining permission from resource owner (also known as consent) and user authentication. According to 3GPP TS 23.222 clause 6.4.16, the CAPIF-8 reference point between CCF and ROC is kept out of Release 18.
The RO is authenticating (via CAPIF-8) to CCF as part of the interaction between API invoker and authorization function (which part of CCF).
Single sign-on (SSO) is an authentication method that enables users to securely authenticate with multiple applications by using just one set of credentials. In CAPIF RNAA context, Single Sign-On (SSO) can enable an Resource Owner to use one authentication procedure to authenticate multiple API invokers to use one or more AEFs exposing resources related to the resource owner. Specifically, to implement Single Sign-On (SSO) in RNAA, a Resource Owner needs to determine in advance which API invokers can be authorized with the authentication information for Single Sign-On (SSO), and then they provide to API invokers this Single Sign-On (SSO) information. Therefore, how to manage and provide information on API invokers subject to Single sign-on (SSO) authentication for the Resource Owner should be considered.

[bookmark: _Hlk160439445][bookmark: _Toc160824430]5.2.2	Open issues
1.	Whether and how to enhance CAPIF architecture and procedures considering Single sign-on (SSO)?
NOTE:	The detailed security aspects related to address Single sign-on (SSO)should be provided by SA3.
* * * End of Changes * * * *
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