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1. Introduction
This paper proposes a new key issue regarding managing resource owner consent.
2. Reason for Change
This contribution is motivated by the SA1 requirement (clause 6.10.2 of TS 22.261):
The 5G system shall be able to:
	…
-	allow the UE to provide/revoke consent for information (e.g., location, presence) to be shared with the third-party.
Furthermore, the SA6 requirement (clause 4.17.2 of TS 23.222):
[AR-4.17.2-c] The CAPIF shall enable the resource owner(s) to provide and revoke the authorization information for the resource exposure by API provider.
Further detail is provided in clause 6.2.3 of TS 23.222:
The resource owner client(s) interacts with the authorization function in the CAPIF core function via CAPIF-8. The resource owner communicates with the authorization function in the CAPIF core function to manage resource owner consent. 
The API exposing function (e.g. NEF, SCEF) acts as a resource owner consent enforcement point as specified in 3GPP TS 33.501 [8] and interacts with the authorization function in the CAPIF core function via CAPIF-3. The API exposing function can retrieve the resource owner consent parameters from the authorization function. 
As stated in the WID (SP-231741), it is expected that SA3 will deal with aspects related to security and privacy for CAPIF and API exposure. However, ensuring appropriate usage of user consent at the enabler layer is in the scope of SA6 and therefore the CAPIF Phase 3 study. 
Furthermore, according to clause Annex V.2 in 3GPP TS 33.501, the user consent parameters shall be bound to the purpose of data processing (depending on local regulations). Any NF that is deemed an enforcement point for user consent (e.g., AEF) shall determine the purpose of data processing prior to the data processing. If the purpose of data processing is not implicitly known from the service request, the user consent enforcement point shall request it or otherwise deny the service.
3. Proposal
It is proposed to add the following key issue to Rel-19 TR 23.700-22 “Study of CAPIF Phase 3”.




* * * First Change * * *
[bookmark: _Toc14352733][bookmark: _Toc19026758][bookmark: _Toc19034159][bookmark: _Toc19036349][bookmark: _Toc19037347][bookmark: _Toc25612605][bookmark: _Toc25613307][bookmark: _Toc25613571][bookmark: _Toc27647528]5.x	Key Issue x: Managing resource owner consent
5.x.1	Description:
With the introduction of support for Subscriber-aware Northbound API access in 3GPP Rel-18 a number of requirements were added at stage 1, one of which was motivated the desire for a UE to be able to control whether or not to provide information considered private to a 3rd party entity. Specifically the requirement is that the 5G system shall be able to allow the UE to provide/revoke consent for information (e.g., location, presence) to be shared with the third-party. At stage 2 the CAPIF-8 reference point was introduced to CAPIF where the aspect of consent was highlighted through the statement that the resource owner communicates with the authorization function in the CAPIF core function to manage resource owner consent, with such communication being expected to be performed over CAPIF-8. However, the mechanism for managing such consent was not specified with the functionalities over CAPIF-8 being is FFS and out of scope of the Rel-18 of the specification.
5.x.2	Open issues:
The CAPIF does not address management of resource owner consent in the context of supporting RNAA. The open issues are:
1.	How consent of the resource owner can be managed through communication between the resource owner and authorization function in the CAPIF core function 
2.	How to enable retrieval of the resource owner consent parameters by an API exposure function from the authorization function.
3.	Whether (and how) “purpose of data processing” will be captured, where will it be stored and how will it be retreived by the consent enforcement point, i.e., AEF (e.g., via CAPIF-3 in case it is available in the CCF).
4.	How to align and manage access control that is more granular than simply granted/denied for service API (e.g., service operation level, resource level) with the provided resource owner consent to ensure appropriate usage of resource owner consent at the enabler layer.
NOTE:	Aspects pertaining to the definition of resource owner consent/authorization over CAPIF-8 are in the scope of SA3, noting that the R18 security aspects of CAPIF supporting RNAA are specified in 3GPP TS 33.122 [x].


* * * Second Change * * *
[bookmark: _Toc158909659]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]	3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs".
* * * End of Changes * * *
