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1. Introduction
This pCR proposes new Key Issue for FS_CAPIF_Ph3 (3GPP TR 23.700-22 v0.0.0).
2. Reason for Change
RNAA uses token-based authorization using OAuth 2.0 framework with the following roles: 
-	API invoker: OAuth 2.0 client. 
-	CCF: OAuth 2.0 authorization server. 
-	AEF: resource server.
Accordingly, AEF shall perform the authorization check of the API invocation request for accessing the resources of the resource owner, i.e., AEF is considered the consent enforcement point.
As from clause 6.5.3 in 3GPP TS 33.222, the following flows may be used for authorizing an API invoker:
-	Client credential flow (according to RFC 6749),
-	Authorization code flow (according to RFC 6749), or 
-	Authorization code flow with PKCE (according to RFC 7636).
while CCF shall indicate the supported flows to the API invoker.
Additionally, as from clause 6.4.2 in 3GPP TS 23.222, the CAPIF-1/1e reference point support providing authorization for the API invoker based on RNAA. This description partially holds for the three the grant types aforementioned: 
- for the case of the client credential flow, CAPIF-1/1e reference point support providing authorization, provided that authentication of the API invoker (client authentication) is also supported over that reference point (according to clause 6.4.2 in 3GPP TS 23.222). 
- for the Authorization code flow/Authorization code flow with PKCE there is no clarity if the authorization can be carried out exclusively over CAPIF-1/1e reference point due to the presence of the OAuth 2.0 User-Agent role (a generalization of ROC in 3GPP TS 23.222) between the API invoker and CCF for some of the messages. Additionally, some other interactions within can be carried out over the CAPIF-8 reference point (e.g., user authentication and obtaining permission from Resource Owner). 
According to TS 23.222 clause 6.4.16, the CAPIF-8 reference point between CCF and ROC is kept out of Release 18. Additionally, from clause 6.3.8 the procedures corresponding to these capabalities of ROC are FFS and out-of-the-scope of Release 18.
3. Proposal
It is proposed to agree the new key issue for 3GPP TR 23.700-22 V0.0.0.

* * * First Change * * * *
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RNAA uses token-based authorization using OAuth 2.0 framework with the following roles: 
-	API invoker: OAuth 2.0 client. 
-	CCF: OAuth 2.0 authorization server. 
-	AEF: resource server.
Accordingly, AEF shall perform the authorization check of the API invocation request for accessing the resources of the resource owner, i.e., AEF is considered the consent enforcement point.
As from clause 6.5.3 in 3GPP TS 33.222, the following flows may be used for authorizing an API invoker:
-	Client credential flow (according to RFC 6749),
-	Authorization code flow (according to RFC 6749), or 
-	Authorization code flow with PKCE (according to RFC 7636).
As from clause 6.4.2 in 3GPP TS 23.222, the CAPIF-1/1e reference point support providing authorization for the API invoker based on RNAA. For the case of the client credential flow (RFC 6749) which shown in Figure 5.x-1, CAPIF-1/1e reference point support providing authorization, provided that authentication of the API invoker (client authentication) is also supported over that reference point (according to clause 6.4.2 in 3GPP TS 23.222).


Figure 5.x-1: OAuth 2.0 client credential flow in RNAA
Please notice that in Figure 5.x-1 the standard messages (A) and (B) can be transported over CAPIF-1/1e reference point. Nevertheless, for the Authorization code flow/Authorization code flow with PKCE there is no clarity if the authorization can be carried out exclusively over CAPIF-1/1e reference point due to the presence of the OAuth 2.0 User-Agent role (a generalization of ROC in 3GPP TS 23.222) between the API invoker and CCF for some of the messages, as shown in Figure 5.x-2. 


Figure 5.x-2: OAuth 2.0 Authorization code flow in RNAA
In Figure 5.x-2, CAPIF-8 can be considered purely for step (B) which supports interactions between Authorization Server and Resource Owner for User Authentication and obtaining permission from Resource Owner (end user). From Figure 5.x-2, it is not clear that steps (A) and (C) can be enabled on CAPIF-1/1e over the Authorization Endpoint. 
As shown in Figure 5.x-3, the presence of the User Agent/ROC reveals the necessity of considering at least one new reference point between the API invoker and the User Agent/ROC for enabling OAuth 2.0 Authorization code flow.



Figure 5.x-3: User Agent/ROC impacts full support of authorization over CAPIF-1/1e 

This key issue will study:
1. Whether (and how) CAPIF-1/1e can be considered to transport the messages (A) and (C) in Figure 5.x-3
2. Whether (and how) CAPIF-8 reference point can be enhanced to support messages (A) and (C) in Figure 5.x-3 or a new reference point is needed between the User Agent/ROC and CCF 
3. Whether (and how) a new reference point between API Invoker and User Agent/ROC is needed to support OAuth 2.0 Authorization code flow messages (A) and (C), and whether this potential new interface would be considered out-of-scope
NOTE 1: The security aspects need to be coordinated with SA3

* * * End of Changes * * * *
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