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1. Introduction
This pCR proposes new Key Issue for FS_CAPIF_Ph3 (3GPP TR 23.700-22 v0.0.0).
2. Reason for Change
For the Authorization code flow in RNAA, CAPIF-8 reference point (between User Agent/ROC and Authorization Server/CCF) is used to support end-user interactions with the resource owner e.g., obtaining permission from resource owner (also known as consent) and user authentication. According to 3GPP TS 23.222 clause 6.4.16, the CAPIF-8 reference point between CCF and ROC is kept out of Release 18.
The API exposing function (e.g. NEF, SCEF) acts as a consent enforcement point (as specified in 3GPP TS 33.501) and interacts with the authorization function in the CAPIF core function via CAPIF-3. The API exposing function can retrieve the resource owner consent parameters from the authorization function. According to 3GPP TS 33.501 clause V2, and based on local regulations, the user consent parameters shall be bound to the purpose of data processing. Any NF that is deemed an enforcement point for user consent (e.g., AEF) shall determine the purpose of data processing prior to the data processing. If the purpose of data processing is not implicitly known from the service request, the user consent enforcement point shall request it or otherwise deny the service.
While letting CAPIF-8 to transport information related to OpenID Connect (OIDC) on top of the signaling associated to OAuth2, allows having an identity layer that enables several use cases, like resource owner Single Sign-On (SSO). OIDC is an open standard for identity verification that’s built on top of OAuth, by having the OAuth2 authorization server implement additional functionality (e.g., acting as OpenID Connect server/identity provider). Open ID Connect (OIDC) provides an identity layer. 
3. Proposal
It is proposed to agree the new key issue for 3GPP TR 23.700-22 V0.0.0.

* * * First Change * * * *
[bookmark: _Toc158909665]5	Key issues
[bookmark: _Toc147904923][bookmark: _Toc158909666]5.x	Key issue #x: Supporting resource owner authentication
Figure 5.x-1 depicts a mapping between RNAA and OAuth2 roles considering also Open ID Connect (OIDC). CAPIF-8 reference is originally considered for step (B), which supports interactions between authorization server and resource owner for user authentication and obtaining permission from resource owner (i.e., consent). The ROC is authenticating (via CAPIF-8) to CCF as part of the interaction between API invoker and authorization function (which part of CCF).



Figure 5.x-1: OIDC and OAuth 2.0 Authorization code flow in RNAA 
The underlined and boldface font correspond purely to OIDC concepts. While letting CAPIF-8 to transport information related to OpenID Connect (OIDC) on top of the signaling associated to OAuth2, allows having an identity layer that enables several use cases, like resource owner Single Sign-On (SSO). OIDC is an open standard for identity verification that’s built on top of OAuth, by having the OAuth2 authorization server implement additional functionality (e.g., acting as OpenID Connect server/identity provider). Open ID Connect (OIDC) provides an identity layer.
This key issue will study:
1. Whether (and how) CAPIF-8 reference point can be enhanced to support the management of both consent and “purpose of processing”
2. Whether (and how) “purpose of processing” will be captured (from the API invoker), where will it be store and how will it be retreived by the consent enforcement point, i.e., AEF (e.g., via CAPIF-3 in case it is available in the CCF)
3. Whether (and how) enable CAPIF-8 reference point to be OIDC compliant
4. Study the impact on CAPIF architecture of having OIDC features like Single Sign-On (SSO)
NOTE 1: The security aspects need to be coordinated with SA3

* * * End of Changes * * * *
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