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[bookmark: _Toc146206960][bookmark: _Toc20156232][bookmark: _Toc27501389][bookmark: _Toc36049515][bookmark: _Toc45210281][bookmark: _Toc51861106][bookmark: _Toc114756037][bookmark: _Toc98840425]* * * First Change * * * *
[bookmark: _Toc155282537]11.5	Procedures and information flows
[bookmark: _Toc155282538]11.5.1	Connection authorisation mechanisms
[bookmark: _Toc155282539]11.5.1.1	General
[bookmark: _Hlk87944853][bookmark: _Toc81988269][bookmark: _Toc81988270]The connection of non-3GPP devices via an MC gateway UE require authorisation verification by the MC system. Two different types of non-3GPP devices are supported, those which can host MC service client and those which cannot host MC service clients.
Editor's Note:	The content of this clause is FFS based on possible feedback from 3GPP SA3.
[bookmark: _Toc155282540]11.5.1.2	Connection authorisation for non-3GPP devices that host an MC client
[bookmark: _Toc155282541]11.5.1.2.1	General
[bookmark: _Hlk56494846]The solution is applied to non-3GPP devices which can host an MC client. The MC server performs authorization for the use of the MC gateway UE by the MC gateway client, i.e. the binding between the MC gateway UE and the MC gateway client is authorized and controlled by the MC server. The MC gateway client informs MC clients about the connection status.
For the period of association between MC server, MC gateway client and MC gateway UE, the MC server maintains the assignment between MC clients to the MC gateway UE used. This assignment is cancelled again with the disconnection.
[bookmark: _Toc81988271][bookmark: _Toc155282542]11.5.1.2.2	Information flows
[bookmark: _Toc81988272][bookmark: _Toc155282543]11.5.1.2.2.1	Connection authorization request
Table 11.5.1.2.2.1-1 describes the information flow connection authorization request sent from the MC gateway client, which resides on a non-3GPP device, to the MC gateway UE, and from the MC gateway UE to the MC server.
Table 11.5.1.2.2.1-1: Connection authorization request
	Information element
	Status
	Description

	Connection ID
	M
	A random number which identifies the connection.

	GW MC service ID
	M
	The GW MC service ID indicates for which MC service the connection is to be authorisedof the requesting MC service user.

	NOTE:	The GW MC service ID indicates for which MC service the connection is to be authorised.



NOTE:	The MC service ID used for MC service authorisation and the GW MC service ID used for connection authorization may have different values. Both identities are configured by the Mission Critical Organisation.
[bookmark: _Toc81988273][bookmark: _Toc155282544]11.5.1.2.2.2	Connection authorization response
Table 11.5.1.2.2.2-1 describes the information flow connection authorization response sent from the MC server to the MC gateway UE, and from the MC gateway UE to the MC gateway client residing on a non-3GPP device.
Table 11.5.1.2.2.2-1: Connection authorization response
	Information element
	Status
	Description

	Connection IDGW MC service ID
	M
	The GW MC service ID of the requesting MC service userIdentifies the session of this connection.

	Response
	M
	Result of the connection authorization request, service feasibility, and connection evaluation.



11.5.1.2.2.3	User authentication result
Table 11.5.1.2.2.3-1 describes the information flow user authentication result sent from the MC server to the MC gateway UE.
Table 11.5.1.2.2.3-1: User authentication result
	Information element
	Status
	Description

	Connection ID
	M
	A random number which identifies the connection.

	GW MC service ID
	M
	The GW MC service ID indicates for which MC service the connection is to be authorised.

	Result
	M
	Result of the user authentication procedure (authenticated, not authenticated).


[bookmark: _Hlk158737097]
11.5.1.2.2.4	User authentication result response
Table 11.5.1.2.2.4-1 describes the information flow user authentication result response sent from the MC gateway UE to the MC server.
Table 11.5.1.2.2.4-1: User authentication result response
	Information element
	Status
	Description

	Connection ID
	M
	Identifies the session of this connection.

	GW MC service ID
	M
	The GW MC service ID indicates for which MC service the connection is to be authorised.



[bookmark: _Toc81988276][bookmark: _Toc155282545]11.5.1.2.3	Connection authorisation procedure
The procedure for connection authorisation via an MC gateway UE towards an MC server is shown in figure 11.5.1.2.3-1.
Pre-conditions
-	The MC service user wishes to have access to MC services using a non-3GPP device.
-	The MC gateway client has been configured with the necessary parameters needed for connectivity with the MC gateway UE.
-	The MC gateway client hosted at the non-3GPP device has been provided with an appropriate GW MC service ID.
-	The MC gateway UE has performed service authorization for one or more MC services with the MC system as described in 3GPP TS 23.379 [16], 3GPP TS 23.281 [12], and 3GPP TS 23.282 [13].
-	The MC gateway client has selected an MC gateway UE or alternatively, the MC gateway client has performed a selection by internal criteria.
NOTE:	The internal criteria are outside the scope of the present document.




Figure 11.5.1.2.3-1: Connection authorisation with an MC server via an MC gateway UE
[bookmark: _Hlk158631872]1.	The MC gateway client requests connection authorization via the MC gateway UE with an MC server. The MC gateway client provides the Connection ID identifying the connection and the GW MC service ID indicating the requested MC service (e.g. MCPTT).
2.	The MC gateway UE checks whether the provided Connection ID is already registered (i.e. was used by another MC gateway UE) and the requested MC service, as indicated by the GW MC service ID, is supported by the MC gateway UE. The MC gateway UE may also check whether sufficient resources are available or if any other local criteria are met. If the MC service is supported, the procedure continues with step 3, otherwise the procedure proceeds with step 7.
NOTE:	Further information to the MC gateway UE selection is in Annex D.
3.	The MC gateway UE sends the connection authorization request to the MC server (IdMS).
4.	The MC server performs an pre-authorization check, to verify that access via the MC gateway UE is permitted. An MC server shall reject the connection pre-authorization when the MC server receives connection authorization from a MC gateway client for a particular MC service for which the connection already exists with the same or different MC gateway UE. The MC server stores the Connection ID and marks the MC gateway client as pre-authorized.
5.	The MC server sends the connection authorization response to the MC gateway UE.
6.	The MC gateway UE marks the MC gateway client as pre-authorized and stores the Connection ID. The MC gateway client has now access only to CSC-1 servicesto have MC service access via the MC gateway UE. If the MC gateway client requests access to other services, the request shall be rejected.
7.	The MC gateway UE sends the connection authorization response to the MC gateway client. The MC gateway client enters CSC-1 service only state.
8.	The MC gateway client authenticates according to 3GPP TS 33.180 [25] clause 5.1.2. The Connection ID shall be sent as part of the authentication procedure. When the MC user is authenticated, the MC server marks the MC gateway client as authenticated.
9.	The MC server sends the user authentication result to the MC gateway UE.
10.	The MC gateway UE marks the MC gateway client as authenticated and provides the MC gateway client access to MC services.
11.	The MC gateway UE sends the user authentication result response to the MC server.
12. When the MC gateway client has access to MC services, it can proceed with the authorisation process as defined in 3GPP TS 33.180 [25] clause 5.1.3
After successful connection with the MC gateway UE, the MC clients have access to the MC server and may continue with user authentication and service authorization.
If the MC service user wishes to have access to another MC service, the above procedure is repeated. The MC service user may select a different MC gateway UE for the new MC service, if multiple MC gateway UEs are available.
[bookmark: _Toc81988282][bookmark: _Toc155282546]11.5.1.3	Connection authorisation for non-3GPP devices that do not host an MC client
[bookmark: _Toc81988283][bookmark: _Toc155282547]11.5.1.3.1	General
The clause is applied to non-3GPP devices which cannot host an MC client. The MC server performs authorization for the use of the MC gateway UE by the MC gateway client, i.e. the binding between the MC gateway UE and the MC client is authorized and controlled by the MC server.
NOTE:	The interworking between the MC gateway client hosted at the MC gateway UE and an MC service user is out of scope of the present document, nevertheless, the connection authorisation performed by the MC gateway UE shall enable the non-3GPP devices to get the access to MC services requested by the service user.
[bookmark: _Toc81988284][bookmark: _Toc155282548]11.5.1.3.2	Information flows
[bookmark: _Toc81988285][bookmark: _Toc155282549]11.5.1.3.2.1	Connection authorization request
Table 11.5.1.3.2.1-1 describes the information flow connection authorization request sent from the MC service client, which resides on a MC gateway UE, to the MC server.
Table 11.5.1.3.2.1-1: Connection authorization request
	Information element
	Status
	Description

	GW MC service ID
	M
	The GW MC service ID indicates for which MC service the connection is to be authorised.of the requesting MC service user.

	NOTE:	The GW MC service ID indicates for which MC service the connection is to be authorised.



NOTE:	The MC service ID used for MC service authorisation and the GW MC service ID used for connection authorization may have different values. Both identities are configured by the Mission Critical Organisation.
[bookmark: _Toc81988286][bookmark: _Toc155282550]11.5.1.3.2.2	Connection authorization response
Table 11.5.1.3.2.2-1 describes the information flow connection authorization response sent from the MC server to the MC gateway client residing on the MC gateway UE.
Table 11.5.1.3.2.2-1: Connection authorization response
	Information element
	Status
	Description

	GW MC service ID
	M
	The GW MC service ID indicates for which MC service the connection is to be authorisedof the requesting MC service user.

	Result
	M
	Success or failure of the connection authorization request (authorization successful/failed; service not supported).



[bookmark: _Toc155282551]11.5.1.3.3	Connection authorisation procedure
The procedure for connection authorisation of an MC gateway client hosted by the MC gateway UE towards an MC server is shown in figure 11.5.1.3.3-1.
Pre-conditions
-	The MC service user wishes to have access to MC services using a non-3GPP device, where the MC gateway client and MC clients are hosted by the MC gateway UE.
-	The MC gateway client has selected an MC gateway UE or alternatively, the non-3GPP has performed a selection by internal criteria.
NOTE:	The internal criteria are outside the scope of the present document.
-	The MC gateway client, which is hosted by the MC gateway UE, has been configured with the necessary parameters needed for connectivity with the MC gateway UE.
-	The MC gateway UE has performed service authorization for one or more MC services with the MC system as described in 3GPP TS 23.379 [16], 3GPP TS 23.281 [12], and 3GPP TS 23.282 [13]].




Figure 11.5.1.3.3-1: Connection authorisation of an MC gateway client hosted by an MC gateway UE
1.	The MC gateway client, hosted by the MC gateway UE, requests connection authorization with an MC server by providing the GW MC service ID. The MC gateway UE sends the connection authorization request to the MC server.
2.	The MC server performs an connection authorization check, to verify that access using the MC gateway UE is permitted. An MC server shall reject the connection authorization when the MC server receives connection authorization from a MC gateway client for a particular MC service for which the connection already exists with the same or different MC gateway UE.
3.	The MC server sends the connection authorization response to the MC gateway client residing on the MC gateway UE.
The MC gateway client has now access to the MC server and may continue with user authentication and service authorization.
If the MC service user wishes to have access to another MC service, the above procedure is repeated. The MC service user may select a different MC gateway UE for the new MC service, if multiple MC gateway UEs are available.

* * * * Next change * * * *
[bookmark: _Toc155282579]11.5.4	Disconnection mechanism
[bookmark: _Toc155282580]11.5.4.1	General
A connection using an MC gateway UE by the corresponding MC gateway client can be cancelled over time or re-established using same or another MC gateway UE. The connection/disconnection mechanism allows the MC gateway client to disconnect the use of the corresponding MC gateway UE considering the various MC client hosting scenarios.
Under certain circumstances, the connection with the corresponding MC gateway UE can change or has to be adjusted. The various reasons are detailed in the informative Annex D. For this purpose, the MC gateway UE can send a notification to the corresponding MC gateway client hosted on a non-3GPP device.
Editor`s Note:	The content of this clause is FFS based on possible feedback from 3GPP SA3.
[bookmark: _Toc155282581]11.5.4.2	Disconnection for non-3GPP devices that host an MC client
[bookmark: _Toc155282582]11.5.4.2.1	General
The clause is applied to non-3GPP devices which can host an MC client. The MC gateway UE forwards the disconnection request to the corresponding MC server to disconnect the MC gateway UE to MC client connection.
[bookmark: _Toc155282583]11.5.4.2.2	Information flows
[bookmark: _Toc155282584]11.5.4.2.2.1	Disconnection request
Table 11.5.4.2.2.1-1 describes the information flow disconnection request sent from the MC client, which resides on a non-3GPP device, to the corresponding MC server via the MC gateway UE.
Table 11.5.4.2.2.1-1: Disconnection request
	Information element
	Status
	Description

	Connection ID
	M
	Identifies the connection and was created during connection authorization.

	GW MC service ID
	M
	The GW MC service ID indicates for which MC service the connection is authorisedof the requesting MC service user.



[bookmark: _Toc155282585]11.5.4.2.2.2	Disconnection response
Table 11.5.4.2.2.2-1 describes the information flow disconnection response sent from the MC server to the MC gateway UE, and from the MC gateway UE to the MC client residing on a non-3GPP device.
Table 11.5.1.2.2.2-1: Disconnection response
	Information element
	Status
	Description

	Connection ID
	M
	Identifies the connection and was created during connection authorization.

	GW MC service ID
	M
	The GW MC service ID indicates for which MC service the connection is authorisedof the requesting MC service user.

	Response
	M
	Result of the disconnection request.



[bookmark: _Toc155282586]11.5.4.2.2.3	Connection status notification
Table 11.5.4.2.2.3-1 describes the information flow connection status notification sent from the MC gateway UE to the MC client, which resides on a non-3GPP device.
Table 11.5.4.2.2.3-1: Connection status notification
	Information element
	Status
	Description

	Connection ID
	M
	Identifies the connection and was created during connection authorization.

	GW MC service ID
	M
	The GW MC service ID indicates for which MC service the connection is authorisedof the associated MC client. (see NOTE 1)

	Status information
	M
	This information element provides connection status. (see NOTE 2).

	NOTE 1:	The GW MC service ID indicates for which MC service the connection is to be disconnected.
NOTE 2:	Information about the connection status are further detailed in Annex D. 



[bookmark: _Toc155282587]11.5.4.2.3	Disconnection procedure
The procedure for disconnection via an MC gateway UE towards an MC server is shown in figure 11.5.4.2.3-1.
Pre-conditions
-	The MC service user has an authorized connection via an MC gateway UE to an MC server.
-	The MC clients have no communication ongoing, e.g. group communication.
-	The MC gateway client service user on a non-3GPP device wishes to disconnect the authorized connection.


Figure 11.5.4.2.3-1: Disconnection with an MC server via an MC gateway UE
1.	The MC gateway client requests disconnection via the MC gateway UE with an MC server. The MC gateway client of the MC service user provides the Connection ID which was created during the connection authorisation procedure (see clause 11.5.1.2) and the GW MC service ID indicating the MC service (e.g. MCPTT).
2.	The MC gateway UE sends the disconnection request to the MC server to disconnect the authorized connection between the MC gateway client and the MC server.
3.	The MC server verifies if the connection is active and updates the connection status as disconnected.
4.	The MC server sends the disconnection response to the MC gateway UE.
5.	The MC gateway UE updates MC gateway client connection status as disconnected.
6.	The MC gateway UE sends the disconnection response to the MC gateway client.
[bookmark: _Toc155282588]11.5.4.2.4	Connection status notification
The procedure for connection status notification initiated by an MC gateway UE towards an MC gateway client is shown in figure 11.5.4.2.4-1 informs about the status of connection status that may result into a disconnection.
Pre-conditions
-	The MC gateway client has an authorized connection via an MC gateway UE to an MC server.
-	The MC gateway UE is no longer able to provide the requested service depending on reasons further detailed in Annex D.


Figure 11.5.4.2.4-1: Connection status notification to an authorized MC gateway client 
1.	The MC gateway UE wants to disconnect the connection with an MC server for the corresponding MC gateway client. The MC gateway UE sends connection status notification to the MC gateway client using the corresponding Connection ID which was created during the connection authorisation procedure (see clause 11.5.1.2) the GW MC gateway ID and the GW MC service ID indicating the MC service (e.g. MCPTT).
2.	The connection status may result that the MC gateway client wants to disconnect the connection with the MC server (see disconnection in clause 11.5.4.2.3).
[bookmark: _Toc155282589]11.5.4.3	Disconnection for non-3GPP devices that do not host an MC client
[bookmark: _Toc155282590]11.5.4.3.1	General
The clause is applied to non-3GPP devices which cannot host an MC client. The MC server is requested to disconnect the MC gateway UE to MC client connection on demand.
[bookmark: _Toc155282591]11.5.4.3.2	Information flows
[bookmark: _Toc155282592]11.5.4.3.2.1	Disconnection request
Table 11.5.4.3.2.1-1 describes the information flow disconnection request sent from the MC client, which resides on a MC gateway UE, to the MC server.
Table 11.5.4.3.2.1-1: Disconnection request
	Information element
	Status
	Description

	GW MC service ID
	M
	The GW MC service ID of the requesting MC service user.

	NOTE:	The GW MC service ID indicates for which MC service the connection is to be disconnected.



[bookmark: _Toc155282593]11.5.4.3.2.2	Disconnection response
Table 11.5.4.3.2.2-1 describes the information flow disconnection response sent from the MC server to the MC client residing on the MC gateway UE.
Table 11.5.4.3.2.2-1: Disconnection response
	Information element
	Status
	Description

	GW MC service ID
	M
	The GW MC service ID indicates for which MC service the connection is authorisedof the requesting MC service user.

	Result
	M
	Success or failure of the disconnection request (successful/failed; not permitted).



[bookmark: _Toc155282594]11.5.4.3.3	Disconnection procedure
The procedure for disconnection of an MC gateway client hosted by the MC gateway UE towards an MC server is shown in figure 11.5.4.3.3-1.
Pre-conditions
-	The MC service user has an authorized connection using an MC gateway UE to an MC server.
-	The MC clients have no communication ongoing, e.g. group communication.
-	The MC gateway client hosted on a MC gateway UE wishes to disconnect the authorized connection.


Figure 11.5.4.3.3-1: Disconnection of an MC client hosted by an MC gateway UE
1.	The MC gateway client, hosted by the MC gateway UE, sends a disconnection request to the corresponding MC server encompassing the GW MC service ID indicating the MC service (e.g. MCPTT).
2.	The MC server verifies if the connection is active and updates the connection status as disconnected.
3.	The MC server sends the disconnection response to the MC gateway client residing on the MC gateway UE.
4.	The MC gateway UE updates MC gateway client connection status to disconnected.

* * * * End of changes * * * *
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