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1. Introduction
This paper proposes to provide linkage to the SA2 study on User Identities and Authentication Architecture.
2. Reason for Change
In SA WG2, there is a Rel-19 study on User Identities and Authentication Architecture, FS_UIA_ARC. There, key issue #3 has been captured on exposure of User Identity Profile Information, where there is a note:
NOTE 2: 	Some exposure aspects (e.g., what functionality needs to be exposed) may depend on interaction with SA WG6. For example, exposure functionality that may be required by the SA WG6 FS_Metaverse_App study.
To ensure aspects of the SA2 FS_UIA_ARC study are accounted for in the SA6 Metaverse study, in particular aspects relating to user identifiers, it is proposed to add a reciprocal note against KI#2 of TR 23.700-21.
3. Proposal
It is proposed to add an additional note to the exposure of user sensitive information key issue in the Rel-19 FS_MetaApp study TR 23.700-21.




* * * First Change * * *
[bookmark: _Toc14352733][bookmark: _Toc19026758][bookmark: _Toc19034159][bookmark: _Toc19036349][bookmark: _Toc19037347][bookmark: _Toc25612605][bookmark: _Toc25613307][bookmark: _Toc25613571][bookmark: _Toc27647528][bookmark: _Toc153434256]4.2	Key Issue #2: Exposure of user sensitive information
[bookmark: _Toc153434257]4.2.1	Description
Ensuring appropriate user consent has been obtained is a critical aspect when handling sensitive information relating to or collected from a user, their devices or the applications installed at their devices. This is highlighted at stage 1 where many of the requirements captured in TS 22.156 [X] are subject to operator policy, regulatory requirements and user consent, the latter being of particular importance to this key issue. 
For instance, with the expected capability to access, manage and expose user specific avatar related information through the enabler layer it is of utmost importance to capture the consent of the user. Aspects of such information might also be obtained through core network capability exposure, e.g., relating to user identity, body movement or location, and re-exposed by the enabler layer but not without the consent of the user.
Each user needs to be in full control of which network and device entities are allowed to access, manage and expose information pertaining to themselves and their devices. Such end user approvals ensure that only legitimate, user trusted, entitles can obtain and utilise information and services involving that user's sensitive information.
[bookmark: _Toc153434258]4.2.2	Open issues
SA6 defined enablers as of now do not consider usage of user consent in the context of supporting localized mobile metaverse services. The open issues are:
-	How to ensure appropriate usage of user consent at the enabler layer to support localized mobile metaverse services in 3GPP specified networks?
NOTE 1:	Aspects pertaining to the definition of end-user consent/authorization over APIs are in the scope of SA3.
NOTE 2:	Obtaining end-user consent is expected to leverage the RNAA framework, where it is of note that resource owner communication with the authorization function in the CAPIF core function was not in scope of Rel-18.
NOTE 3:	Some aspects may depend on interactions with SA WG2 FS_UIA_ARC. For example, utilisation of user-specific identities in relation to specific components of a user’s information.
Editor’s note: The open issues of this key issue can be revisited to consider mobile metaverse constructs such as digital avatars.
Editor’s note: The solution to the key issue needs coordination with SA3.

* * * End of Changes * * *

