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/************************** 1st changes ****************************/
[bookmark: _Toc154932414][bookmark: _Toc122563384]7.17.2.1	Ad hoc group data session request (MCData client – MCData server)
Table 7.17.2.1-1 describes the information flow ad hoc group data session request from the MCData client to the MCData server.
Table 7.17.2.1-1 Ad hoc group data session request information elements
	Information Element
	Status
	Description

	MCData ID
	M
	The identity of the MCData user sending data

	Functional alias
	O
	The associated functional alias of the MCData user sending data.

	MCData ad hoc group ID (see NOTE 1)
	O
	The MCData group ID to be associated with the ad hoc group data communication

	Encryption supported (see NOTE 2)
	O
	Indicates whether this ad hoc group data communication supports end-to-end encryption

	MCData ID list (see NOTE 3, NOTE 5, NOTE 6)
	O
	MCData IDs of the participants being invited for the ad hoc group data communication

	> Stay-in indicator
	O
	Indicate the MCData user shall stay in the call until the call is released and such user will not be removed by the MCData server based on the call criteria if exist.

	SDP offer
	M
	Offered media parameters  

	Imminent peril indicator (see NOTE 4)
	O
	Indicates that the ad hoc group data communication request is for ad hoc group imminent peril data communication

	Emergency Indicator (see NOTE 4)
	O
	Indicates that the ad hoc group data communication request is for ad hoc group emergency data communication

	Broadcast indicator
(see NOTE 4)
	O
	Indicates that the ad hoc group data communication request is for a broadcast ad hoc group data communication

	MCData ID list (see NOTE 3)
	O
	List of participants required to acknowledge the ad hoc group data communication before start of the data transmission

	Location information
	O
	Location of the of the MCData user sending data. 

	Criteria for determining the participants (see NOTE 5)
	O
	Carries the details of criteria or meaningful label identifying the criteria or the combination of both which will be used by the MCData server for determining the participants e.g., it can be a location based criteria to invite participants in a particular area

	Requested priority
	O
	Application priority level requested for this ad hoc group data communication

	NOTE 1:	If this information element is not included, the MCData server assigns an MCData ad hoc group ID to be used for the ad hoc group data communication. This information element is returned to the MCData user who is sending the data to use in the ad hoc group data communication. If the request follows an ad hoc group for emergency alert, then this element must be present.
NOTE 2:	This information element is present and set to true only if this ad hoc group data communication is encrypted. When the ad hoc group data communication is initiated with participants provided by the initiator this acts as an indicator that subsequent requests follow targeting the individual participants and carrying the relevant key material. If this information element is set to false or not present, then this ad hoc group data communication is unencrypted.
NOTE 3:	This element is included only when the data communication initiating client sends the list of participants.
NOTE 4:	If used, only one of these information elements is present.
NOTE 5:	Only one of these information elements is present.
NOTE 6: 	If the request follows an ad hoc group for emergency alert, then this element is not present.




[bookmark: _Toc155898558]/************************** 2nd changes ****************************/
[bookmark: _Toc154932424][bookmark: _Toc122563394]7.17.2.11	Modify ad hoc group data session participants request (MCData client – MCData server)
Table 7.17.2.11-1 describes the information flow Modify ad hoc group data session participants request from the MCData client to the MCData server.
Table 7.17.2.11-1: Modify ad hoc group data session participants request
	Information element
	Status
	Description

	MCData ID
	M
	The MCData ID of the requesting MCData user who is authorized to modify the ad hoc group data session participants

	Functional alias
	O
	The functional alias of the requesting MCData user who is authorized to modify the ad hoc group data session participants

	MCData ad hoc group ID
	M
	The MCData group ID of ad hoc group data communication whose participants needs to be modified

	MCData ID list (see NOTE)
	O
	List of additional MCData users to be added to the on-going ad hoc group data communication

	> Stay-in indicator
	O
	Indicate the MCData user shall stay in the call until the call is released and such user will not be removed by the MCData server based on the call criteria if exist.

	MCData ID list (see NOTE)
	O
	List of MCData users to be removed from the on-going ad hoc group data communication

	> Manually remove indicator
	O
	Indicate the MCData user shall be removed and the MCData server shall not add it back even if it meets the call criteria. 

	NOTE:	Either one or both of these information elements is present



/************************** Next changes ****************************/
[bookmark: _Toc154932439][bookmark: _Toc122563399]7.17.3.1.1	Ad hoc group data communication setup
Figure 7.17.3.1.1-1 below illustrates the ad hoc group data communication setup procedure initiated by an authorized user.
Pre-conditions:
1.	The authorized user at MCData client 1 wants to invite MCData users at MCData client 2, MCData client 3 and MCData client 4 for the ad hoc group data communication or to invite the ad hoc group member if the ad hoc group call follows an ad hoc group emergency alert, the MCData client 1 is aware of the ad hoc group ID.
2.	Number of participants being invited for the ad hoc group data communication is within the limit.
3.	End-to-End encryption is supported for this ad hoc group data communication.
4.	MCData client 1 is aware of the MCData IDs of the participants.
NOTE 1:	Selection of MCData IDs of the participants can be manual or from the user profile configuration data or by any other means. This is left for the implementation.
5.	The pre-configured group identity and pre-configured group configuration to be used for an ad hoc group have been preconfigured in MCData client and other participants of ad hoc group have also received the relevant security related information to allow them to communicate in an ad hoc group communication.


Figure 7.17.3.1.1-1: Ad hoc group data communication setup
1.	User at MCData client 1 would like to initiate an ad hoc group data communication. The MCData client 1 initiates the ad hoc group data communication by sending the ad hoc group data session request containing the list of participants or an ad hoc group ID from an ad hoc group emergency alert to the MCData server. Encryption supported information element shall be set to true since end-to-end encryption is supported. An SDP offer containing the MCData client media parameters is included. If the MCData user of MCData client 1 has selected a functional alias, then the ad hoc group data session request contains that functional alias.
If the MCData user at MCData client 1 initiates an MCData emergency ad hoc group data communication or the MCData emergency state is already set for the MCData client 1 (due to a previously triggered MCData emergency alert):
i.	the MCData ad hoc group data session request shall contain an emergency indicator;
ii.	if the MCData emergency state is not set already, MCData client 1 sets its MCData emergency state. The MCData emergency state of MCData client 1 is retained until explicitly cancelled by the user of MCData client 1.
2.	If the ad hoc group communication is supported, the MCData server verifies whether the user at MCData client 1 is authorized to initiate an ad hoc group data session request. If not authorized, the MCData server rejects the ad hoc group data session request as specified in the step 3. The MCData server accepts the ad hoc group data session request if the ad hoc group data communication is supported and authorized. If authorised, it validates whether the number of invited participants is within the configured limit before proceeding with the data communication setup. 
If functional alias is present, the MCData server checks whether the provided functional alias allowed to be used and has been activated for the user.
If location information was included in the ad hoc group data session request, the MCData server checks the privacy policy of the MCData user to decide if the location information of MCData client 1 can be provided to other users on the ad hoc group data communication (refer to Annex A.3 "Authorisation to provide location information to other MCData users on a data communication when talking").
If an emergency indicator is present in the received MCData ad hoc group data session request, the MCData ad hoc group is considered to be in the in-progress emergency state until this ad hoc group data communication is terminated; and
If an imminent peril indicator is present in the received MCData ad hoc group data session request, the MCData ad hoc group is considered to be in the in-progress imminent peril state until this ad hoc group data communication is terminated.
If the information received in the request in step 1 does not contain an ad hoc group ID from an ad hoc group emergency alert, the MCData server forms the ad hoc group by using received information, and determines the preconfigured group to be used for the configuration of the ad hoc group. The MCData server assigns a MCData group ID for the newly formed ad hoc group.
The MCData server considers the ad hoc group data communication participants as implicitly affiliated to the ad hoc group.
3.	The MCData server shall send the ad hoc group data session request return message to MCData client 1 containing the below:
i.	The MCData ad hoc group ID, either generated by the MCData server, if not included in the ad hoc group call request of step 1, or if the provided MCData ad hoc group ID is not accepted by the MCData server; or provided by the MCData client 1 if the ad hoc group ID is from an ad hoc group emergency alert;
ii.	The group ID of the pre-configured group to be used for the ad hoc group communication (only included when the ad hoc group data session is authorized); and
iii.	Result of whether the ad hoc group data session request is authorized or not
If the ad hoc group data session request is not authorized, the MCData server and MCData client 1 shall not proceed with the rest of the steps.
4a-4c.	The MCData server sends the ad hoc group data session requests towards the MCData clients of the invited users based on step 1. While sending the ad hoc group data session requests, the MCData server shall remove the information elements that are not required to be conveyed to the target MCData clients (e.g. MCData ID list of the users who are required to acknowledge)
5a-5c.	The receiving MCData clients notify their corresponding MCData user about the incoming ad hoc group data session request with the information of the MCData group ID for the ad hoc group.
6a-6c.	The receiving MCData clients may accept or reject the ad hoc group data session requests and send ad hoc group data session responses to the MCData server. The response may also contain a functional alias of the responding MCData user, which is verified (valid and activated for the user) by the MCData server.
7.	The MCData server sends the ad hoc group data session response to MCData client 1 through the signalling path to inform about successful data communication establishment. If the stay-in indicator is provided along with the MCData IDs of the participants to be invited in step 1, the MCData server stores such stay-in indicator for the corresponding participant. If criteria are added to the data communication later, the participant with stay-in indicator shall be kept in the communication and not be removed by the MCData server even if it does not meet the criteria.
NOTE 2:	The participant with stay-in indicator can be removed by the authorized user via the modify ad hoc group data communication participants request.
NOTE 23:	Steps 5 to step 7 can start to occur before all of step 4 is completed since the MCData server do not require to wait for the previous ad hoc group data session request to complete before sending the ad hoc group data session request to another participant.
8.	If the initiating MCData user requires the acknowledgement from the invited MCData users, and the required MCData users do not acknowledge the data session setup within a configured time (the "acknowledged data communication setup timeout"), then the MCData server may proceed with or abandon the data session and then notify the initiating MCData user that the acknowledgements did not include all required members according to ad hoc group data communication policy from the user profile configuration. The MCData server may notify the initiating MCData user of all MCData users who did not acknowledge the ad hoc group data session request within the configured time. This notification may be sent to the initiating MCData user by the MCData server more than once during the data communication when MCData users join or leave the MCData ad hoc group data communication.
9.	MCData client 1, MCData client 2, MCData client 3 and MCData client 4 establish media plane for data communication.
NOTE 34:	Step 9 can occur any time following step 7 if the conditions to proceed with the data communication are met.

/************************** Next changes ****************************/
[bookmark: _Toc154932442][bookmark: _Toc122563402]7.17.3.1.4	Modification of ad hoc group data communication participants by an authorized user
Figure 7.17.3.1.4-1 below illustrates the modification of ad hoc group data communication participants procedure by an authorized user.
Pre-conditions:
1.	An MCData ad hoc group data communication is already in progress the participants list is provided by the originating MCData user while initiating the MCData ad hoc group data communication.
2.	The participants of the MCData ad hoc group call belong to the single MCData system.
3.	The MCData users on MCData client 1, MCData client 3 to MCData client n are on an ongoing ad hoc group data communication.
4.	The MCData user at MCData client 1 determines to remove the user of MCData client 3 from the ad hoc group data communication and add user of MCData client 2 into the on-going ad hoc group data communication.



Figure 7.17.3.1.4-1: Modification of ad hoc group data communication participants by an authorized user
1.	The MCData user at the MCData client 1 is authorized and requests to modify ad hoc group data communication participants. The MCData client 1 sends the modify ad hoc group data session participants request to the MCData server in order to remove MCData client 3 from the ongoing ad hoc group data communication and add MCData client 2 into it.
2.	The MCData server verifies whether the MCData client 1 is authorized to add or remove (modify) the participants of the on-going ad hoc group data communication.
3.	The MCData server sends modify ad hoc group data session participants response to the MCData client 1. If the manually remove indicator is provided along with the MCData ID of the MCData client 3 and there are criteria used in the data communication, the MCData server removes MCData client 3 and marks it as manually removed so that the MCData server will not add it back to the data communication based on the criteria.
NOTE 1:	The participant with manually remove indicator being removed can be added back by the authorized user via the modify ad hoc group data communication participants request.
4.	The MCData server sends the ad hoc group data session leave request to the MCData client 3 in order to remove it from the on-going ad hoc group data communication.
5.	The MCData client 3 notifies the user of the ad hoc group data session leave request.
6.	The MCData client 3 sends the ad hoc group data session leave response to the MCData server.
7.	The MCData server sends the ad hoc group data session request towards MCData client 2. If the stay-in indicator is provided along with the MCData IDs of the participants to be invited in step 1, the MCData server stores such stay-in indicator for the corresponding participant. The participant with stay-in indicator shall be kept in the data communication and not be removed by the MCData server even if it does not meet the criteria if exists.
NOTE 2:	The participant with stay-in indicator can be removed by the authorized user via the modify ad hoc group data communication participants request.
NOTE 3:	Steps 8 to 10 can occur at any time following step 3.
8.	The receiving MCData client 2 notifies the user about the incoming ad hoc group data communication.
9.	The MCData client 2 accepts the ad hoc group data session request and send ad hoc group data session responses to the MCData server. The response may also contain a functional alias of the responding MCData user, which is verified (valid and activated for the user) by the MCData server. The MCData server considers the MCData user as implicitly affiliated to the ad hoc group.
10.	The MCData server may notify the initiating MCData user of all the users who are added to the on-going ad hoc group data communication. This notification may be sent to the initiating MCData user by the MCData server more than once during the data communication when MCData users join or leave the ad hoc group data communication.
11.	The MCData server may notify the participants about the change in the participants of on-going ad hoc group data communication.

/************************** Next changes ****************************/
[bookmark: _Toc154932446][bookmark: _Toc131694731]7.17.3.2.1	Procedure for ad hoc group data communication setup – Participants list provided by the Initiator
Figure 7.17.3.2.1-1 illustrates the procedure for ad hoc group data communication setup procedure initiated by an authorized user wherein either a list of participants or an ad hoc group ID from an ad hoc group emergency alert is provided by the authorised user and the determined MCData users are from multiple MCData systems. 
Pre-conditions:
1.	The security aspects of sharing the user information between primary and partner MC systems shall be governed as per the service provider agreement between them. In this case, it is considered that the partner MC system shares their users' information to the primary MC system.
2.	The authorized MCData user/dispatcher belongs to the primary MC system.
3.	The MCData server of the primary MC system is where the authorized MCData user/dispatcher creates the ad hoc group.
4.	Some users of the ad hoc group belong to partner MC systems.
5.	The preconfigured group identity and preconfigured group configuration (e.g. security related information) to be used for an ad hoc group have been preconfigured in the MCData client and other participants of ad hoc group have also received the relevant security related information to allow them to communicate in an ad hoc group communication.
6.	If an ad hoc group ID from an ad hoc group emergency alert is used to invite the ad hoc group members, MCData client is aware of the ad hoc group ID.


Figure 7.17.3.2.1-1: Ad hoc group data communication setup
1.	The MCData client of the authorized user initiates an ad hoc group data communication with multiple users from primary and partner MC systems. An ad hoc group data session request message with the information of the participants MCData IDs or an ad hoc group ID if the ad hoc group call follows an ad hoc group emergency alert is routed to the MCData server of the primary MC system.
2.	If the ad hoc group call is supported, the MCData server of the primary MC system verifies whether the user at MCData client is authorized to initiate an ad hoc group communication. If not authorized, the MCData server of the primary MC system rejects the ad hoc group data session request as specified in the step 3. 
If the information received in the request in step 1 does not contain an ad hoc group ID from an ad hoc group emergency alert, the MCData server of the primary MC system forms the ad hoc group by using information received in step 1 and further determines the preconfigured group to be used for the configuration (e.g. security related information). The MCData server assigns an MCData ad hoc group ID for the newly formed ad hoc group.
If no MCData ad hoc group ID was included in the ad hoc group data session request of step 1, or if the provided MCData ad hoc group ID is not accepted by the MCData server, the MCData server assigns a MCData group ID for the newly formed ad hoc group. The MCData server considers the ad hoc group communication participants as implicitly affiliated to the ad hoc group.
NOTE 1:	The newly formed ad hoc group information including the MCData group ID and the list of users is held in dynamic data in the MCData server. 
3.	The MCData server shall send the ad hoc group data session request return message to MCData client containing the below:
i.	The MCData ad hoc group ID either generated by the MCData server or provided by the MCData client if the ad hoc group ID is from an ad hoc group emergency alert (only included when the ad hoc group data session request is authorized);
ii.	The group ID of the pre-configured group to be used for the ad hoc group data communication (only included when the ad hoc group data session request is authorized); and
iii.	Result of whether the ad hoc group data session request is authorized or not.
If the ad hoc group data session request is not authorized, MCData client 1 shall not proceed with the rest of the steps.
4.	The MCData server of the primary MC system sends the ad hoc group data session request to the group members of the ad hoc group belonging to the primary MC system. While sending the ad hoc group data session requests, the MCData server shall remove the information elements that are not required to be conveyed to the target MCData clients (e.g. MCData ID list of the users who are required to acknowledge).
5a-5b.	The MCData clients receive in the ad hoc group data session request with the information of the MCData group ID for the ad hoc group and further notify their corresponding MCData user. The group members of the ad hoc group of the primary MC system may accept or reject the ad hoc group data session requests and respond with the ad hoc group data session responses.
6.	The primary MCData server further initiates an ad hoc group data session request message to the MCData users of the partner MC system. The ad hoc group data session request message is routed to the MCData users via the MCData server of the partner MC system.
7a-7b.	The MCData clients receive in the ad hoc group data session request the information of the MCData group ID for the ad hoc group and further notify their corresponding MCData user. The MCData users upon receipt of the invitation may accept or reject the ad hoc group data session requests, and respond with the ad hoc group data session responses. The ad hoc group data session response message is routed to the MCData server of the primary MC system via the MCData server of the partner MC system. If the stay-in indicator is provided along with the MCData IDs of the participants to be invited in step 1, the MCData server stores such stay-in indicator for the corresponding participant. If criteria are added to the data communication later, the participant with stay-in indicator shall be kept in the communication and not be removed by the MCData server even if it does not meet the criteria.
NOTE 2:	The participant with stay-in indicator can be removed by the authorized user via the modify ad hoc group data communication participants request.
8.	The MCData server of the primary MC system provides an ad hoc group data session response message to the MCData client of the authorized MCData user upon receiving response to the corresponding ad hoc group data session request in step 1. The ad hoc group data session response will consist of the success or failure result and/or detailed reason information in case of failure.
NOTE 23:	The ad hoc group data session response messages may be used by The MCData client of the authorized user to determine if the ad hoc group communication will proceed.
9.	Upon successful ad hoc group data session setup, a group data communication is established amongst the group members from primary and partner MC systems. The media plane resources for data communication are established.

/************************** Next changes ****************************/
[bookmark: _Toc154932451]7.17.3.2.6	Modification of ad hoc group data communication participants by an authorized user
Figure 7.17.3.2.6-1 below illustrates the MCData user modifying the ad hoc group data communication participants procedure involving multiple MCData systems. 
Pre-conditions:
1.	An MCData ad hoc group data communication is already in progress the participants list provided by the originating MCData user while initiating the MCData ad hoc group data communication.
2.	The participants of the MCData ad hoc group data communication belongs to the multiple MCData system.
3.	The MCData user at MCData client 1 determines that the MCData client 3 needs to be invited to on-going ad hoc group data communication and MCData client 2 needs to be removed from the on-going ad hoc group data communication from the primary MCData system.
4.	The MCData user at MCData client 1 determines that the MCData client 5 needs to be invited to on-going ad hoc group data communication and MCData client 4 needs to be removed from the on-going ad hoc group data communication from the partner MCData system.




Figure 7.17.3.2.6-1: Modification of ad hoc group data communication participants by an authorized user
1.	The MCData client 1 sends the modify ad hoc group data session participants request to the MCData server 1 to remove both MCData client 2 and MCData client 4 from the on-going ad hoc group data communication and to add both MCData client 3 and MCData client 5 into on-going ad hoc group data communication.
2.	The MCData server 1 verifies whether the MCData client 1 is authorized to add or remove (modify) the participants of the on-going ad hoc group data communication.
3.	The MCData server 1 sends modify ad hoc group data session participants response to the MCData client 1.
4.	The MCData server 1 determines that MCData client 1 has requested that MCData client 3 from the primary MC system be invited to an on-going ad hoc group data communication and successfully added to the data communication according to the procedure defined in clause 7.17.3.1.4.
5.	The MCData server 1 determines that MCData client 1 has requested that MCData client 2 from the primary MC system be removed from the on-going ad hoc group data communication and successfully removed from data communication according to the procedure defined in clause 7.17.3.1.4.
6.	The MCData server 1 determines that MCData client 1 has requested that MCData client 5 from the partner MC system be invited to an on-going ad hoc group data communication. The MCData server 1 sends the ad hoc group data session request to the MCData client 5. If the manually remove indicator is provided along with the MCData ID of the MCData client 3 and there are criteria used in the data communication, the MCData server removes MCData client 3 and marks it as manually removed so that the MCData server will not add it back to the data communication based on the criteria.
NOTE 1:	The participant with manually remove indicator being removed can be added back by the authorized user via the modify ad hoc group data communication participants request.
7.	The MCData client 5 notifies the user about the incoming ad hoc group data communication.
8.	The MCData client 5 accepts the ad hoc group data session request and sends the ad hoc group data session response to the MCData server 1.
9.	The on-going ad hoc group data communication is updated by adding MCData client 5 which is based on the modify participant list provided by the MCData client 1.
10.	The MCData server 1 determines that MCData client 1 has requested that MCData client 4 from the partner MC system be removed from the on-going ad hoc group data communication. The MCData server 1 sends the ad hoc group data session leave request to the MCData client 4. If the stay-in indicator is provided along with the MCData IDs of the participants to be invited in step 1, the MCData server stores such stay-in indicator for the corresponding participant. The participant with stay-in indicator shall be kept in the data communication and not be removed by the MCData server even if it does not meet the criteria if exists.
NOTE 2:	The participant with stay-in indicator can be removed by the authorized user via the modify ad hoc group data communication participants request.
11.	The MCData client 4 notifies the user of the ad hoc group data session leave request.
12.	The MCData client 4 sends the ad hoc group data session leave response to the MCData server 1.
13.	The on-going ad hoc group data communication is updated by removing MCData client 4, which is based on the modify participant list provided by the MCData client 1. 
NOTE 3:	The ad hoc group data communication request and response exchanged between MCData server 1 of primary MC system and MCData client 4/MCData client 5 will always traversal through the MCData server 2.
14.	The MCData server 1 may notify the initiating MCData user of all the users who are added to the on-going ad hoc group data communication. This notification may be sent to the initiating MCData user by the MCData server more than once during the data communication when MCData users join or leave the ad hoc group data communication.
15.	The MCData server 1 may notify the authorized participants about the change in the participants list of on-going ad hoc group data communication.
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