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*** First Change ***

[bookmark: _Toc460615922][bookmark: _Toc460616783][bookmark: _Toc477419232][bookmark: _Hlk156386327][bookmark: _Toc154664570]6.2.3	Functional model description to support RNAA
Figure 6.2.3-1 shows the architectural model for the RNAA which allows the resource owner to provide authorization to the API invocation.




Figure 6.2.3-1: High level functional architecture for CAPIF supporting RNAA
The authorization function is an internal entity of the CAPIF core function.
The resource owner client(s) interacts with the authorization function in the CAPIF core function via CAPIF-8. The resource owner communicates with the authorization function in the CAPIF core function to manage resource owner consent. 
The API exposing function (e.g. NEF, SCEF) acts as a resource owner consent enforcement point as specified in 3GPP TS 33.501 [8] and interacts with the authorization function in the CAPIF core function via CAPIF-3. The API exposing function can retrieve the resource owner consent parameters from the authorization function. 
NOTE 1:	RNAA is supported for both 4G and 5G network.
The API invoker interacts with authorization function in the CAPIF core function via CAPIF-1/CAPIF-1e.
NOTE 2:	In the current release, 3rd party API providers (i.e., API providers outside the PLMN trust domain) are not supported for RNAA.
NOTE 3:	The interaction between Resource Owner Client and CCF over CAPIF-8 is not specified in the current release of the specification.
The security aspects of CAPIF supporting RNAA are specified in 3GPP TS 33.122 [12].

*** Next Change ***

[bookmark: _Toc460615936][bookmark: _Toc460616797][bookmark: _Toc477419246][bookmark: _Toc154664579]6.3.8	Resource owner client
The resource owner client consists of the following capabilities:
-	Providing authorization for resource access; and
-	Managing and revoking authorization for resource access.
NOTE:	The procedures corresponding to these capabalities of Resource owner client are FFS and out of scope of the current release of the specification.

*** Next Change ***

[bookmark: _Toc154664596][bookmark: _Toc424654432][bookmark: _Toc428365021][bookmark: _Toc433209633][bookmark: _Toc453260143][bookmark: _Toc453261030][bookmark: _Toc453279767][bookmark: _Toc459375105][bookmark: _Toc468105343][bookmark: _Toc468110438][bookmark: _Toc485420441]6.4.16	Reference point CAPIF-8 (between the CAPIF core function and the resource owner client)
The CAPIF-8 reference point exists between the CAPIF core function and the resource owner client.
The CAPIF-8 reference point supports:
-	Providing authorization for resource access; and
-	Managing and revoking the provided authorization.
NOTE:	The functionalities over CAPIF-8 is FFS and out of scope of the current release of the specification.


*** Next Change ***


[bookmark: _Toc154664603]7.5	RNAA deployments
CAPIF supports RNAA and has enabled API invoker(s) to have authorized access to resources of a resource owner provided by service APIs offered by the AEF. The CCF acts as the Authorization Function and supports the authentication and authorization of the resource owner. Based on resource owner's authorization, the CCF provides the access token for a service API access to the API invoker. The API invoker performs service API invocations on the AEF by utilizing the access token.
The API invoker may be deployed in the following ways:
a.	API invoker may be deployed as AF on the UE (i.e. 3rd party application).
b.	API invoker may be deployed as AF on the UE supporting several other 3rd party applications deployed on the UE.
c.	API invoker may be deployed on the network as AF.
The resource owner is considered to be connected via a UE and can interact using a Resource Owner Client deployed on the UE with the CCF acting as the Authorization Function for authentication and authorization i.e., granting permission to the API invoker to access resource(s) of the resource owner provided by the service API. 
NOTE:	The details of the protocol for CAPIF supporting RNAA is specified in 3GPP TS 33.122 [12].
When API invoker is deployed on a UE (cases a and b), the API invoker is allowed to access the resources of the resource owner corresponding to the UE.


*** Next Change ***


[bookmark: _Toc154664811]8.32.3		Procedure
Figure 8.32.3-1 illustrates the procedure to obtain authorization information in a nested API invocation, in which an API exposing function receiving the service API invocation request interacts with another API exposing function to provide the service.
Pre-conditions:
1.	The resource owner can communicate with the API invoker.
2.	The API exposing functions 1 and 2 are in the same trust domain.



Figure 8.32.3-1: Procedure for obtaining authorization information in a nested API invocation
1.	The API invoker requests authorization information to invoke the service API exposed by API exposing function 1.
NOTE:	This step may use either the existing procedure to obtain authorization to access service API specified in clause 8.11 or the procedure that involves the resource owner client to get authorization information. For the latter case, the mechanisms to support interactions with Resource owner are specified in 3GPP TS 33.122 [12], with further possible CAPIF support for these mechanisms being out of scope of the current release.
2.	The API invoker sends service API invocation request to the API exposing function 1 with the authorization information received in step 1.
3.	Based on the service API invocation request, the API exposing function 1 decides to invoke another service API exposed by the API exposing function 2.
4.	The API exposing function 1, acting as an API invoker, obtains the authorization information to access the service API exposed by the API exposing function 2. 
5.	The API invoker sends service API invocation request to API exposing function 2 with the authorization information received in step 4.
6.	The API exposing function 2, acting as an API invoker, receives the service API invocation response resulting from the service API invocation once API exposing function 2 has checked whether the API invoker is authorized to invoke that service API based on the authorization information.
7.	The API invoker receives the service API invocation response resulting from the service API invocation.
[bookmark: _Toc391018752][bookmark: _Toc424654561][bookmark: _Toc428365159][bookmark: _Toc433209858][bookmark: _Toc477420738][bookmark: _Toc417481660][bookmark: _Toc417482065][bookmark: _Toc417482418][bookmark: _Toc417556381][bookmark: _Toc421107101][bookmark: historyclause]
*** Next Change ***

[bookmark: _Toc154664884]Annex A (informative):
Overview of CAPIF operations
Depicted in figure A-1 is the overview of CAPIF operations. CAPIF operations occur between different actors involving the API invoker, the CAPIF core function, the API exposing function, the API publishing function and the API management function, and optionally the resource owner client for RNAA. High level CAPIF interactions between the actors are shown in figure A-1. This figure is only provided for illustration purposes, and does not represent the order of operations.





Figure A-1: Overview of CAPIF operations
The CAPIF defines the functional entities in subclause 6.3.
The CAPIF defines the reference points between the functional entities in subclause 6.4.
The following operations require the communication between the CAPIF entities:
1.	Publishing service APIs: the API provider utilizes the API publishing function over CAPIF-4 reference point to publish the service APIs on the CAPIF core function, as specified in subclause 8.3 of this specification;
2.	Discovering service APIs: the API invoker discovers the service APIs over CAPIF-1/CAPIF-1e reference points, as specified in subclause 8.7 of this specification;
3.	API event subscription and notification: the API invoker subscribes to and receive service API event notifications over CAPIF-1/CAPIF-1e reference points, as specified in subclause 8.8 of this specification;
4.	Authenticating with CAPIF: the API invoker authenticates itself over CAPIF-1/CAPIF-1e reference points, as specified in subclause 8.10 of this specification;
5.	Authorizing with CAPIF: the API invoker obtains service API authorization over CAPIF-1/CAPIF-1e reference points, as specified in subclause 8.11 of this specification. In RNAA scenarios, API authorization is based on the authorization information obtained from the resource owner, as specified in clause 8.31;
6.	Topology hiding:	the API provider, to hide the topology, utilizes the API exposing function over CAPIF-3 reference point, as specified in subclause 8.13 of this specification;
7.	Authenticating the API invoker prior to service API invocation: the API provider, to authenticate the API invoker prior to the service API invocation, utilizes the API exposing function over CAPIF-2/CAPIF-2e and CAPIF-3, as specified in subclause 8.14 of this specification;
8.	Authenticating the API invoker upon the service API invocation: the API provider, to authenticate the API invoker upon invocation of the service APIs, utilizes the API exposing function over CAPIF-2/CAPIF-2e and CAPIF-3, as specified in subclause 8.15 of this specification;
9.	Authorizing API invoker:  the API provider, to authorize the API invoker to access the service APIs, utilizes the API exposing function over CAPIF-2/CAPIF-2e and CAPIF-3, as specified in subclause 8.16 of this specification;
10.	Access control: the API provider, to control the access of the service API by the API invoker based on policy or usage limits,
-	utilizes the API exposing function over CAPIF-2/CAPIF-2e and CAPIF-3, as specified in subclause 8.17 of this specification; or
-	in a cascaded deployment, utilizes API exposing functions over CAPIF-2/CAPIF-2e, as specified in subclause 8.18 of this specification;
11.	Logging service: the API provider, to maintain the log of the API invocations at the CAPIF core function for services such as charging, invocation history, utilizes the API exposing function over CAPIF-3, as specified in subclause 8.19 of this specification;
12.	Charging service: the API provider, to facilitate charging of the API invocations, utilizes the API exposing function over CAPIF-3, as specified in subclause 8.20 of this specification;
13.	Service monitoring: the API provider, to facilitate monitoring such as API invoker's ID and IP address, utilizes the API management function over CAPIF-5, as specified in subclause 8.21 of this specification; and
14.	Auditing: the API provider, for auditing, utilizes the API management function over CAPIF-5, as specified in subclause 8.22 of this specification.
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