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* * * First Change * * * *
[bookmark: _Toc146206859]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.261: "Service requirements for the 5G system".
[3]	3GPP TS 22.101: "Service Principles".
[4]	3GPP TS 23.501: "System architecture for the 5G System (5GS)"
[5]	3GPP TS 23.502: "Procedures for the 5G System (5GS)"
[6]	3GPP TS 37.355: "LTE Positioning Protocol (LPP)"
[7]	3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
* * * First Change * * * *
8.X	PIN Authorization
[bookmark: _Toc146206947]8.X.1	General
The PIN authorization procedure is used by a PINE, PEGC or PEMC to acquire security information needed to perform procedures with other functional entities (e.g., PIN Server, PEMC, PEGC) of the PIN. The security information is used by a PINE, PEGC or PEMC (e.g., a requestor) when performing procedures of clause 8 that require security credentials for request authorization. 
A PINE, PEGC or PEMC performs the PIN authorization procedure with the PIN server.
NOTE:	How security credentials are provisioned on the PIN server is implementation dependent.
Editor's note:	Whether the PEGC/PEMC can authorize a PINE request or needs PIN server support is FFS.

For deployments where a PIN server has CAPIF core function capabilities, and a PINE, PEGC, PEMC or AS have CAPIF API invoker capabilities, as defined in 3GPP TS 23.222 [7], security information may be obtained via CAPIF mechanisms.
Editor's note:	Whether further details related to CAPIF mechanisms are needed is FFS.
[bookmark: _Toc146206948]8.X.2	Procedure
8.X.2.1	General
PIN authorization procedure is either performed directly with the PIN server or indirectly via the PEGC for PINE(s) that require support of the PEGC to access the PIN server; the PEGC can deliver the PIN authorization request of the PINE to the PIN server when needed.
[bookmark: _Toc146206949]8.X.2.2	PIN authorization with PIN server
Figure 8.X.2.2-1 illustrates PIN authorization procedure based on request/response model.
Pre-conditions:
1.	The PINE/PEGC/PEMC has been pre-configured or has discovered the address (e.g., IP address, FQDN, URI) of the PIN server;
2-	The PINE/PEGC/PEMC has been pre-configured with the PIN identifier;
3-	The PIN server has been configured with the PIN profile;



Figure 8.X.2.2-1: PIN authorization with PIN server
1.	The PINE sends a PIN authorization request to the PIN server. The request includes the PIN identifier, and the requestor identifiers, name, description, and address. 
2.	Upon receiving the request, the PIN server validates if the requestor is allowed to access the requested PIN using the information provided in the request and the PIN configuration information from the PIN profile. 
Editor's Note: Whether enhancements or new procedures are required for supporting PIN security aspects is FFS.
3.	The PIN server sends a PIN authorization response to the requestor. If the PIN server successfully determines that the requestor is allowed to access the PIN, the PIN server includes security information for the requestor to use within the PIN. If the PIN server fails to authorize the requestor, the PIN server indicates failure in the response and includes a failure reason.
[bookmark: _Toc146206951]8.X.3	Information flows
[bookmark: _Toc146206952]8.X.3.1	General
The following information flows are specified for PIN authorization:
-	PIN authorization request and response;
[bookmark: _Toc146206953]8.X.3.2	PIN authorization request
Table 8.X.3.2-1 describes information elements in the PIN authorization request sent from the PINE or AS to the PIN server.
Table 8.X.3.2-1: PIN authorization request
	Information element
	Status
	Description

	Requestor identifiers
	M
	The identifiers of the requestor (i.e., GPSI or MAC address of the PINE, and PINE identifier or AS identifier).

	PIN identifier
	M
	Identifier of the PIN.

	Name 
	M
	The PINE vendor name or the AS service provider name.

	Description
	M
	Description of the PINE or AS. 

	Requestor IP Address
	M
	The IP address of PINE or AS. 


[bookmark: _Toc146206954]
8.X.3.3	PIN authorization response
Table 8.X.3.3-1 describes information elements in the PIN authorization response sent to the PINE. 
Table 8.X.3.3-1: PIN authorization response
	Information element
	Status
	Description

	Successful response
	O
(see NOTE)
	Indicates that the PIN authorization request was successful.

	> Security information
	M
	The security information to be used by the requestor in PIN procedures.

	Failure response
	O
(see NOTE)
	Indicates that the PIN authorization request failed.

	> Cause
	M
	Provides the cause for PIN authorization request failure.

	NOTE:	At least one of the IE shall be present.




* * * Next Change * * * *
[bookmark: _Toc37791084][bookmark: _Toc42004077][bookmark: _Toc50584461][bookmark: _Toc50584805][bookmark: _Toc57673722][bookmark: _Toc145674553]Annex A (Informative):
Authorization
A.1	General Principles
This clause defines the general principles used for defining the PIN authorization procedure:
-	the solution can be based on HTTPS and focus on protection of reference points;
-	security information can be pre-provisioned on the PINE/PEMC/PEGC/PIN Server/AS for authentication and authorization; pre-provisioning of security information is up to implementation;
-	security information format can be defined for interoperability between PINE/PEMC/PEGC/PIN Server/AS;
-	the PIN server can be authorized to generate and distribute the security information.
Editor’s Note:	General principles provided by 3GPP TSG SA3

* * * End of Change(s) * * * *
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