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Abstract: This paper presents the discussed aspects related to MCGWUE functionality and proposes a way forward for Rel-18 MCGWUE.
1	Authentication and authorisation of MC gateway client on non-3GPP device vs MC service server
1.1	 Discussions and observations
[Observation-1] Based on the discussions, we need to distinguish between:
1.	Authentication and authorisation of the connection between the MC gateway client residing in the non-3GPP device and the MC gateway UE.
2.	Authentication and authorisation of the MC service user utilizing the non-3GPP device by the MC service server. 
[Observation-2] SA6 has defined connection authorization procedures over the GW-Local reference point to bind the MC gateway client to the MC gateway UE, but no authentication procedures. 
3GPP TS 23.280 has specified:
[bookmark: _Toc81988272][bookmark: _Toc146545637]11.5.1.2.2.1	Connection authorization request
Table 11.5.1.2.2.1-1 describes the information flow connection authorization request sent from the MC gateway client, which resides on a non-3GPP device, to the MC gateway UE, and from the MC gateway UE to the MC server.
Table 11.5.1.2.2.1-1: Connection authorization request
	Information element
	Status
	Description

	GW MC service ID
	M
	The GW MC service ID of the requesting MC service user.

	NOTE:	The GW MC service ID indicates for which MC service the connection is to be authorised.



…
[bookmark: _Toc81988276][bookmark: _Toc146545639]11.5.1.2.3	Connection authorisation procedure
The procedure for connection authorisation via an MC gateway UE towards an MC server is shown in figure 11.5.1.2.3-1.
…
-	The MC gateway client has selected an MC gateway UE or alternatively, the MC gateway client has performed a selection by internal criteria.
NOTE:	The internal criteria are outside the scope of the present document.
…


Figure 11.5.1.2.3-1: Connection authorisation with an MC server via an MC gateway UE
1.	The MC gateway client requests connection authorization via the MC gateway UE with an MC server. The MC gateway client provides the GW MC service ID.
2.	The MC gateway UE checks whether the requested MC service, as indicated by the GW MC service ID, is supported. The MC gateway UE may also check whether sufficient resources are available or if any other local criteria are met. If the MC service is supported, the procedure continues with step 3, otherwise the procedure proceeds with step 7.
…
4.	The MC server performs an authorization check, to verify that access via the MC gateway UE is permitted. An MC server shall reject the connection authorization when the MC server receives connection authorization from a MC gateway client for a particular MC service for which the connection already exists with the same or different MC gateway UE.
…
After successful connection with the MC gateway UE, the MC clients have access to the MC server and may continue with user authentication and service authorization.
…
[Observation-3] The MC gateway UE performs service and resources check in step 2 in clause 11.5.1.2.3 (the case when the non-3GPP device can host an MC client). 
[Observation-4] The criteria how the MC gateway UE checks whether the available resources are sufficient is left to implementation. 
[Observation-5] The connection authorisation procedure is checked and controlled at the MC service server, as shown in step 4 in clause 11.5.1.2.3, and step 2 in clause 11.5.1.3.3. The MC service server controls the MC user authentication and user service authorisation as well. 
[Observation-6] The GW MC service ID is service specific, examples:
-	The MC gateway client utilizes a GW MCPTT ID 1 to connect to an MC gateway UE for MCPTT services. 
-	The MC gateway UE is configured with a GW MCVideo ID 1 to support MCVideo services. 
1.3 	Proposals 
1.3.1	Option A: connection (authentication and) authorisation is out of scope
[Proposal-1] The connection (authentication and) authorisation procedure can be left to implementation as it depends on the type of non-3GPP access between the non-3GPP device and the MC gateway UE. This can be done by adding the note below to clause 11.2.1: 
NOTE:	The communication and connection procedures associated to authenticating and authorizing the non-3GPP device towards the MC gateway UE depend on the type of the non-3GPP access and are out of scope of this document. 
[Proposal-2] Void clauses 11.5.1 and 11.5.4 since the existing procedures as well as the MC user authentication and user service authorisation are done by the MC service server. 
1.3.2	Option B: connection check towards the MC gateway UE
[Proposal-4] Consider the first part of the existing (dis-)connection authorisation procedures for the case of non-3GPP device that can host an MC client, in order to allow the MC gateway UE to perform service and resources check. Since the MC client and MC gateway UE binding is anyway controlled by the MC service server, the MC client can send the GW MC service ID per requested service during performing the MC user authentication and user service authorisation procedures. 




Proposal: Connection authorisation check at the MC gateway UE 




Proposal: Disconnection authorisation update at the MC gateway UE
The MC service server overwrites the existing binding of the MC client and MC gateway UE once the former performs MC user authentication and user service authorisation towards the MC service server including a new GW MC service ID.

2	MCGWUE functional model 
2.1	Discussions and observations
Clause 11.2.1 provides an overview of the functional model of MC gateway UE including the reference points between the non-3GPP device and MC gateway UE, and MC gateway UE and MC service server. 
[Observation-1] The MC gateway client is hosted by the non-3GPP device whether the latter can or cannot host an MC client. 
[Observation-2] There is no need to have the new reference point GW-Core. 
2.2	Proposals
[Proposal-1] Make the GW-Core reference point in clause 11.2.2.3 to be based on the existing MCx-n reference points between the MC gateway UE and the MC service server, since the listed functionalities are essential for MC clients in the non-3GPP devices. 
3	Identities behind the MC gateway UE
3.1	Discussion and observations
[Observation-1] Whether the MC client resides in the non-3GPP device or instantiated at the MC gateway UE, the MCx security framework described in 3GPP TS 23.280 and 3GPP TS 33.180 is followed. 



[Observation-2] Based on the discussion in the informal conference call, allowing the MC service user on the non-3GPP device to use a guest MC ID is already done as implementation specific, and it results in having limited MC services due to security concerns.
3.2	Proposals
[Proposal-1] The MC ID/MC service ID is not configured in the non-3GPP device nor the MC gateway UE. It is up to the implementation to do so: e.g., the MC ID and credentials may be available to the MC service user on the non-3GPP device upon presenting a non-3GPP ID and credentials. 
[Proposal-2] Update clause 11.3.3 to make it clearer to reflect the MCx security framework, as follows:
11.3.3	When sharing MC gateway UE's IMS subscription
For the case of non-3GPP devices which are unable to host an MC service client, the MC gateway UE forwards the media from/ to the non-3GPP devices behind the MC gateway UE. As there are no MC service clients hosted by the non-3GPP devices, they rely on credentials at the MC gateway UE to access MC services.
The MC service clients, instantiated at the MC gateway UE on behalf of the non-3GPP devices which cannot host an MC service client, rely on MC service IDs provided by the MC gateway UE, which are obtained during MC user authentication and user service authorisation procedures performed by the instantiated MC client in the MC gateway UE. In this case, the MC service clients instantiated at the MC gateway UE share the credentials from the IMS subscription of the MC gateway UE, as shown in Figure 11.3.3-1. The number of MC service clients at the MC gateway UE, which are instantiated on behalf on the non-3GPP devices which cannot host an MC service client, is determined by the number of subscribed MC service IDs that are associated with the IMS subscription of the MC gateway UE.
…
4	GW MC service ID
4.1	Discussion and observations 
[Observation-1] The GW MC service ID is service specific according to the note in 11.5.1.2.2.1. Examples: 
-	The MC gateway client utilizes a GW MCPTT ID 1 to connect to an MC gateway UE for MCPTT services. 
-	The MC gateway UE is configured with a GW MCVideo ID 1 to support MCVideo services. 
[Observation-2] In order to request/obtain the binding to a certain MC gateway UE for a certain MC service, the MC client selects the GW MC service ID associated to that certain MC service. 
[Observation-3] Currently the MC gateway UE is initially configured with a list of permitted GW MC service ID per MC service, as in A.7. 
[Observation-4] Currently the GW MC service ID is not configured in the MC gateway client.
[Observation-5] The number of non-3GPP devices that the MC gateway UE can support does not depend on the number of GW MC service IDs in the list of permitted GW MC service IDs per MC service. It is a function of network and device aspects, e.g., bandwidth, CPU of the MC gateway UE, etc. 
3GP TS 23.280 specifies:
[bookmark: _Toc146545089]8.1.7	GW MC service ID
The GW MC service ID is used for connection authorisation of non-3GPP devices via an MC gateway UE with an MC system. The GW MC service ID indicates the MC service.
The MC service ID used for MC service authorisation and the GW MC service ID used for connection authorization may have different values. Both identities are configured by the Mission Critical Organisation.
[Question-1] What is the difference between the MC service ID and GW MC service ID?
[Question-2] If the MC service ID is the same as the GW MC service ID, how can Table A.7-1 be read?
Table A.7-1: Initial MC gateway UE configuration data (on-network)
	Reference
	Parameter description

	Subclause 5.15 of 3GPP TS 22.280 [3]
	List of permitted GW MC service IDs for MCPTT

	
	> GW MC service ID

	Subclause 5.15 of 3GPP TS 22.280 [3]
	List of permitted GW MC service IDs for MCVideo

	
	> GW MC service ID

	Subclause 5.15 of 3GPP TS 22.280 [3]
	List of permitted GW MC service IDs for MCData

	
	> GW MC service ID



4.2	 Proposals
[Proposal-1] Update clause 8.1 as follows:
8.1.7	GW MC service ID
The GW MC service ID is used for identifying the non-3GPP devices behind the MC gateway UE.connection authorisation of non-3GPP devices via an MC gateway UE with an MC system. The GW MC service ID is MC service specific and configured both in the MC gateway client and MC gateway UE. The GW MC service ID in the MC gateway client indicates the requested MC service, whereas it indicates in the MC gateway UE the permitted MC service to support. Furthermore, the GW MC service ID is used by the MC gateway UE for managing MC services, e.g., support for location information and MBMS services towards the clients behind it. 
The MC service ID used for MC service authorisation and the GW MC service ID used for connection authorization may have different values. Both identities are configured by the Mission Critical Organisation.

5.1 Routing capabilities of MC clients behind the MC gateway UE
SA6 has specified the support of IP network behind the MC gateway UE in clause 11.4.
5.1	Discussion and observations
[Observation-1] The MC gateway UE establishes a PDN connection to the MC service APN on behalf of the non-3GPP devices behind it. Furthermore, the MC gateway UE manages (e.g., request) transport resources on behalf of the MC client behind it. Resources management is done via the MC gateway UE according to clause 10.11.
3GPP TS 23.280 specifies: 
[bookmark: _Toc460615910][bookmark: _Toc460616771][bookmark: _Toc468884368]5.2.7.2.1	Considerations for the EPS bearer to the MC services PDN
…
The MC gateway UE establishes a PDN connection to the MC service APN and utilizes this connection for MC service clients host on non-3GPP devices behind it.
… 
[bookmark: _Toc146545496]10.11.2a	Request for unicast resources at session establishment  – MC service server based
[bookmark: _Toc146545497]10.11.2a.1	General
…
For the request of network resources by the MC service server via the Rx reference point, the MC service client provides to the MC service server the final access resource details (e.g. IP addresses and ports) of the MC service client and the media anchoring points.
This procedure is generic to any type of session establishment with the MC service server requesting network resources.
[bookmark: _Toc146545498]10.11.2a.2	Procedure
Figure 10.11.2a.2-1 describes the procedure for the request of resources at session establishment from the MC service server.


Figure 10.11.2a.2-1: Resource request at session establishment – MC service server based
…
5.	The MC service client acknowledges the session establishment to the MC service server. This message contains the final negotiated media access parameters, e.g. IP addresses and ports related to the media anchoring points received in the SDP answer from the SIP core.
…
[bookmark: _Toc146545622]11.2.2.3	Reference point GW-Core (between the MC gateway UE server and the MC service server)
The GW-Core reference point between the MC gateway UE server in the MC gateway UE and the MC service server shall be used:
…
-	To manage (request/release) transport resources between the MC gateway UE and the MC service server signalling purposes are associated with the MC clients residing on a non-3GPP device,
…
NOTE 1:	Signalling of the MC clients utilizes the allocated resources (default bearer for EPS or corresponding QoS flow in 5GS) and if necessary, MC gateway UE may request additional resources.
…

5.2	Proposals
[Proposal-1] The MC gateway UE needs to be aware of the IP assignment of the MC clients behind it in order to manage transport resources on behalf of that MC clients. The information and references provided in clause 11.4 are relevant and important for stage 2 functionalities. 
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