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1. Introduction
This paper proposes a new key issue regarding the exposure of sensitive user information exposure.
2. Reason for Change
In Rel-19, SA1 has completed working on a study where specific use cases and service requirements have been identified for localized mobile metaverse services. Such services offer shared and interactive user experience of local content and services, which are accessed either by local or remote users. The study output is captured in TR 22.856, including consolidated requirements that are being used to drive the normative requirements captured in TS 22.156.
Clause 7 of TS 22.156 is dedicated to requirements on security, authorization and privacy, which is considered primarily in scope of SA3’s work. However, many of the functional service requirements captured in clause 5 of TS 22.156, which are those considered of most relevance to SA6’s work, rely on the usage of user consent and interaction with the enabler layer by authorized third parties. A selection of these normative requirements, under their respective clause heading, are listed below:
5.1.1 Operational efficiency, exposure, and coordination
Subject to operator policy, regulatory requirements and user consent, the 5G system (including IMS) shall be able to expose network performance information (e.g., observed or predicted bitrate, latency or packet loss) related to one or more users to an authorized third party metaverse application. 
NOTE 2: The network performance information can be per UE and take into account all available access network types, i.e. 3GPP and non-3GPP.
5.2.1 Localized mobile metaverse service
Subject to operator policy, regulatory requirements and user consent, the 5G system shall provide a means for a UE to provide sensor data, (e.g. from UE sensors, cameras, etc.) to the network in order to derive localization information, e.g. to produce or modify a spatial map or discover or find spatial anchors. The 5G system shall enable an authorized third party to obtain all of the spatial anchors in a given three dimensional area. 
NOTE 3: How an authorized third party identifies which three dimensional area to request spatial anchors in is not in scope of the 3GPP standard. Spatial localization and mapping information could be used to identify areas of interest.
5.2.2 Avatar-based real-time communication
Subject to operator policy, regulatory requirements and user consent, the 5G system (including IMS) shall support the capabilities of rendering the avatar based on the body movement information (e.g. body motion or facial expression) of a human user. 
The 5G system (including IMS) shall support the encoding of sensor data capturing the facial expression and movement and gestures of a person, in a standard form. 
NOTE 6:  The actual transmission and rendering of facial expression and movement and gestures of a person within a multimedia conversational communication is subject to that person’s consent.
5.2.3 Digital asset management
Subject to operator policy, regulatory requirements and user consent, the 5G system shall be able to provide functionality to store digital assets associated with a user, and to remove such digital assets associated with a user. 
Subject to operator policy, regulatory requirements and user consent, the 5G system shall provide a means to allow a user to securely access and update their digital assets. 
Subject to operator policy and user consent, the 5G system shall be able to allow an authorized third party to retrieve the digital asset(s) associated with a user, e.g. when the user accesses a specific application. 
NOTE:  When a user accesses an immersive mobile metaverse service, the authorized third party (service provider) could obtain relevant digital assets of a user associated with that service.
3. Proposal
It is proposed to agree the following changes to the specificication number that is assigned to the SA6 Release 19 FS_MetaApp study.




* * * First Change * * *
[bookmark: _Toc14352733][bookmark: _Toc19026758][bookmark: _Toc19034159][bookmark: _Toc19036349][bookmark: _Toc19037347][bookmark: _Toc25612605][bookmark: _Toc25613307][bookmark: _Toc25613571][bookmark: _Toc27647528]4.x	Key Issue x: Exposure of user sensitive information
Ensuring appropriate user consent has been obtained is a critical aspect when handling sensitive information relating to or collected from a user, their devices or the applications installed at their devices. This is highlighted at stage 1 where many of the requirements captured in TS 22.156 [X] are subject to operator policy, regulatory requirements and user consent, the latter being of particular importance to this key issue. 
For instance, with the expected capability to access, manage and expose user specific avatar related information through the enabler layer it is of utmost importance to capture the consent of the user. Aspects of such information might also be obtained through core network capability exposure, e.g., relating to user identity or location, and re-exposed by the enabler layer but not without the consent of the user.
Each user needs to be in full control of which network and device entities are allowed to access, manage and expose information pertaining to themselves and their devices. Such end user approvals ensure that only legitimate, user trusted, entitles can obtain and utilise information and services involving that user's sensitive information.
Open issues:
-	How to obtain the user's consent to allow (and fulfil) authorized metaverse application’s service requests, e.g., for network performance information, towards the enabler layer?
-	How to ensure that location specific service information derived from UE data, i.e., spatial anchors, can only be created, modified, or removed through the enabler layer for which appropriate user consent has been obtain?
-	How to ensure that only information, e.g., body movement information, is exchanged via the enabler layer for which a person’s consent has been obtain?
-	How to ensure that operations are only performed on resources maintained at the enabler layer, e.g., a user’s digital assets, for which appropriate user consent has been obtained?
NOTE 1:	Aspects pertaining to the definition of end-user consent/authorization over APIs are in the scope of SA3.
NOTE 2:	Aspects pertaining to the usage of end-user consent/authorization over APIs is in the scope of SA6.
* * * End of Changes * * *

