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[bookmark: _Toc146206960][bookmark: _Toc20156232][bookmark: _Toc27501389][bookmark: _Toc36049515][bookmark: _Toc45210281][bookmark: _Toc51861106][bookmark: _Toc114756037][bookmark: _Toc98840425]* * * First Change * * * *
[bookmark: _Toc146545635]11.5.1.2.1	General
The solution is applied to non-3GPP devices which can host an MC client. The MC server performs authorization for the use of the MC gateway UE by the MC gateway clientnon-3GPP device for MC services, i.e. the binding between the GW MC Service ID and MC Service ID of the MC user at non-3GPP deviceMC gateway UE and the MC gateway client is authorized and controlled by the MC server. The MC gateway client informs MC clients about the connection status.
For the period of association between MC server, MC gateway client and MC gateway UE, the MC server maintains the assignment between MC clients to the MC gateway UE used. This assignment is cancelled again with the disconnection.

* * * * Second change * * * *
[bookmark: _Toc81988272][bookmark: _Toc146545637]11.5.1.2.2.1	Connection authorization request
Table 11.5.1.2.2.1-1 describes the information flow connection authorization request sent from the MC gateway client, which resides on a non-3GPP device, to the MC gateway UE, and from the MC gateway UE to the MC server.
Table 11.5.1.2.2.1-1: Connection authorization request
	Information element
	Status
	Description

	GW MC service ID
	M
	The GW MC service ID of the requesting MC service user.

	NOTE:	The GW MC service ID indicates for which MC service the connection is to be authorised.



NOTE:	The MC service ID used for MC service authorisation and the GW MC service ID used for connection authorization may have different values. Both identities are configured by the Mission Critical Organisation.
[bookmark: _Toc81988273][bookmark: _Toc146545638]Table 11.5.1.2.2.1-2 describes the information flow connection authorization request sent from the MC gateway UE to the MC server.
Table 11.5.1.2.2.1-2: Connection authorization request
	Information element
	Status
	Description

	GW MC service ID
	M
	The GW MC service ID of the MC gateway UE.

	MC service ID (See NOTE)
	M
	The MC service ID of the requesting MC service user.

	NOTE:	The MC service ID indicates for which MC service the connection is to be authorised.



NOTE:	The MC service ID and the GW MC service ID used for connection authorization are configured by the Mission Critical Organisation.
11.5.1.2.2.2	Connection authorization response
Table 11.5.1.2.2.2-1 describes the information flow connection authorization response sent from the MC server to the MC gateway UE, and from the MC gateway UE to the MC gateway client residing on a non-3GPP device.
Table 11.5.1.2.2.2-1: Connection authorization response
	Information element
	Status
	Description

	GW MC service ID
	M
	The GW MC service ID of the MC gateway UE.

	GW MC service ID
	M
	The GW MC service ID of the requesting MC service user.

	Response
	M
	Result of the connection authorization request, service feasibility, and connection evaluation.


[bookmark: _Toc81988276][bookmark: _Toc146545639]
Table 11.5.1.2.2.2-2 describes the information flow connection authorization response sent from the MC gateway UE to the MC gateway client residing on a non-3GPP device.
Table 11.5.1.2.2.2-2: Connection authorization response
	Information element
	Status
	Description

	MC service ID
	M
	The MC service ID of the requesting MC service user.

	Response
	M
	Result of the connection authorization request, service feasibility, and connection evaluation.



11.5.1.2.3	Connection authorisation procedure
The procedure for connection authorisation via an MC gateway UE towards an MC server is shown in figure 11.5.1.2.3-1.
Pre-conditions
-	The MC service user wishes to have access to MC services using a non-3GPP device, where MC clients are hosted by the non-3GPP device.
-	The MC gateway client has been configured with the necessary parameters needed for connectivity with the MC gateway UE.
-	The MC gateway client hosted at the non-3GPP device has been provided with an appropriate GW MC service ID, MC ID and MC Credentials of MC service user at non-3GPP device.
-	The MC gateway UE has performed service authorization for one or more MC services with the MC system as described in 3GPP TS 23.379 [16], 3GPP TS 23.281 [12], and 3GPP TS 23.282 [13].
-	The MC gateway client has selected an MC gateway UE or alternatively, the MC gateway client has performed a selection by internal criteria.
NOTE:	The internal criteria are outside the scope of the present document.


 
Figure 11.5.1.2.3-1: Connection authorisation with an MC server via an MC gateway UE
1.	The MC gateway client requests connection authorization via the MC gateway UE with an MC server. The MC gateway client provides the GW MC service ID of the MC service user.
2.	The MC gateway UE checks whether the requested MC service, as indicated by the GW MC service ID, is supported. The MC gateway UE may also check whether sufficient resources are available or if any other local criteria are met. If the MC service is supported, the procedure continues with step 3, otherwise the procedure proceeds with step 78.
NOTE:	Further information to the MC gateway UE selection is in Annex D.
3.	The MC gateway UE sends the connection authorization request to the MC server. While sending the request, the GW MC service ID of the MC Gateway UE is also included.
4.	The MC server performs an authorization check, to verify that access via the MC gateway UE is permitted to the MC service user identified by MC service ID by checking the configuration data of the MC gateway UE identified by GW Service ID. If not authorized, shall reject the connection authorization. An MC server shall reject the connection authorization when the MC server receives connection authorization from a MC gateway client for a particular MC service for which the connection already exists with the same or different MC gateway UE.
5.	If the connection authorization is successful, mark the MC service user as authorised to use the MC service via the MC gateway UE and create the binding between MC service user identified by MC service ID and MC gateway UE identified by GW MC service ID.
56.	The MC server sends the connection authorization response to the MC gateway UE.
67.	The MC gateway UE marks the MC service user MC gateway client as authorized to use the have MC service access via the MC gateway UE and create the binding between MC service user identified by MC service ID and MC gateway UE identified by GW Service ID.
78.	The MC gateway UE sends the connection authorization response to the MC gateway client. If the connection authorization is not successful then the MC Gateway UE shall not allow the MC service user at non-3GPP device to use the MC gateway UE for MC service. It is implementation specific how the MC Gateway UE restrict its use by MC service user at non-3GPP device.
After successful connection authorization with the MC server to use the MC service via the MC gateway UE, the MC clients to have MC service access to from the MC server and may continue with user authentication and service authorization.
If the MC service user wishes to have access to another MC service, the above procedure is repeated. The MC service user may select a different MC gateway UE for the new MC service, if multiple MC gateway UEs are available.

* * * * Third change * * * *
[bookmark: _Toc81988283][bookmark: _Toc146545641]11.5.1.3.1	General
The clause is applied to non-3GPP devices which cannot host an MC client. The MC server performs authorization for the use of the MC gateway UE by the MC gateway clientnon-3GPP device for MC services, i.e. the binding between the GW MC Service ID and MCPTT ID of the MC user at non-3GPP deviceMC gateway UE and the MC client is authorized and controlled by the MC server.
NOTE:	The interworking between the MC gateway client hosted at the MC gateway UE and an MC service user is out of scope of the present document, nevertheless, the connection authorisation performed by the MC gateway UE shall enable the non-3GPP devices to get the access to MC services requested by the service user.

* * * * Fourth change * * * *
[bookmark: _Toc81988285][bookmark: _Toc146545643]11.5.1.3.2.1	Connection authorization request
Table 11.5.1.3.2.1-1 describes the information flow connection authorization request sent from the MC gateway service client, which resides on a non-3GPP deviceMC gateway UE, to the MC gateway UEserver.
Table 11.5.1.3.2.1-1: Connection authorization request
	Information element
	Status
	Description

	GW MC service ID
	M
	The GW MC service ID of the requesting MC service user.

	MC ID and Credentials
	M
	The MC system access information of the requesting MC service user used by MC client hosted by MC gateway UE on behalf of MC service user at non-3GPP device

	NOTE:	The GW MC service ID indicates for which MC service the connection is to be authorised.



NOTE:	The MC service ID used for MC service authorisation and the GW MC service ID used for connection authorization may have different values. Both identities are configured by the Mission Critical Organisation.
[bookmark: _Toc81988286][bookmark: _Toc146545644]Table 11.5.1.3.2.1-2 describes the information flow connection authorization request sent from the MC gateway UE to the MC server.
Table 11.5.1.3.2.1-2: Connection authorization request
	Information element
	Status
	Description

	GW MC service ID
	M
	The GW MC service ID of the MC gateway UE.

	MC service ID (See NOTE)
	M
	The MC service ID of the requesting MC service user.

	NOTE:	The MC service ID indicates for which MC service the connection is to be authorised.



NOTE:	The MC service ID and the GW MC service ID used for connection authorization are configured by the Mission Critical Organisation.
11.5.1.3.2.2	Connection authorization response
Table 11.5.1.3.2.2-1 describes the information flow connection authorization response sent from the MC server to the MC gateway client residing on the MC gateway UE.
Table 11.5.1.3.2.2-1: Connection authorization response
	Information element
	Status
	Description

	GW MC service ID
	M
	The GW MC service ID of the MC gateway UE.

	GW MC service ID
	M
	The GW MC service ID of the requesting MC service user.

	Result
	M
	Success or failure of the connection authorization request (authorization successful/failed; service not supported).



[bookmark: _Toc146545645]Table 11.5.1.3.2.2-2 describes the information flow connection authorization response sent from the MC gateway UE to the MC gateway client residing on a non-3GPP device.
Table 11.5.1.3.2.2-2: Connection authorization response
	Information element
	Status
	Description

	MC service ID
	M
	The MC service ID of the requesting MC service user.

	Response
	M
	Result of the connection authorization request, service feasibility, and connection evaluation.



11.5.1.3.3	Connection authorisation procedure
The procedure for connection authorisation via an of an MC gateway client hosted by the MC gateway UE towards an MC server is shown in figure 11.5.1.3.3-1.
Pre-conditions
-	The MC service user wishes to have access to MC services using a non-3GPP device, where the MC gateway client and MC clients are hosted by the MC gateway UE.
-	The MC gateway client hosted at the non-3GPP device has been provided with an appropriate MC service ID, MC ID and MC Credentials of MC service user at non-3GPP device.
-	The MC gateway client has selected an MC gateway UE or alternatively, the non-3GPP has performed a selection by internal criteria.
NOTE:	The internal criteria are outside the scope of the present document.
-	The MC gateway client, which is hosted by the non-3GPP deviceMC gateway UE, has been configured with the necessary parameters needed for connectivity with the MC gateway UE.
-	The MC gateway UE has performed service authorization for one or more MC services with the MC system as described in 3GPP TS 23.379 [16], 3GPP TS 23.281 [12], and 3GPP TS 23.282 [13]].



Figure 11.5.1.3.3-1: Connection authorisation with an MC server via of an MC gateway client hosted by an MC gateway UE
1.	The MC gateway client requests connection authorization via the MC gateway UE with an MC server. The MC gateway client provides the MC service ID of the MC service user and MC System access information (MC ID and credentials) of the MC service user.
2.	The MC gateway UE checks whether the requested MC service, as indicated by the MC service ID, is supported. The MC gateway UE may also check whether sufficient resources are available or if any other local criteria are met. If the MC service is supported, the procedure continues with step 3, otherwise the procedure proceeds with step 7.
NOTE:	Further information to the MC gateway UE selection is in Annex D.
3.	The MC gateway UE sends the connection authorization request to the MC server. While sending the request, the GW MC service ID of the MC Gateway UE is also included.
1.	The MC gateway client, hosted by the MC gateway UE, requests connection authorization with an MC server by providing the GW MC service ID. The MC gateway UE sends the connection authorization request to the MC server.
24.	The MC server performs an authorization check, to verify that access using the MC gateway UE is permitted to the MC service user identified by MC service ID by checking the configuration data of the MC gateway UE identified by GW Service ID. If not authorized, shall reject the connection authorization.. An MC server shall reject the connection authorization when the MC server receives connection authorization from a MC gateway client for a particular MC service for which the connection already exists with the same or different MC gateway UE.
5.	If the connection authorization is successful, mark the MC service user as authorised to use the MC service via the MC gateway UE and create the binding between MC service user identified by MC service ID and MC gateway UE identified by GW MC service ID.
6.	The MC server sends the connection authorization response to the MC gateway UE.
7.	The MC gateway UE marks the MC service user as authorized to use the MC service via the MC gateway UE and create the binding between MC service user identified by MC service ID and MC gateway UE identified by GW Service ID. The MC ID and credentials provided in the connection authorisation request are used while instantiating MC client to continue with user authentication and service authorization.
38.	The MC gateway UE server sends the connection authorization response to the MC gateway client residing on the MC gateway UEnon-3GPP device. If the connection authorization is not successful then the MC Gateway UE shall not allow the MC service user at non-3GPP device to use the MC gateway UE for MC service. It is implementation specific how the MC Gateway UE restrict its use by MC service user at non-3GPP device.

After successful connection authorization with the MC server to use the MC service via the MC gateway UE, the MC clients to have MC service access from the MC server may continue with user authentication and service authorization.The MC gateway client has now access to the MC server and may continue with user authentication and service authorization.
If the MC service user wishes to have access to another MC service, the above procedure is repeated. The MC service user may select a different MC gateway UE for the new MC service, if multiple MC gateway UEs are available.

* * * * Fifth change * * * *
[bookmark: _Toc83314268][bookmark: _Toc146545696]A.7	Initial MC gateway UE configuration data
The initial MC gateway UE configuration data is essential to the MC service serverMC gateway UE to authorize MC service user at non-3gpp device to use the MC service via specific MC Gateway UE.successfully connect MC clients to the MC system. The initial MC gateway UE configuration data can be the same or different across MC gateway UEs.
Configuration Data data in table A.7-1 is provided to MC service server using existing CSC-4 reference point which is used for configuration between the configuration management server and the configuration management clientthe MC gateway UE during the bootstrap process and can be configured on the MC gateway UE offline using the CSC-11 reference point or via other means.
Table A.7-1: Initial MC gateway UE configuration data (on-network)
	Reference
	Parameter description

	Subclause 5.15 of 3GPP TS 22.280 [3]
	List of permitted GW MC service IDs of the MC service users for MCPTT

	
	> GW MCPTT service ID

	Subclause 5.15 of 3GPP TS 22.280 [3]
	List of permitted GW MC service IDs of the MC service users for MCVideo

	
	> GW MCVideo service ID

	Subclause 5.15 of 3GPP TS 22.280 [3]
	List of permitted GW MC service IDs of the MC service users for MCData

	
	> GW MCData service ID



NOTE:	Configured MC service IDs indicate the support of an MC service by MC gateway UE.

* * * * End of changes * * * *
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