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*** First Change ***

[bookmark: _Toc138238405][bookmark: _Toc460615936][bookmark: _Toc460616797][bookmark: _Toc477419246]6.3.7	Authorization function
The authorization function consists of the following capabilities:
-	Receiving authorization from the resourse owner client; and
-	Providing the API invoker with the authorization information which is needed to access the resource owner’s resources.
NOTE:	In the current release, the authorization function is an internal entity of the CAPIF core function.

*** Next Change ***

[bookmark: _Toc138238527]8.16	API invoker authorization to accessinvocation of service APIs
[bookmark: _Toc138238528]8.16.1	General
The procedure in this subclause corresponds to the architectural requirements for API invokerinvocation of authorization to access service APIs by the API invoker.
A Invocation of service APIs shall use a secure communication channel. The procedure for providing a secure communication channel is out of scope of this specification. is mandatory in CAPIF.
NOTE 1: Examples of secure API communication are described in ETSI GS MEC 009 (V1.1.1) [8] and OMA-ER_Autho4API-V1_0-20141209-A [9].
To reduce latency during API invocation, the API invoker associated authorization information can be made available at the AEF after authentication between the API invoker and the CAPIF core function.
NOTE 2:	The security related aspects related to this procedureof making API invoker authorization information available at the AEF are out of scope of the present document.

*** Next Change ***

[bookmark: _Toc138238625]8.32	Reducing authorization information inquiry in a nested API invocation
[bookmark: _Toc138238626]8.32.1	General
The nested API invocation scenario is a scenario where the first API invocation towards the API exposing function 1 triggers this API exposing function to request another API invocation towards the API exposing function 2, which is in the same API provider domain that the API exposing function 1. Some service APIs may require invoking another service APIs. For example, if the API invoker invokes SEAL locationInfoRetrieval API, the location management server (acting as an API exposing server for the API invoker and as an API invoker for the NEF) may invoke NEF API to retrieve UE location information from 5GC. The CAPIF may reduce the authorization information inquiries for a nested API invocation scenario using procedure described in clause 8.32.3.
[bookmark: _Toc138238627]8.32.2	Information flows
NOTE:	The security aspects of this procedure will be specified in TS 33.122 [12].
[bookmark: _Toc138238628]8.32.3		Procedure
Figure 8.32.3-1 illustrates the procedure to obtain authorization information in a nested API invocation, in which an API exposing function receiving the service API invocation request interacts with another API exposing function to provide the service.
Pre-conditions:
1.	The resource owner can communicate with the API invoker.
2.	The API exposing functions 1 and 2 are in the same trust domain.



Figure 8.32.3-1: Procedure for obtaining authorization information in a nested API invocation
1.	The API invoker requests authorization information to invoke the service API exposed by the API exposing function 1.
NOTE:	This step may use either the existing procedure to obtain authorization to access service API specified in clause 8.168.11 or the procedure that involves the resource owner client to get authorization information. For the latter case, the detailed procedure will be specified in SA3.
2.	The API invoker sends service API invocation request to the API exposing function 1 with the authorization information received in step 1.
3.	Based on the service API invocation request, the API exposing function 1 decides to invoke another service API exposed by the API exposing function 2.
4.	The API exposing function 1, acting as an API invoker, obtains the authorization information to access the service API exposed by the API exposing function 2. 
5.	The API invoker sends service API invocation request to the API exposing function with the authorization information received in step 4.

*** End of Changes ***
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