

	
3GPP TSG-SA WG6 Meeting #57	S6-233296
Xiamen, China 9th – 13th October 2023	(revision of 3098, 3253, merge 2836, 3273, 3289)

	CR-Form-v12.2

	CHANGE REQUEST

	

	
	23.222
	CR
	0133
	rev
	4
	Current version:
	18.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	CAPIF Architecture alignment with SA3 RNAA aspects

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell, Ericsson

	Source to TSG:
	S6

	
	

	Work item code:
	SNAAPP
	
	Date:
	2023-10-03

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	SA3 has normative developed work in TS 33.122 for SNAAPP.
In clause 6.5.3 of TS 33.122, the procedures for Authentication and authorization for RNAA is specified.
The following roles for CAPIF are supported:
a) The API invoker has the role of the OAuth 2.0 client. 
b) The CCF has the role of the OAuth 2.0 authorization server, i.e., providing the access token used for RNAA. 
c) The AEF has the role of the resource server.
d) The resource owner can be the user of the UE or the owner of the subscription. SA3 does not specify the resource owner, but the resource owner ID is specified as the GPSI of the corresponding UE if the resource is related to a UE.

Hence, the role of Resource Owner Client and the functionalities over CAPIF-8 in the architecture and procedures of TS 23.222 to support RNAA is out of scope of Rel-18.

Currenlty, Resource Owner is represented as a functional entity in some flows, they are to be removed.


	
	

	Summary of change:
	Update the CAPIF architecture and procedures in the context of Resource Owner as used by SA3.
The role of Resource Owner Client and functionalities over CAPIF-8 are specified as out of scope of current release.
Remove Resource Owner representation as a functional entity in the figures.

	
	

	Consequences if not approved:
	Incorrect specification for supporting RNAA in CAPIF.

	
	

	Clauses affected:
	6.2.3, 6.3.8, 6.4.16, 8.31.2, 8.31.3, 8.32.2, 8.32.3, Annex A

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1



* * * First Change * * * *

[bookmark: _Toc138238397]6.2.3	Functional model description to support RNAA
Figure 6.2.3-1 shows the architectural model for the RNAA which allows the resource owner to provide authorization to the API invocation.


Figure 6.2.3-1: High level functional architecture for CAPIF supporting RNAA
The resource owner client(s) are application clients used by resource owners of the API provider domain's service provider. The authorization function is an internal entity of the CAPIF core function.
The resource owner communicates with the authorization function in the CAPIF core function to provide and revokemanage resource owner consent. The resource owner interactions are supported via a resource owner client, which is a client-side entity.
The API exposing function (e.g. NEF, SCEF) acts as a resource owner consent enforcement point as specified in 3GPP TS 33.501 [8] and interacts with the authorization function in the CAPIF core function via CAPIF-3. The API exposing function can retrieve the resource owner consent parameters from the authorization function. 
NOTE 1:	RNAA is supported for both 4G and 5G network.
The API invoker interacts with authorization function in the CAPIF core function via CAPIF-1/CAPIF-1e.
NOTE 2:	In the current release, 3rd party API providers (i.e., API providers outside the PLMN trust domain) are not supported for RNAA.
Editor's Note:	Security aspects including specification of the authentication and authorisation procedures for UE-originated API invocation within CAPIF are FFS in SA3. 
The security aspects of CAPIF supporting RNAA are specified in 3GPP TS 33.122 [12].
* * * Next Change * * * *
[bookmark: _Toc138238406]6.3.8	Resource owner client
The resource owner client consists of the following capabilities:
-	Providing authorization for resource access; and
-	Managing and revoking authorization for resource access.
NOTE:	The capabalities for Resource owner client is FFS and out of scope of the current release.
* * * Next Change * * * *
[bookmark: _Toc138238423]6.4.16	Reference point CAPIF-8 (between the CAPIF core function and the resource owner client)
The CAPIF-8 reference point exists between the CAPIF core function and the resource owner client.
The CAPIF-8 reference point supports:
-	Providing authorization for resource access; and
-	Managing and revoking the provided authorization.
Editor's note:	The capabilities supported by the resource owner client and CAPIF-8 needs to be aligned with the SA3 specification.
NOTE:	The functionalities over CAPIF-8 is FFS and out of scope of the current release.

* * * Next Change * * * *

[bookmark: _Toc138238623][bookmark: _Toc138238624]8.31.2	Information flows
NOTE:	The security aspects of this procedure will beare specified in TS 33.122 [12].
8.31.3		Procedure
Figure 8.31.3-1 illustrates the procedure for API invoker obtaining authorization from resource owner.
Pre-conditions:
1.	The resource owner can communicate with the API invoker.
2.	The service API access requires obtaining authorization from resource owner.




Figure 8.31.3-1: Procedure for API invoker obtaining authorization from resource owner
1.	The API invoker requests authorization information to invoke the service API. The authorization function provides the authorization by involving the resource owner.
NOTE:	The detailed procedure to obtain the authorization information will beis specified in TS 33.122 [12].
2.	The API invoker sends service API invocation request to the API exposing function with the authorization information received in step 1.

* * * Next Change * * * *
[bookmark: _Toc138238627][bookmark: _Toc138238628]8.32.2	Information flows
NOTE:	The security aspects of this procedure will beare specified in TS 33.122 [12].
8.32.3		Procedure
Figure 8.32.3-1 illustrates the procedure to obtain authorization information in a nested API invocation, in which an API exposing function receiving the service API invocation request interacts with another API exposing function to provide the service.
Pre-conditions:
1.	The resource owner can communicate with the API invoker.
2.	The API exposing functions 1 and 2 are in the same trust domain.





Figure 8.32.3-1: Procedure for obtaining authorization information in a nested API invocation
1.	The API invoker requests authorization information to invoke the service API exposed by the API exposing function 1.
NOTE:	This step may use either the existing procedure to obtain authorization to access service API specified in clause 8.16 or the procedure that involves the resource owner client to get authorization information. For the latter case, the detailed procedure will be specified in SA3the mechanisms to support interactions with Resource owner are specified in 3GPP TS 33.122 [12], with further possible CAPIF support for these mechanisms being out of scope of the current release.
2.	The API invoker sends service API invocation request to the API exposing function 1 with the authorization information received in step 1.
3.	Based on the service API invocation request, the API exposing function 1 decides to invoke another service API exposed by the API exposing function 2.
4.	The API exposing function 1, acting as an API invoker, obtains the authorization information to access the service API exposed by the API exposing function 2. 
5.	The API invoker sends service API invocation request to the API exposing function with the authorization information received in step 4.

* * * Next Change * * * *
[bookmark: _Toc138238701]Annex A (informative):
Overview of CAPIF operations
Depicted in figure A-1 is the overview of CAPIF operations. CAPIF operations occur between different actors involving the API invoker, the CAPIF core function, the API exposing function, the API publishing function and the API management function, and optionally the resource owner client for RNAA. High level CAPIF interactions between the actors are shown in figure A-1. This figure is only provided for illustration purposes, and does not represent the order of operations.




Figure A-1: Overview of CAPIF operations
The CAPIF defines the functional entities in subclause 6.3.
The CAPIF defines the reference points between the functional entities in subclause 6.4.
The following operations require the communication between the CAPIF entities:
1.	Publishing service APIs: the API provider utilizes the API publishing function over CAPIF-4 reference point to publish the service APIs on the CAPIF core function, as specified in subclause 8.3 of this specification;
2.	Discovering service APIs: the API invoker discovers the service APIs over CAPIF-1/CAPIF-1e reference points, as specified in subclause 8.7 of this specification;
3.	API event subscription and notification: the API invoker subscribes to and receive service API event notifications over CAPIF-1/CAPIF-1e reference points, as specified in subclause 8.8 of this specification;
4.	Authenticating with CAPIF: the API invoker authenticates itself over CAPIF-1/CAPIF-1e reference points, as specified in subclause 8.10 of this specification;
5.	Authorizing with CAPIF: the API invoker obtains service API authorization over CAPIF-1/CAPIF-1e reference points, as specified in subclause 8.11 of this specification. In RNAA scenarios, API authorization is based on the authorization information obtained from the resource owner, as specified in clause 8.31;
6.	Topology hiding:	the API provider, to hide the topology, utilizes the API exposing function over CAPIF-3 reference point, as specified in subclause 8.13 of this specification;
7.	Authenticating the API invoker prior to service API invocation: the API provider, to authenticate the API invoker prior to the service API invocation, utilizes the API exposing function over CAPIF-2/CAPIF-2e and CAPIF-3, as specified in subclause 8.14 of this specification;
8.	Authenticating the API invoker upon the service API invocation: the API provider, to authenticate the API invoker upon invocation of the service APIs, utilizes the API exposing function over CAPIF-2/CAPIF-2e and CAPIF-3, as specified in subclause 8.15 of this specification;
9.	Authorizing API invoker:  the API provider, to authorize the API invoker to access the service APIs, utilizes the API exposing function over CAPIF-2/CAPIF-2e and CAPIF-3, as specified in subclause 8.16 of this specification;
10.	Access control: the API provider, to control the access of the service API by the API invoker based on policy or usage limits,
-	utilizes the API exposing function over CAPIF-2/CAPIF-2e and CAPIF-3, as specified in subclause 8.17 of this specification; or
-	in a cascaded deployment, utilizes API exposing functions over CAPIF-2/CAPIF-2e, as specified in subclause 8.18 of this specification;
11.	Logging service: the API provider, to maintain the log of the API invocations at the CAPIF core function for services such as charging, invocation history, utilizes the API exposing function over CAPIF-3, as specified in subclause 8.19 of this specification;
12.	Charging service: the API provider, to facilitate charging of the API invocations, utilizes the API exposing function over CAPIF-3, as specified in subclause 8.20 of this specification;
13.	Service monitoring: the API provider, to facilitate monitoring such as API invoker's ID and IP address, utilizes the API management function over CAPIF-5, as specified in subclause 8.21 of this specification; and
14.	Auditing: the API provider, for auditing, utilizes the API management function over CAPIF-5, as specified in subclause 8.22 of this specification.
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