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1	Overall description
Based on TSG SA#101 decision quoted below: 
“TSG SA ask SA WG3 and SA WG6 to discuss the work on PINAPP Security in Q4/2023 and if any further work that requires an Exception is needed in Rel-18, then inform TSG SA#102.”
3GPP TSG SA WG6 provides the following background information regarding PINAPP:
3GPP TSG SA WG6 has standardized an enablement layer for personal IoT networks in 3GPP TS 23.542.
3GPP TSG SA WG6 has identified that the following reference points of the PINAPP architecture require an appropriate security solution.
· PIN-2, PIN-3 and PIN-4 (communications between PINEs, in a PIN).
· PIN-6, PIN-7 and PIN-10 (communications between PINEs and the PIN server).
· PIN-9 (communication between application server and PIN server)
3GPP TSG SA WG6 has defined the following security requirements in 3GPP TS 23.542.
[AR-5.2.7.2-a]	Communication between the functional entities of the application layer architecture shall be protected.
[AR-5.2.7.2-b]	Access control mechanisms for authenticating functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-c]	Access control mechanisms for authorizing interactions between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-d]	Mutual authentication and authorization between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-e]	Mechanisms for replay protection of messages exchanged between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-f]	Mechanisms for integrity protection of messages exchanged between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-g]	Mechanisms for privacy protection of the user shall be provided.
[AR-5.2.7.2-h]	Mechanisms for confidentiality protection of the user’s sensitive information (e.g., identity, location) shall be provided.
Stage 3 work is ongoing in 3GPP TSG CT WG1 for specifying protocol(s) for PIN-2, PIN-3, PIN-4, PIN-6, PIN-7 and PIN-10 reference points in TS 24.583, and in 3GPP TSG CT WG3 for specifying protocol(s) for PIN-9 reference point in TS 29.583.
2	Actions
To 3GPP TSG SA WG3
ACTION: 3GPP TSG SA WG6 asks 3GPP TSG SA WG3 to consider the provided information and standardize the appropriate security mechanisms addressing PINAPP requirements.

3	Dates of next TSG SA WG 6 meetings
SA6#58                 13th November – 17th November 2023 	Chicago, US
SA6#59 adhoc      22nd January – 31st January 2024 	online (meeting to be confirmed)
SA6#59                 26th February – 1st March 2024 	Athens, Greece
