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1	Overall description
TSG SA#101 decided the following: 
“TSG SA ask SA WG3 and SA WG6 to discuss the work on PINAPP Security in Q4/2023 and if any further work that requires an Exception is needed in Rel-18, then inform TSG SA#102.”
The goal of this discussion paper is to highlight security aspects related to PINAPP architecture.
· In clause 2, TS 23.542 security requirements and aspects are presented;
· In clause 3, a list of threats identified in S3-231724 based on PINAPP reference points is summarized;
· In clause 4, a conclusion on security aspects related to TS 23.542 is proposed;

2	TS 23.542 security requirements and aspects
3GPP TS 23.542.includes several statements related to securing PINAPP architecture.
Observation 1: PINAPP architecture security requirements are defined.
[AR-5.2.7.2-a] Communication between the functional entities of the application layer architecture shall be protected.
[AR-5.2.7.2-b] Access control mechanisms for authenticating functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-c] Access control mechanisms for authorizing interactions between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-d] Mutual authentication and authorization between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-e] Mechanisms for replay protection of messages exchanged between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-f]	Mechanisms for integrity protection of messages exchanged between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-g] Mechanisms for privacy protection of the user shall be provided.
[AR-5.2.7.2-h] Mechanisms for confidentiality protection of the user’s sensitive information (e.g., identity, location) shall be provided.

Observation 2: TS 23.542 contains notes highlighting security mechanisms in SA3 scope.
· The credential provision procedure depends on the feedback from SA3.
· The authorization procedure between PIN client and PEMC should be captured in SA3 scope.
Observation 3: Procedures and information flows include security aspects.
There are 99 mentions of “security credentials”, 213 mentions of “authorized” or “authorization” in TS 23.542
· Procedures (examples)
“The request includes the security credentials of the PINE received during authorization procedure…”
“Upon receiving the request from the application server, the PIN server checks if the application server is authorized to subscribe. The authorization check may apply to an individual PIN. If the request is authorized, the PIN server creates and stores the subscription for application server. …”
· Information flows (example)
	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.


3	S3-231724 - Threats per SA6 reference point
S3-231724 is a discussion that identifies several security threats related to insecure PINAPP architecture.
The following summarize the discussion paper:
· 49 threats are described, based on analysis of reference points, functional entities, and procedures.
· Identified threats include PEMC/PEGC/PINE impersonation, data breach, privacy breach, denial of service, configuration modification, man-in-the-middle.
· Functional entities considered: PIN Management Client, PIN Gateway Client, PIN server.
· Procedures considered: PIN Registration, PIN Create/Delete, PIN Discovery, PINE Management, PIN Status Subscription, PIN modification, PIN 5GS communication, PIN Service Switch, PIN Service Continuity.
· Reference points considered:
· PIN-2, PIN-3 and PIN-4 (communications between PINEs, in a PIN).
· PIN-6, PIN-7 and PIN-10 (communications between PINEs and the PIN server).
4	Conclusion
It is proposed to ask that SA3 standardizes the security mechanisms required to secure the PINAPP architecture.
The security mechanisms shall follow the security requirements defined in TS 23.542, including:
· Defining security mechanisms to provision credentials to the PINE/PEMC/PEGC;
· Defining security mechanisms for mutual authentication and authorization of the PINE/PEMC/PEGC/PIN Server;
· Defining access control mechanisms for authorizing interactions between functional entities on the following reference points:
· PIN-2, PIN-3 and PIN-4 (communications between PINEs, in a PIN).
· PIN-6, PIN-7 and PIN-10 (communications between PINEs and the PIN server).
· PIN-9 (communication between application server and PIN server)
